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§ 552. Public information; agency rules, opinions, orders, records,..., 5 USCA § 552

KeyCite Yellow Flag - Negative Treatment
Proposed Legislation

United States Code Annotated
Title 5. Government Organization and Employees (Refs & Annos)
Part I. The Agencies Generally
Chapter 5. Administrative Procedure (Refs & Annos)
Subchapter II. Administrative Procedure (Refs & Annos)

5U.S.C.A. § 552
§ 552. Public information; agency rules, opinions, orders, records, and proceedings

Effective: June 30, 2016
Currentness

<Notes of Decisions for 5 USCA § 552 are displayed in two separate documents. Notes of Decisions for subdivisions
I and II are contained in this document. For Notes of Decisions for subdivisions III to end, see second document for
5 USCA § 552.>

(a) Each agency shall make available to the public information as follows:

(1) Each agency shall separately state and currently publish in the Federal Register for the guidance of the public--

(A) descriptions of its central and field organization and the established places at which, the employees (and in the case
of a uniformed service, the members) from whom, and the methods whereby, the public may obtain information, make
submittals or requests, or obtain decisions;

(B) statements of the general course and method by which its functions are channeled and determined, including the nature
and requirements of all formal and informal procedures available;

(C) rules of procedure, descriptions of forms available or the places at which forms may be obtained, and instructions as
to the scope and contents of all papers, reports, or examinations;

(D) substantive rules of general applicability adopted as authorized by law, and statements of general policy or
interpretations of general applicability formulated and adopted by the agency; and

(E) each amendment, revision, or repeal of the foregoing.

Except to the extent that a person has actual and timely notice of the terms thereof, a person may not in any manner be required
to resort to, or be adversely affected by, a matter required to be published in the Federal Register and not so published. For

the purpose of this paragraph, matter reasonably available to the class of persons affected thereby is deemed published in the

Federal Register when incorporated by reference therein with the approval of the Director of the Federal Register.
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§ 552. Public information; agency rules, opinions, orders, records,..., 5 USCA § 552

(2) Each agency, in accordance with published rules, shall make available for public inspection in an electronic format--
(A) final opinions, including concurring and dissenting opinions, as well as orders, made in the adjudication of cases;

(B) those statements of policy and interpretations which have been adopted by the agency and are not published in the
Federal Register;

(C) administrative staff manuals and instructions to staff that affect a member of the public;
(D) copies of all records, regardless of form or format--
(i) that have been released to any person under paragraph (3); and

(ii)(I) that because of the nature of their subject matter, the agency determines have become or are likely to become the
subject of subsequent requests for substantially the same records; or

(IT) that have been requested 3 or more times; and

(E) a general index of the records referred to under subparagraph (D);

unless the materials are promptly published and copies offered for sale. For records created on or after November 1, 1996,
within one year after such date, each agency shall make such records available, including by computer telecommunications
or, if computer telecommunications means have not been established by the agency, by other electronic means. To the extent
required to prevent a clearly unwarranted invasion of personal privacy, an agency may delete identifying details when it makes
available or publishes an opinion, statement of policy, interpretation, staff manual, instruction, or copies of records referred to
in subparagraph (D). However, in each case the justification for the deletion shall be explained fully in writing, and the extent
of such deletion shall be indicated on the portion of the record which is made available or published, unless including that
indication would harm an interest protected by the exemption in subsection (b) under which the deletion is made. If technically
feasible, the extent of the deletion shall be indicated at the place in the record where the deletion was made. Each agency shall
also maintain and make available for public inspection in an electronic format current indexes providing identifying information
for the public as to any matter issued, adopted, or promulgated after July 4, 1967, and required by this paragraph to be made
available or published. Each agency shall promptly publish, quarterly or more frequently, and distribute (by sale or otherwise)
copies of each index or supplements thereto unless it determines by order published in the Federal Register that the publication
would be unnecessary and impracticable, in which case the agency shall nonetheless provide copies of such index on request at
a cost not to exceed the direct cost of duplication. Each agency shall make the index referred to in subparagraph (E) available
by computer telecommunications by December 31, 1999. A final order, opinion, statement of policy, interpretation, or staff
manual or instruction that affects a member of the public may be relied on, used, or cited as precedent by an agency against
a party other than an agency only if--

(i) it has been indexed and either made available or published as provided by this paragraph; or
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(ii) the party has actual and timely notice of the terms thereof.

(3)(A) Except with respect to the records made available under paragraphs (1) and (2) of this subsection, and except as
provided in subparagraph (E), each agency, upon any request for records which (i) reasonably describes such records and (ii)
is made in accordance with published rules stating the time, place, fees (if any), and procedures to be followed, shall make
the records promptly available to any person.

(B) In making any record available to a person under this paragraph, an agency shall provide the record in any form or format
requested by the person if the record is readily reproducible by the agency in that form or format. Each agency shall make
reasonable efforts to maintain its records in forms or formats that are reproducible for purposes of this section.

(O) In responding under this paragraph to a request for records, an agency shall make reasonable efforts to search for the
records in electronic form or format, except when such efforts would significantly interfere with the operation of the agency's
automated information system.

(D) For purposes of this paragraph, the term “search” means to review, manually or by automated means, agency records for
the purpose of locating those records which are responsive to a request.

(E) An agency, or part of an agency, that is an element of the intelligence community (as that term is defined in section 3(4)
of the National Security Act of 1947 (50 U.S.C. 401a(4))) shall not make any record available under this paragraph to--

(i) any government entity, other than a State, territory, commonwealth, or district of the United States, or any subdivision
thereof; or

(ii) a representative of a government entity described in clause (i).

(4)(A)(i) In order to carry out the provisions of this section, each agency shall promulgate regulations, pursuant to notice and
receipt of public comment, specifying the schedule of fees applicable to the processing of requests under this section and
establishing procedures and guidelines for determining when such fees should be waived or reduced. Such schedule shall
conform to the guidelines which shall be promulgated, pursuant to notice and receipt of public comment, by the Director of
the Office of Management and Budget and which shall provide for a uniform schedule of fees for all agencies.

(ii) Such agency regulations shall provide that--

(I) fees shall be limited to reasonable standard charges for document search, duplication, and review, when records are
requested for commercial use;

(IT) fees shall be limited to reasonable standard charges for document duplication when records are not sought for
commercial use and the request is made by an educational or noncommercial scientific institution, whose purpose is
scholarly or scientific research; or a representative of the news media; and
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(IID) for any request not described in (I) or (II), fees shall be limited to reasonable standard charges for document search
and duplication.

In this clause, the term “a representative of the news media” means any person or entity that gathers information of potential
interest to a segment of the public, uses its editorial skills to turn the raw materials into a distinct work, and distributes that work
to an audience. In this clause, the term “news” means information that is about current events or that would be of current interest
to the public. Examples of news-media entities are television or radio stations broadcasting to the public at large and publishers
of periodicals (but only if such entities qualify as disseminators of “news”) who make their products available for purchase by
or subscription by or free distribution to the general public. These examples are not all-inclusive. Moreover, as methods of news
delivery evolve (for example, the adoption of the electronic dissemination of newspapers through telecommunications services),
such alternative media shall be considered to be news-media entities. A freelance journalist shall be regarded as working for a
news-media entity if the journalist can demonstrate a solid basis for expecting publication through that entity, whether or not
the journalist is actually employed by the entity. A publication contract would present a solid basis for such an expectation; the
Government may also consider the past publication record of the requester in making such a determination.

(iii) Documents shall be furnished without any charge or at a charge reduced below the fees established under clause (ii) if
disclosure of the information is in the public interest because it is likely to contribute significantly to public understanding
of the operations or activities of the government and is not primarily in the commercial interest of the requester.

(iv) Fee schedules shall provide for the recovery of only the direct costs of search, duplication, or review. Review costs shall
include only the direct costs incurred during the initial examination of a document for the purposes of determining whether
the documents must be disclosed under this section and for the purposes of withholding any portions exempt from disclosure
under this section. Review costs may not include any costs incurred in resolving issues of law or policy that may be raised
in the course of processing a request under this section. No fee may be charged by any agency under this section--

(D) if the costs of routine collection and processing of the fee are likely to equal or exceed the amount of the fee; or

(II) for any request described in clause (ii)(Il) or (IIT) of this subparagraph for the first two hours of search time or for
the first one hundred pages of duplication.

(v) No agency may require advance payment of any fee unless the requester has previously failed to pay fees in a timely
fashion, or the agency has determined that the fee will exceed $250.

(vi) Nothing in this subparagraph shall supersede fees chargeable under a statute specifically providing for setting the level
of fees for particular types of records.

(vii) In any action by a requester regarding the waiver of fees under this section, the court shall determine the matter de novo:
Provided, That the court's review of the matter shall be limited to the record before the agency.

(viii)(I) Except as provided in subclause (II), an agency shall not assess any search fees (or in the case of a requester described
under clause (ii)(II) of this subparagraph, duplication fees) under this subparagraph if the agency has failed to comply with
any time limit under paragraph (6).
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(IN(aa) If an agency has determined that unusual circumstances apply (as the term is defined in paragraph (6)(B)) and the
agency provided a timely written notice to the requester in accordance with paragraph (6)(B), a failure described in subclause
(D) is excused for an additional 10 days. If the agency fails to comply with the extended time limit, the agency may not assess
any search fees (or in the case of a requester described under clause (ii)(IT) of this subparagraph, duplication fees).

(bb) If an agency has determined that unusual circumstances apply and more than 5,000 pages are necessary to respond to the
request, an agency may charge search fees (or in the case of a requester described under clause (ii)(II) of this subparagraph,
duplication fees) if the agency has provided a timely written notice to the requester in accordance with paragraph (6)(B) and
the agency has discussed with the requester via written mail, electronic mail, or telephone (or made not less than 3 good-faith
attempts to do so) how the requester could effectively limit the scope of the request in accordance with paragraph (6)(B)(ii).

(cc) If a court has determined that exceptional circumstances exist (as that term is defined in paragraph (6)(C)), a failure
described in subclause (I) shall be excused for the length of time provided by the court order.

(B) On complaint, the district court of the United States in the district in which the complainant resides, or has his principal
place of business, or in which the agency records are situated, or in the District of Columbia, has jurisdiction to enjoin the
agency from withholding agency records and to order the production of any agency records improperly withheld from the
complainant. In such a case the court shall determine the matter de novo, and may examine the contents of such agency
records in camera to determine whether such records or any part thereof shall be withheld under any of the exemptions set
forth in subsection (b) of this section, and the burden is on the agency to sustain its action. In addition to any other matters
to which a court accords substantial weight, a court shall accord substantial weight to an affidavit of an agency concerning
the agency's determination as to technical feasibility under paragraph (2)(C) and subsection (b) and reproducibility under

paragraph (3)(B).

(C) Notwithstanding any other provision of law, the defendant shall serve an answer or otherwise plead to any complaint
made under this subsection within thirty days after service upon the defendant of the pleading in which such complaint is
made, unless the court otherwise directs for good cause shown.

[(D) Repealed. Pub.L. 98-620, Title TV, § 402(2), Nov. 8, 1984, 98 Stat. 3357]

(E)(i) The court may assess against the United States reasonable attorney fees and other litigation costs reasonably incurred
in any case under this section in which the complainant has substantially prevailed.

(ii) For purposes of this subparagraph, a complainant has substantially prevailed if the complainant has obtained relief through
either--

(I) a judicial order, or an enforceable written agreement or consent decree; or

(IT) a voluntary or unilateral change in position by the agency, if the complainant's claim is not insubstantial.
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(F)(i) Whenever the court orders the production of any agency records improperly withheld from the complainant and assesses
against the United States reasonable attorney fees and other litigation costs, and the court additionally issues a written finding
that the circumstances surrounding the withholding raise questions whether agency personnel acted arbitrarily or capriciously
with respect to the withholding, the Special Counsel shall promptly initiate a proceeding to determine whether disciplinary
action is warranted against the officer or employee who was primarily responsible for the withholding. The Special Counsel,
after investigation and consideration of the evidence submitted, shall submit his findings and recommendations to the
administrative authority of the agency concerned and shall send copies of the findings and recommendations to the officer
or employee or his representative. The administrative authority shall take the corrective action that the Special Counsel
recommends.

(ii) The Attorney General shall--
(D) notify the Special Counsel of each civil action described under the first sentence of clause (i); and
(IT) annually submit a report to Congress on the number of such civil actions in the preceding year.

(iii) The Special Counsel shall annually submit a report to Congress on the actions taken by the Special Counsel under clause

).

(G) In the event of noncompliance with the order of the court, the district court may punish for contempt the responsible
employee, and in the case of a uniformed service, the responsible member.

(5) Each agency having more than one member shall maintain and make available for public inspection a record of the final
votes of each member in every agency proceeding.

(6)(A) Each agency, upon any request for records made under paragraph (1), (2), or (3) of this subsection, shall--

(i) determine within 20 days (excepting Saturdays, Sundays, and legal public holidays) after the receipt of any such request
whether to comply with such request and shall immediately notify the person making such request of--

(D) such determination and the reasons therefor;
(IT) the right of such person to seek assistance from the FOIA Public Liaison of the agency; and
(IIT) in the case of an adverse determination--

(aa) the right of such person to appeal to the head of the agency, within a period determined by the head of the agency
that is not less than 90 days after the date of such adverse determination; and
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(bb) the right of such person to seek dispute resolution services from the FOIA Public Liaison of the agency or the
Office of Government Information Services; and

(ii) make a determination with respect to any appeal within twenty days (excepting Saturdays, Sundays, and legal public
holidays) after the receipt of such appeal. If on appeal the denial of the request for records is in whole or in part upheld,
the agency shall notify the person making such request of the provisions for judicial review of that determination under
paragraph (4) of this subsection.

The 20-day period under clause (i) shall commence on the date on which the request is first received by the appropriate
component of the agency, but in any event not later than ten days after the request is first received by any component
of the agency that is designated in the agency's regulations under this section to receive requests under this section.
The 20-day period shall not be tolled by the agency except--

(I) that the agency may make one request to the requester for information and toll the 20-day period while it is awaiting
such information that it has reasonably requested from the requester under this section; or

(II) if necessary to clarify with the requester issues regarding fee assessment. In either case, the agency's receipt of the
requester's response to the agency's request for information or clarification ends the tolling period.

(B)(i) In unusual circumstances as specified in this subparagraph, the time limits prescribed in either clause (i) or clause (ii) of
subparagraph (A) may be extended by written notice to the person making such request setting forth the unusual circumstances
for such extension and the date on which a determination is expected to be dispatched. No such notice shall specify a date
that would result in an extension for more than ten working days, except as provided in clause (ii) of this subparagraph.

(ii) With respect to a request for which a written notice under clause (i) extends the time limits prescribed under clause (i) of
subparagraph (A), the agency shall notify the person making the request if the request cannot be processed within the time
limit specified in that clause and shall provide the person an opportunity to limit the scope of the request so that it may be
processed within that time limit or an opportunity to arrange with the agency an alternative time frame for processing the
request or a modified request. To aid the requester, each agency shall make available its FOIA Public Liaison, who shall
assist in the resolution of any disputes between the requester and the agency, and notify the requester of the right of the
requester to seek dispute resolution services from the Office of Government Information Services. Refusal by the person
to reasonably modify the request or arrange such an alternative time frame shall be considered as a factor in determining
whether exceptional circumstances exist for purposes of subparagraph (C).

(iii) As used in this subparagraph, “unusual circumstances” means, but only to the extent reasonably necessary to the proper
processing of the particular requests--

(D) the need to search for and collect the requested records from field facilities or other establishments that are separate
from the office processing the request;

(IT) the need to search for, collect, and appropriately examine a voluminous amount of separate and distinct records which
are demanded in a single request; or
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(IID) the need for consultation, which shall be conducted with all practicable speed, with another agency having a substantial
interest in the determination of the request or among two or more components of the agency having substantial subject-
matter interest therein.

(iv) Each agency may promulgate regulations, pursuant to notice and receipt of public comment, providing for the aggregation
of certain requests by the same requestor, or by a group of requestors acting in concert, if the agency reasonably believes
that such requests actually constitute a single request, which would otherwise satisfy the unusual circumstances specified
in this subparagraph, and the requests involve clearly related matters. Multiple requests involving unrelated matters shall
not be aggregated.

(C)(i) Any person making a request to any agency for records under paragraph (1), (2), or (3) of this subsection shall be
deemed to have exhausted his administrative remedies with respect to such request if the agency fails to comply with the
applicable time limit provisions of this paragraph. If the Government can show exceptional circumstances exist and that
the agency is exercising due diligence in responding to the request, the court may retain jurisdiction and allow the agency
additional time to complete its review of the records. Upon any determination by an agency to comply with a request for
records, the records shall be made promptly available to such person making such request. Any notification of denial of any
request for records under this subsection shall set forth the names and titles or positions of each person responsible for the
denial of such request.

(ii) For purposes of this subparagraph, the term “exceptional circumstances” does not include a delay that results from a
predictable agency workload of requests under this section, unless the agency demonstrates reasonable progress in reducing
its backlog of pending requests.

(iii) Refusal by a person to reasonably modify the scope of a request or arrange an alternative time frame for processing a
request (or a modified request) under clause (ii) after being given an opportunity to do so by the agency to whom the person
made the request shall be considered as a factor in determining whether exceptional circumstances exist for purposes of this
subparagraph.

(D)(i) Each agency may promulgate regulations, pursuant to notice and receipt of public comment, providing for multitrack
processing of requests for records based on the amount of work or time (or both) involved in processing requests.

(ii) Regulations under this subparagraph may provide a person making a request that does not qualify for the fastest multitrack
processing an opportunity to limit the scope of the request in order to qualify for faster processing.

(iii) This subparagraph shall not be considered to affect the requirement under subparagraph (C) to exercise due diligence.

(E)(i) Each agency shall promulgate regulations, pursuant to notice and receipt of public comment, providing for expedited
processing of requests for records--

(D) in cases in which the person requesting the records demonstrates a compelling need; and
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(IT) in other cases determined by the agency.
(ii) Notwithstanding clause (i), regulations under this subparagraph must ensure--

(D) that a determination of whether to provide expedited processing shall be made, and notice of the determination shall be
provided to the person making the request, within 10 days after the date of the request; and

(IT) expeditious consideration of administrative appeals of such determinations of whether to provide expedited processing.

(iii) An agency shall process as soon as practicable any request for records to which the agency has granted expedited
processing under this subparagraph. Agency action to deny or affirm denial of a request for expedited processing pursuant
to this subparagraph, and failure by an agency to respond in a timely manner to such a request shall be subject to judicial
review under paragraph (4), except that the judicial review shall be based on the record before the agency at the time of
the determination.

(iv) A district court of the United States shall not have jurisdiction to review an agency denial of expedited processing of a
request for records after the agency has provided a complete response to the request.

(v) For purposes of this subparagraph, the term “compelling need”” means--

(D) that a failure to obtain requested records on an expedited basis under this paragraph could reasonably be expected to
pose an imminent threat to the life or physical safety of an individual; or

(IT) with respect to a request made by a person primarily engaged in disseminating information, urgency to inform the
public concerning actual or alleged Federal Government activity.

(vi) A demonstration of a compelling need by a person making a request for expedited processing shall be made by a statement
certified by such person to be true and correct to the best of such person's knowledge and belief.

(F) In denying a request for records, in whole or in part, an agency shall make a reasonable effort to estimate the volume of
any requested matter the provision of which is denied, and shall provide any such estimate to the person making the request,
unless providing such estimate would harm an interest protected by the exemption in subsection (b) pursuant to which the
denial is made.

(7) Each agency shall--

(A) establish a system to assign an individualized tracking number for each request received that will take longer than ten
days to process and provide to each person making a request the tracking number assigned to the request; and
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(B) establish a telephone line or Internet service that provides information about the status of a request to the person making
the request using the assigned tracking number, including--

(i) the date on which the agency originally received the request; and
(ii) an estimated date on which the agency will complete action on the request.
(8)(A) An agency shall--
(i) withhold information under this section only if--

(D) the agency reasonably foresees that disclosure would harm an interest protected by an exemption described in
subsection (b); or

(IT) disclosure is prohibited by law; and

(ii)(I) consider whether partial disclosure of information is possible whenever the agency determines that a full disclosure
of a requested record is not possible; and

(IT) take reasonable steps necessary to segregate and release nonexempt information; and

(B) Nothing in this paragraph requires disclosure of information that is otherwise prohibited from disclosure by law, or
otherwise exempted from disclosure under subsection (b)(3).

(b) This section does not apply to matters that are--

(1)(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national
defense or foreign policy and (B) are in fact properly classified pursuant to such Executive order;

(2) related solely to the internal personnel rules and practices of an agency;
(3) specifically exempted from disclosure by statute (other than section 552b of this title), if that statute--
(A)(i) requires that the matters be withheld from the public in such a manner as to leave no discretion on the issue; or

(ii) establishes particular criteria for withholding or refers to particular types of matters to be withheld; and
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(B) if enacted after the date of enactment of the OPEN FOIA Act of 2009, specifically cites to this paragraph.
(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential;

(5) inter-agency or intra-agency memorandums or letters that would not be available by law to a party other than an agency
in litigation with the agency, provided that the deliberative process privilege shall not apply to records created 25 years or
more before the date on which the records were requested,;

(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy;

(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law
enforcement records or information (A) could reasonably be expected to interfere with enforcement proceedings, (B) would
deprive a person of a right to a fair trial or an impartial adjudication, (C) could reasonably be expected to constitute an
unwarranted invasion of personal privacy, (D) could reasonably be expected to disclose the identity of a confidential source,
including a State, local, or foreign agency or authority or any private institution which furnished information on a confidential
basis, and, in the case of a record or information compiled by criminal law enforcement authority in the course of a criminal
investigation or by an agency conducting a lawful national security intelligence investigation, information furnished by a
confidential source, (E) would disclose techniques and procedures for law enforcement investigations or prosecutions, or
would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected
to risk circumvention of the law, or (F) could reasonably be expected to endanger the life or physical safety of any individual;

(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency
responsible for the regulation or supervision of financial institutions; or

(9) geological and geophysical information and data, including maps, concerning wells.

Any reasonably segregable portion of a record shall be provided to any person requesting such record after deletion of the
portions which are exempt under this subsection. The amount of information deleted, and the exemption under which the
deletion is made, shall be indicated on the released portion of the record, unless including that indication would harm an interest
protected by the exemption in this subsection under which the deletion is made. If technically feasible, the amount of the
information deleted, and the exemption under which the deletion is made, shall be indicated at the place in the record where
such deletion is made.

(c)(1) Whenever a request is made which involves access to records described in subsection (b)(7)(A) and--
(A) the investigation or proceeding involves a possible violation of criminal law; and

(B) there is reason to believe that (i) the subject of the investigation or proceeding is not aware of its pendency, and (ii)
disclosure of the existence of the records could reasonably be expected to interfere with enforcement proceedings,
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the agency may, during only such time as that circumstance continues, treat the records as not subject to the requirements of
this section.

(2) Whenever informant records maintained by a criminal law enforcement agency under an informant's name or personal
identifier are requested by a third party according to the informant's name or personal identifier, the agency may treat the records
as not subject to the requirements of this section unless the informant's status as an informant has been officially confirmed.

(3) Whenever a request is made which involves access to records maintained by the Federal Bureau of Investigation pertaining
to foreign intelligence or counterintelligence, or international terrorism, and the existence of the records is classified information
as provided in subsection (b)(1), the Bureau may, as long as the existence of the records remains classified information, treat
the records as not subject to the requirements of this section.

(d) This section does not authorize withholding of information or limit the availability of records to the public, except as
specifically stated in this section. This section is not authority to withhold information from Congress.

(e)(1) On or before February 1 of each year, each agency shall submit to the Attorney General of the United States and to
the Director of the Office of Government Information Services a report which shall cover the preceding fiscal year and which
shall include--

(A) the number of determinations made by the agency not to comply with requests for records made to such agency under
subsection (a) and the reasons for each such determination;

(B)(i) the number of appeals made by persons under subsection (2)(6), the result of such appeals, and the reason for the action
upon each appeal that results in a denial of information; and

(ii) a complete list of all statutes that the agency relies upon to authorize the agency to withhold information under subsection
(b)(3), the number of occasions on which each statute was relied upon, a description of whether a court has upheld the decision
of the agency to withhold information under each such statute, and a concise description of the scope of any information
withheld,;

(C) the number of requests for records pending before the agency as of September 30 of the preceding year, and the median
and average number of days that such requests had been pending before the agency as of that date;

(D) the number of requests for records received by the agency and the number of requests which the agency processed,;

(E) the median number of days taken by the agency to process different types of requests, based on the date on which the
requests were received by the agency;

(F) the average number of days for the agency to respond to a request beginning on the date on which the request was received
by the agency, the median number of days for the agency to respond to such requests, and the range in number of days for
the agency to respond to such requests;

Page 12



§ 552. Public information; agency rules, opinions, orders, records,..., 5 USCA § 552

(G) based on the number of business days that have elapsed since each request was originally received by the agency--

(i) the number of requests for records to which the agency has responded with a determination within a period up to and
including 20 days, and in 20-day increments up to and including 200 days;

(ii) the number of requests for records to which the agency has responded with a determination within a period greater
than 200 days and less than 301 days;

(iii) the number of requests for records to which the agency has responded with a determination within a period greater
than 300 days and less than 401 days; and

(iv) the number of requests for records to which the agency has responded with a determination within a period greater
than 400 days;

(H) the average number of days for the agency to provide the granted information beginning on the date on which the request
was originally filed, the median number of days for the agency to provide the granted information, and the range in number
of days for the agency to provide the granted information;

(I) the median and average number of days for the agency to respond to administrative appeals based on the date on which
the appeals originally were received by the agency, the highest number of business days taken by the agency to respond to an
administrative appeal, and the lowest number of business days taken by the agency to respond to an administrative appeal;

(J) data on the 10 active requests with the earliest filing dates pending at each agency, including the amount of time that has
elapsed since each request was originally received by the agency;

(K) data on the 10 active administrative appeals with the earliest filing dates pending before the agency as of September 30
of the preceding year, including the number of business days that have elapsed since the requests were originally received
by the agency;

(L) the number of expedited review requests that are granted and denied, the average and median number of days for
adjudicating expedited review requests, and the number adjudicated within the required 10 days;

(M) the number of fee waiver requests that are granted and denied, and the average and median number of days for
adjudicating fee waiver determinations;

(N) the total amount of fees collected by the agency for processing requests;

(O) the number of full-time staff of the agency devoted to processing requests for records under this section, and the total
amount expended by the agency for processing such requests;
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(P) the number of times the agency denied a request for records under subsection (c); and
(Q) the number of records that were made available for public inspection in an electronic format under subsection (a)(2).

(2) Information in each report submitted under paragraph (1) shall be expressed in terms of each principal component of the
agency and for the agency overall.

(3) Each agency shall make each such report available for public inspection in an electronic format. In addition, each agency
shall make the raw statistical data used in each report available in a timely manner for public inspection in an electronic format,
which shall be made available--

(A) without charge, license, or registration requirement;
(B) in an aggregated, searchable format; and
(C) in a format that may be downloaded in bulk.

(4) The Attorney General of the United States shall make each report which has been made available by electronic means
available at a single electronic access point. The Attorney General of the United States shall notify the Chairman and ranking
minority member of the Committee on Oversight and Government Reform of the House of Representatives and the Chairman
and ranking minority member of the Committees on Homeland Security and Governmental Affairs and the Judiciary of the
Senate, no later than March 1 of the year in which each such report is issued, that such reports are available by electronic means.

(5) The Attorney General of the United States, in consultation with the Director of the Office of Management and Budget, shall
develop reporting and performance guidelines in connection with reports required by this subsection by October 1, 1997, and
may establish additional requirements for such reports as the Attorney General determines may be useful.

(6)(A) The Attorney General of the United States shall submit to the Committee on Oversight and Government Reform of the
House of Representatives, the Committee on the Judiciary of the Senate, and the President a report on or before March 1 of
each calendar year, which shall include for the prior calendar year--

(i) a listing of the number of cases arising under this section;
(ii) a listing of--
(I) each subsection, and any exemption, if applicable, involved in each case arising under this section;

(IT) the disposition of each case arising under this section; and
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(IID) the cost, fees, and penalties assessed under subparagraphs (E), (F), and (G) of subsection (a)(4); and
(iii) a description of the efforts undertaken by the Department of Justice to encourage agency compliance with this section.
(B) The Attorney General of the United States shall make--
(i) each report submitted under subparagraph (A) available for public inspection in an electronic format; and

(ii) the raw statistical data used in each report submitted under subparagraph (A) available for public inspection in an electronic
format, which shall be made available--

(I) without charge, license, or registration requirement;
(IT) in an aggregated, searchable format; and
(IID) in a format that may be downloaded in bulk.

(f) For purposes of this section, the term--

(1) “agency” as defined in section 551(1) of this title includes any executive department, military department, Government
corporation, Government controlled corporation, or other establishment in the executive branch of the Government (including
the Executive Office of the President), or any independent regulatory agency; and

(2) “record” and any other term used in this section in reference to information includes--

(A) any information that would be an agency record subject to the requirements of this section when maintained by an
agency in any format, including an electronic format; and

(B) any information described under subparagraph (A) that is maintained for an agency by an entity under Government
contract, for the purposes of records management.

(g) The head of each agency shall prepare and make available for public inspection in an electronic format, reference material
or a guide for requesting records or information from the agency, subject to the exemptions in subsection (b), including--

(1) an index of all major information systems of the agency;

(2) a description of major information and record locator systems maintained by the agency; and
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(3) a handbook for obtaining various types and categories of public information from the agency pursuant to chapter 35 of
title 44, and under this section.

(h)(1) There is established the Office of Government Information Services within the National Archives and Records
Administration. The head of the Office shall be the Director of the Office of Government Information Services.

(2) The Office of Government Information Services shall--
(A) review policies and procedures of administrative agencies under this section;
(B) review compliance with this section by administrative agencies; and
(C) identify procedures and methods for improving compliance under this section.

(3) The Office of Government Information Services shall offer mediation services to resolve disputes between persons making
requests under this section and administrative agencies as a nonexclusive alternative to litigation and may issue advisory
opinions at the discretion of the Office or upon request of any party to a dispute.

(4)(A) Not less frequently than annually, the Director of the Office of Government Information Services shall submit to the
Committee on Oversight and Government Reform of the House of Representatives, the Committee on the Judiciary of the
Senate, and the President--

(i) a report on the findings of the information reviewed and identified under paragraph (2);
(ii) a summary of the activities of the Office of Government Information Services under paragraph (3), including--
(I) any advisory opinions issued; and

(II) the number of times each agency engaged in dispute resolution with the assistance of the Office of Government
Information Services or the FOIA Public Liaison; and

(iii) legislative and regulatory recommendations, if any, to improve the administration of this section.

(B) The Director of the Office of Government Information Services shall make each report submitted under subparagraph (A)
available for public inspection in an electronic format.
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(C) The Director of the Office of Government Information Services shall not be required to obtain the prior approval, comment,
or review of any officer or agency of the United States, including the Department of Justice, the Archivist of the United States, or
the Office of Management and Budget before submitting to Congress, or any committee or subcommittee thereof, any reports,
recommendations, testimony, or comments, if such submissions include a statement indicating that the views expressed therein
are those of the Director and do not necessarily represent the views of the President.

(5) The Director of the Office of Government Information Services may directly submit additional information to Congress and
the President as the Director determines to be appropriate.

(6) Not less frequently than annually, the Office of Government Information Services shall conduct a meeting that is open
to the public on the review and reports by the Office and shall allow interested persons to appear and present oral or written
statements at the meeting.

(i) The Government Accountability Office shall conduct audits of administrative agencies on the implementation of this section
and issue reports detailing the results of such audits.

(j)(1) Each agency shall designate a Chief FOIA Officer who shall be a senior official of such agency (at the Assistant Secretary
or equivalent level).

(2) The Chief FOIA Officer of each agency shall, subject to the authority of the head of the agency--
(A) have agency-wide responsibility for efficient and appropriate compliance with this section;

(B) monitor implementation of this section throughout the agency and keep the head of the agency, the chief legal officer of
the agency, and the Attorney General appropriately informed of the agency's performance in implementing this section;

(C) recommend to the head of the agency such adjustments to agency practices, policies, personnel, and funding as may be
necessary to improve its implementation of this section;

(D) review and report to the Attorney General, through the head of the agency, at such times and in such formats as the
Attorney General may direct, on the agency's performance in implementing this section;

(E) facilitate public understanding of the purposes of the statutory exemptions of this section by including concise descriptions
of the exemptions in both the agency's handbook issued under subsection (g), and the agency's annual report on this section,
and by providing an overview, where appropriate, of certain general categories of agency records to which those exemptions

apply;

(F) offer training to agency staff regarding their responsibilities under this section;
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(G) serve as the primary agency liaison with the Office of Government Information Services and the Office of Information
Policy; and

(H) designate 1 or more FOIA Public Liaisons.

(3) The Chief FOIA Officer of each agency shall review, not less frequently than annually, all aspects of the administration of
this section by the agency to ensure compliance with the requirements of this section, including--

(A) agency regulations;

(B) disclosure of records required under paragraphs (2) and (8) of subsection (a);
(C) assessment of fees and determination of eligibility for fee waivers;

(D) the timely processing of requests for information under this section;

(E) the use of exemptions under subsection (b); and

(F) dispute resolution services with the assistance of the Office of Government Information Services or the FOIA Public
Liaison.

(k)(1) There is established in the executive branch the Chief FOIA Officers Council (referred to in this subsection as the
“Council”).

(2) The Council shall be comprised of the following members:
(A) The Deputy Director for Management of the Office of Management and Budget.
(B) The Director of the Office of Information Policy at the Department of Justice.
(C) The Director of the Office of Government Information Services.
(D) The Chief FOIA Officer of each agency.

(E) Any other officer or employee of the United States as designated by the Co-Chairs.
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(3) The Director of the Office of Information Policy at the Department of Justice and the Director of the Office of Government
Information Services shall be the Co-Chairs of the Council.

(4) The Administrator of General Services shall provide administrative and other support for the Council.
(5)(A) The duties of the Council shall include the following:
(i) Develop recommendations for increasing compliance and efficiency under this section.
(i) Disseminate information about agency experiences, ideas, best practices, and innovative approaches related to this section.
(iii) Identify, develop, and coordinate initiatives to increase transparency and compliance with this section.
(iv) Promote the development and use of common performance measures for agency compliance with this section.

(B) In performing the duties described in subparagraph (A), the Council shall consult on a regular basis with members of the
public who make requests under this section.

(6)(A) The Council shall meet regularly and such meetings shall be open to the public unless the Council determines to close
the meeting for reasons of national security or to discuss information exempt under subsection (b).

(B) Not less frequently than annually, the Council shall hold a meeting that shall be open to the public and permit interested
persons to appear and present oral and written statements to the Council.

(C) Not later than 10 business days before a meeting of the Council, notice of such meeting shall be published in the Federal
Register.

(D) Except as provided in subsection (b), the records, reports, transcripts, minutes, appendices, working papers, drafts, studies,
agenda, or other documents that were made available to or prepared for or by the Council shall be made publicly available.

(E) Detailed minutes of each meeting of the Council shall be kept and shall contain a record of the persons present, a complete
and accurate description of matters discussed and conclusions reached, and copies of all reports received, issued, or approved
by the Council. The minutes shall be redacted as necessary and made publicly available.

(1) FOIA Public Liaisons shall report to the agency Chief FOIA Officer and shall serve as supervisory officials to whom a
requester under this section can raise concerns about the service the requester has received from the FOIA Requester Center,
following an initial response from the FOIA Requester Center Staff. FOIA Public Liaisons shall be responsible for assisting in
reducing delays, increasing transparency and understanding of the status of requests, and assisting in the resolution of disputes.
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(m)(1) The Director of the Office of Management and Budget, in consultation with the Attorney General, shall ensure the
operation of a consolidated online request portal that allows a member of the public to submit a request for records under
subsection (a) to any agency from a single website. The portal may include any additional tools the Director of the Office of
Management and Budget finds will improve the implementation of this section.

(2) This subsection shall not be construed to alter the power of any other agency to create or maintain an independent online
portal for the submission of a request for records under this section. The Director of the Office of Management and Budget shall
establish standards for interoperability between the portal required under paragraph (1) and other request processing software
used by agencies subject to this section.

CREDIT(S)

(Pub.L. 89-554, Sept. 6, 1966, 80 Stat. 383; Pub.L. 90-23, § 1, June 5, 1967, 81 Stat. 54; Pub.L. 93-502, §§ 1 to 3, Nov.
21, 1974, 88 Stat. 1561 to 1564; Pub.L. 94-409, § 5(b), Sept. 13, 1976, 90 Stat. 1247; Pub.L. 95-454, Title IX, § 906(a)(10),
Oct. 13, 1978, 92 Stat. 1225; Pub.L. 98-620, Title IV, § 402(2), Nov. 8, 1984, 98 Stat. 3357; Pub.L. 99-570, Title I, §§ 1802,
1803, Oct. 27, 1986, 100 Stat. 3207-48, 3207-49; Pub.L. 104-231, §§ 3 to 11, Oct. 2, 1996, 110 Stat. 3049 to 3054; Pub.L.
107-306, Title 111, § 312, Nov. 27, 2002, 116 Stat. 2390; Pub.L. 110-175, §§ 3, 4(a), 5, 6(a)(1), (b)(1), 7(a), 8 to 10(a), 12, Dec.
31,2007, 121 Stat. 2525 to 2530; Pub.L. 111-83, Title V, § 564(b), Oct. 28, 2009, 123 Stat. 2184; Pub.L. 114-185, § 2, June
30, 2016, 130 Stat. 538.)

EXECUTIVE ORDERS
EXECUTIVE ORDER NO. 12174

Ex. Ord. No. 12174, Nov. 30, 1979, 44 F.R. 69609, which related to minimizing Federal paperwork, was revoked by Ex. Ord.
No. 12291, Feb. 17, 1981, 46 F.R. 13193, formerly set out as a note under section 601 of this title.

EXECUTIVE ORDER NO. 12600

<June 23, 1987, 52 F.R. 23781>

Predisclosure Notification Procedures for Confidential Commercial Information

By the authority vested in me as President by the Constitution and statutes of the United States of America, and in order
to provide predisclosure notification procedures under the Freedom of Information Act [this section] concerning confidential
commercial information, and to make existing agency notification provisions more uniform, it is hereby ordered as follows:

Section 1. The head of each Executive department and agency subject to the Freedom of Information Act [5 U.S.C.A. § 552]
shall, to the extent permitted by law, establish procedures to notify submitters of records containing confidential commercial
information as described in section 3 of this Order, when those records are requested under the Freedom of Information Act
[FOIA], 5 U.S.C. 552, as amended, if after reviewing the request, the responsive records, and any appeal by the requester, the
department or agency determines that it may be required to disclose the records. Such notice requires that an agency use good-
faith efforts to advise submitters of confidential commercial information of the procedures established under this Order. Further,
where notification of a voluminous number of submitters is required, such notification may be accomplished by posting or
publishing the notice in a place reasonably calculated to accomplish notification.
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Sec. 2. For purposes of this Order, the following definitions apply:

(a) “Confidential commercial information” means records provided to the government by a submitter that arguably contain
material exempt from release under Exemption 4 of the Freedom of Information Act, 5 U.S.C. 552(b)(4) [subsec. (b)(4) of this
section], because disclosure could reasonably be expected to cause substantial competitive harm.

(b) “Submitter” means any person or entity who provides confidential commercial information to the government. The term
“submitter” includes, but is not limited to, corporations, state governments, and foreign governments.

Sec. 3. (a) For confidential commercial information submitted prior to January 1, 1988, the head of each Executive department
or agency shall, to the extent permitted by law, provide a submitter with notice pursuant to section 1 whenever:

(i) the records are less than 10 years old and the information has been designated by the submitter as confidential commercial
information; or

(ii) the department or agency has reason to believe that disclosure of the information could reasonably be expected to cause
substantial competitive harm.

(b) For confidential commercial information submitted on or after January 1, 1988, the head of each Executive department or
agency shall, to the extent permitted by law, establish procedures to permit submitters of confidential commercial information
to designate, at the time the information is submitted to the Federal government or a reasonable time thereafter, any information
the disclosure of which the submitter claims could reasonably be expected to cause substantial competitive harm. Such agency
procedures may provide for the expiration, after a specified period of time or changes in circumstances, of designations of
competitive harm made by submitters. Additionally, such procedures may permit the agency to designate specific classes of
information that will be treated by the agency as if the information had been so designated by the submitter. The head of each
Executive department or agency shall, to the extent permitted by law, provide the submitter notice in accordance with section
1 of this Order whenever the department or agency determines that it may be required to disclose records:

(i) designated pursuant to this subsection; or

(ii) the disclosure of which the department or agency has reason to believe could reasonably be expected to cause substantial
competitive harm.

Sec. 4. When notification is made pursuant to section 1, each agency's procedures shall, to the extent permitted by law, afford
the submitter a reasonable period of time in which the submitter or its designee may object to the disclosure of any specified
portion of the information and to state all grounds upon which disclosure is opposed.

Sec. 5. Each agency shall give careful consideration to all such specified grounds for nondisclosure prior to making an
administrative determination of the issue. In all instances when the agency determines to disclose the requested records, its
procedures shall provide that the agency give the submitter a written statement briefly explaining why the submitter's objections
are not sustained. Such statement shall, to the extent permitted by law, be provided a reasonable number of days prior to a
specified disclosure date.

Sec. 6. Whenever a FOIA requester brings suit seeking to compel disclosure of confidential commercial information, each
agency's procedures shall require that the submitter be promptly notified.

Sec. 7. The designation and notification procedures required by this Order shall be established by regulations, after notice and

public comment. If similar procedures or regulations already exist, they should be reviewed for conformity and revised where
necessary. Existing procedures or regulations need not be modified if they are in compliance with this Order.
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Sec. 8. The notice requirements of this Order need not be followed if:

(a) The agency determines that the information should not be disclosed;

(b) The information has been published or has been officially made available to the public;
(c) Disclosure of the information is required by law (other than 5 U.S.C. 552);

(d) The disclosure is required by an agency rule that (1) was adopted pursuant to notice and public comment, (2) specifies
narrow classes of records submitted to the agency that are to be released under the Freedom of Information Act [5 U.S.C.A.
§ 5521, and (3) provides in exceptional circumstances for notice when the submitter provides written justification, at the time
the information is submitted or a reasonable time thereafter, that disclosure of the information could reasonably be expected
to cause substantial competitive harm;

(e) The information requested is not designated by the submitter as exempt from disclosure in accordance with agency
regulations promulgated pursuant to section 7, when the submitter had an opportunity to do so at the time of submission of the
information or a reasonable time thereafter, unless the agency has substantial reason to believe that disclosure of the information
would result in competitive harm; or

(f) The designation made by the submitter in accordance with agency regulations promulgated pursuant to section 7 appears
obviously frivolous; except that, in such case, the agency must provide the submitter with written notice of any final
administrative disclosure determination within a reasonable number of days prior to the specified disclosure date.

Sec. 9. Whenever an agency notifies a submitter that it may be required to disclose information pursuant to section 1 of this
Order, the agency shall also notify the requester that notice and an opportunity to comment are being provided the submitter.
Whenever an agency notifies a submitter of a final decision pursuant to section 5 of this Order, the agency shall also notify
the requester.

Sec. 10. This Order is intended only to improve the internal management of the Federal government, and is not intended to
create any right or benefit, substantive or procedural, enforceable at law by a party against the United States, its agencies, its
officers, or any person.

RONALD REAGAN

EXECUTIVE ORDER NO. 13110

<Jan. 11, 1999, 64 F.R. 2419>

Nazi War Criminal Records Interagency Working Group

By the authority vested in me as President by the Constitution and the laws of the United States of America, including the
Nazi War Crimes Disclosure Act (Public Law 105-246) (the “Act”) [set out as a note under this section], it is hereby ordered
as follows:

Section 1. Establishment of Working Group. There is hereby established the Nazi War Criminal Records Interagency Working

Group (Working Group). The function of the Group shall be to locate, inventory, recommend for declassification, and make
available to the public at the National Archives and Records Administration all classified Nazi war criminal records of the United
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States, subject to certain designated exceptions as provided in the Act. The Working Group shall coordinate with agencies and
take such actions as necessary to expedite the release of such records to the public.

Sec. 2. Schedule. The Working Group should complete its work to the greatest extent possible and report to the Congress
within 1 year.

Sec. 3. Membership. (a) The Working Group shall be composed of the following members:

(1) Archivist of the United States (who shall serve as Chair of the Working Group);

(2) Secretary of Defense;

(3) Attorney General;

(4) Director of Central Intelligence;

(5) Director of the Federal Bureau of Investigation;

(6) Director of the United States Holocaust Memorial Museum,;

(7) Historian of the Department of State; and

(8) Three other persons appointed by the President.

(b) The Senior Director for Records and Access Management of the National Security Council will serve as the liaison to and
attend the meetings of the Working Group. Members of the Working Group who are full-time Federal officials may serve on
the Working Group through designees.

Sec. 4. Administration.(a) To the extent permitted by law and subject to the availability of appropriations, the National Archives
and Records Administration shall provide the Working Group with funding, administrative services, facilities, staff, and other
support services necessary for the performance of the functions of the Working Group.

(b) The Working Group shall terminate 3 years from the date of this Executive order.

WILLIAM J. CLINTON

EXECUTIVE ORDER NO. 13392

<Dec. 14, 2005, 70 F.R. 75373>

Improving Agency Disclosure of Information

By the authority vested in me as President by the Constitution and the laws of the United States of America, and to ensure
appropriate agency disclosure of information, and consistent with the goals of section 552 of title 5, United States Code, it is
hereby ordered as follows:

Section 1. Policy.
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(a) The effective functioning of our constitutional democracy depends upon the participation in public life of a citizenry that is
well informed. For nearly four decades, the Freedom of Information Act (FOIA) [The Freedom of Information Act, is 5 U.S.C.A.
§ 552] has provided an important means through which the public can obtain information regarding the activities of Federal
agencies. Under the FOIA, the public can obtain records from any Federal agency, subject to the exemptions enacted by the
Congress to protect information that must be held in confidence for the Government to function effectively or for other purposes.

(b) FOIA requesters are seeking a service from the Federal Government and should be treated as such. Accordingly, in
responding to a FOIA request, agencies shall respond courteously and appropriately. Moreover, agencies shall provide FOIA
requesters, and the public in general, with citizen-centered ways to learn about the FOIA process, about agency records that are
publicly available (e.g., on the agency's website), and about the status of a person's FOIA request and appropriate information
about the agency's response.

(c) Agency FOIA operations shall be both results-oriented and produce results. Accordingly, agencies shall process requests
under the FOIA in an efficient and appropriate manner and achieve tangible, measurable improvements in FOIA processing.
When an agency's FOIA program does not produce such results, it should be reformed, consistent with available resources
appropriated by the Congress and applicable law, to increase efficiency and better reflect the policy goals and objectives of
this order.

(d) A citizen-centered and results-oriented approach will improve service and performance, thereby strengthening compliance
with the FOIA, and will help avoid disputes and related litigation.

Sec. 2. Agency Chief FOIA Officers.

(a) Designation. The head of each agency shall designate within 30 days of the date of this order a senior official of such agency
(at the Assistant Secretary or equivalent level), to serve as the Chief FOIA Officer of that agency. The head of the agency
shall promptly notify the Director of the Office of Management and Budget (OMB Director) and the Attorney General of such
designation and of any changes thereafter in such designation.

(b) General Duties. The Chief FOIA Officer of each agency shall, subject to the authority of the head of the agency:
(i) have agency-wide responsibility for efficient and appropriate compliance with the FOIA;

(ii) monitor FOIA implementation throughout the agency, including through the use of meetings with the public to the extent
deemed appropriate by the agency's Chief FOIA Officer, and keep the head of the agency, the chief legal officer of the agency,
and the Attorney General appropriately informed of the agency's performance in implementing the FOIA, including the extent to
which the agency meets the milestones in the agency's plan under section 3(b) of this order and training and reporting standards
established consistent with applicable law and this order;

(iii) recommend to the head of the agency such adjustments to agency practices, policies, personnel, and funding as may be
necessary to carry out the policy set forth in section 1 of this order;

(iv) review and report, through the head of the agency, at such times and in such formats as the Attorney General may direct,
on the agency's performance in implementing the FOIA; and

(v) facilitate public understanding of the purposes of the FOIA's statutory exemptions by including concise descriptions of the
exemptions in both the agency's FOIA handbook issued under section 552(g) of title 5, United States Code, and the agency's
annual FOIA report, and by providing an overview, where appropriate, of certain general categories of agency records to which
those exemptions apply.
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(c) FOIA Requester Service Center and FOIA Public Liaisons. In order to ensure appropriate communication with FOIA
requesters:

(i) Each agency shall establish one or more FOIA Requester Service Centers (Center), as appropriate, which shall serve as
the first place that a FOIA requester can contact to seek information concerning the status of the person's FOIA request and
appropriate information about the agency's FOIA response. The Center shall include appropriate staff to receive and respond
to inquiries from FOIA requesters;

(i) The agency Chief FOIA Officer shall designate one or more agency officials, as appropriate, as FOIA Public Liaisons, who
may serve in the Center or who may serve in a separate office. FOIA Public Liaisons shall serve as supervisory officials to
whom a FOIA requester can raise concerns about the service the FOIA requester has received from the Center, following an
initial response from the Center staff. FOIA Public Liaisons shall seek to ensure a service-oriented response to FOIA requests
and FOIA-related inquiries. For example, the FOIA Public Liaison shall assist, as appropriate, in reducing delays, increasing
transparency and understanding of the status of requests, and resolving disputes. FOIA Public Liaisons shall report to the agency
Chief FOIA Officer on their activities and shall perform their duties consistent with applicable law and agency regulations;

(iii) In addition to the services to FOIA requesters provided by the Center and FOIA Public Liaisons, the agency Chief FOIA
Officer shall also consider what other FOIA-related assistance to the public should appropriately be provided by the agency;

(iv) In establishing the Centers and designating FOIA Public Liaisons, the agency shall use, as appropriate, existing agency
staff and resources. A Center shall have appropriate staff to receive and respond to inquiries from FOIA requesters;

(v) As determined by the agency Chief FOIA Officer, in consultation with the FOIA Public Liaisons, each agency shall post
appropriate information about its Center or Centers on the agency's website, including contact information for its FOIA Public
Liaisons. In the case of an agency without a website, the agency shall publish the information on the Firstgov.gov website or, in
the case of any agency with neither a website nor the capability to post on the Firstgov.gov website, in the Federal Register; and

(vi) The agency Chief FOIA Officer shall ensure that the agency has in place a method (or methods), including through the use
of the Center, to receive and respond promptly and appropriately to inquiries from FOIA requesters about the status of their
requests. The Chief FOIA Officer shall also consider, in consultation with the FOIA Public Liaisons, as appropriate, whether
the agency's implementation of other means (such as tracking numbers for requests, or an agency telephone or Internet hotline)
would be appropriate for responding to status inquiries.

Sec. 3. Review, Plan, and Report.

(a) Review. Each agency's Chief FOIA Officer shall conduct a review of the agency's FOIA operations to determine whether
agency practices are consistent with the policies set forth in section 1 of this order. In conducting this review, the Chief FOIA
Officer shall:

(i) evaluate, with reference to numerical and statistical benchmarks where appropriate, the agency's administration of the FOIA,
including the agency's expenditure of resources on FOIA compliance and the extent to which, if any, requests for records have
not been responded to within the statutory time limit (backlog);

(ii) review the processes and practices by which the agency assists and informs the public regarding the FOIA process;

(iii) examine the agency's:

(A) use of information technology in responding to FOIA requests, including without limitation the tracking of FOIA requests
and communication with requesters;
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(B) practices with respect to requests for expedited processing; and
(C) implementation of multi-track processing if used by such agency;

(iv) review the agency's policies and practices relating to the availability of public information through websites and other means,
including the use of websites to make available the records described in section 552(a)(2) of title 5, United States Code; and

(v) identify ways to eliminate or reduce its FOIA backlog, consistent with available resources and taking into consideration the
volume and complexity of the FOIA requests pending with the agency.

(b) Plan.

(i) Each agency's Chief FOIA Officer shall develop, in consultation as appropriate with the staff of the agency (including
the FOIA Public Liaisons), the Attorney General, and the OMB Director, an agency-specific plan to ensure that the agency's
administration of the FOIA is in accordance with applicable law and the policies set forth in section 1 of this order. The plan,
which shall be submitted to the head of the agency for approval, shall address the agency's implementation of the FOIA during
fiscal years 2006 and 2007.

(ii) The plan shall include specific activities that the agency will implement to eliminate or reduce the agency's FOIA backlog,
including (as applicable) changes that will make the processing of FOIA requests more streamlined and effective, as well as
increased reliance on the dissemination of records that can be made available to the public through a website or other means
that do not require the public to make a request for the records under the FOIA.

(iii) The plan shall also include activities to increase public awareness of FOIA processing, including as appropriate, expanded
use of the agency's Center and its FOIA Public Liaisons.

(iv) The plan shall also include, taking appropriate account of the resources available to the agency and the mission of the
agency, concrete milestones, with specific timetables and outcomes to be achieved, by which the head of the agency, after
consultation with the OMB Director, shall measure and evaluate the agency's success in the implementation of the plan.

(c) Agency Reports to the Attorney General and OMB Director.

(i) The head of each agency shall submit a report, no later than 6 months from the date of this order, to the Attorney General and
the OMB Director that summarizes the results of the review under section 3(a) of this order and encloses a copy of the agency's
plan under section 3(b) of this order. The agency shall publish a copy of the agency's report on the agency's website or, in the
case of an agency without a website, on the Firstgov.gov website, or, in the case of any agency with neither a website nor the
capability to publish on the Firstgov.gov website, in the Federal Register.

(ii) The head of each agency shall include in the agency's annual FOIA reports for fiscal years 2006 and 2007 a report on
the agency's development and implementation of its plan under section 3(b) of this order and on the agency's performance
in meeting the milestones set forth in that plan, consistent with any related guidelines the Attorney General may issue under
section 552(e) of title 5, United States Code.

(iii) If the agency does not meet a milestone in its plan, the head of the agency shall:

(A) identify this deficiency in the annual FOIA report to the Attorney General;

(B) explain in the annual report the reasons for the agency's failure to meet the milestone;
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(C) outline in the annual report the steps that the agency has already taken, and will be taking, to address the deficiency; and
(D) report this deficiency to the President's Management Council.

Sec. 4. Attorney General.

(a) Report. The Attorney General, using the reports submitted by the agencies under subsection 3(c)(i) of this order and the
information submitted by agencies in their annual FOIA reports for fiscal year 2005, shall submit to the President, no later
than 10 months from the date of this order [Dec. 14, 2005], a report on agency FOIA implementation. The Attorney General
shall consult the OMB Director in the preparation of the report and shall include in the report appropriate recommendations
on administrative or other agency actions for continued agency dissemination and release of public information. The Attorney
General shall thereafter submit two further annual reports, by June 1, 2007, and June 1, 2008, that provide the President with

an update on the agencies' implementation of the FOIA and of their plans under section 3(b) of this order.

(b) Guidance. The Attorney General shall issue such instructions and guidance to the heads of departments and agencies as
may be appropriate to implement sections 3(b) and 3(c) of this order.

Sec. 5. OMB Director. The OMB Director may issue such instructions to the heads of agencies as are necessary to implement
this order, other than sections 3(b) and 3(c) of this order.

Sec. 6. Definitions. As used in this order:

(a) the term “agency” has the same meaning as the term “agency” under section 552(f)(1) of title 5, United States Code; and
(b) the term “record” has the same meaning as the term “record” under section 552(f)(2) of title 5, United States Code.

Sec. 7. General Provisions.

(a) The agency reviews under section 3(a) of this order and agency plans under section 3(b) of this order shall be conducted
and developed in accordance with applicable law and applicable guidance issued by the President, the Attorney General, and
the OMB Director, including the laws and guidance regarding information technology and the dissemination of information.
(b) This order:

(i) shall be implemented in a manner consistent with applicable law and subject to the availability of appropriations;

(ii) shall not be construed to impair or otherwise affect the functions of the OMB Director relating to budget, legislative, or
administrative proposals; and

(iii) is intended only to improve the internal management of the executive branch and is not intended to, and does not, create any
right or benefit, substantive or procedural, enforceable at law or in equity by a party against the United States, its departments,

agencies, instrumentalities, or entities, its officers or employees, or any other person.

GEORGE W. BUSH

EXECUTIVE ORDER NO. 13642

<May 9, 2013, 78 F.R. 28111>
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Making Open and Machine Readable the New Default for Government Information

By the authority vested in me as President by the Constitution and the laws of the United States of America, it is hereby ordered
as follows:

Section 1. General Principles. Openness in government strengthens our democracy, promotes the delivery of efficient and
effective services to the public, and contributes to economic growth. As one vital benefit of open government, making
information resources easy to find, accessible, and usable can fuel entrepreneurship, innovation, and scientific discovery that
improves Americans' lives and contributes significantly to job creation.

Decades ago, the U.S. Government made both weather data and the Global Positioning System freely available. Since that
time, American entrepreneurs and innovators have utilized these resources to create navigation systems, weather newscasts and
warning systems, location-based applications, precision farming tools, and much more, improving Americans' lives in countless
ways and leading to economic growth and job creation. In recent years, thousands of Government data resources across fields
such as health and medicine, education, energy, public safety, global development, and finance have been posted in machine-
readable form for free public use on Data.gov. Entrepreneurs and innovators have continued to develop a vast range of useful
new products and businesses using these public information resources, creating good jobs in the process.

To promote continued job growth, Government efficiency, and the social good that can be gained from opening Government data
to the public, the default state of new and modernized Government information resources shall be open and machine readable.
Government information shall be managed as an asset throughout its life cycle to promote interoperability and openness, and,
wherever possible and legally permissible, to ensure that data are released to the public in ways that make the data easy to find,
accessible, and usable. In making this the new default state, executive departments and agencies (agencies) shall ensure that
they safeguard individual privacy, confidentiality, and national security.

Sec. 2. Open Data Policy. (a) The Director of the Office of Management and Budget (OMB), in consultation with the
Chief Information Officer (CIO), Chief Technology Officer (CTO), and Administrator of the Office of Information and
Regulatory Affairs (OIRA), shall issue an Open Data Policy to advance the management of Government information as an asset,
consistent with my memorandum of January 21, 2009 (Transparency and Open Government), OMB Memorandum M-10-06
(Open Government Directive), OMB and National Archives and Records Administration Memorandum M-12-18 (Managing
Government Records Directive), the Office of Science and Technology Policy Memorandum of February 22, 2013 (Increasing
Access to the Results of Federally Funded Scientific Research), and the CIO's strategy entitled “Digital Government: Building
a 21st Century Platform to Better Serve the American People.” The Open Data Policy shall be updated as needed.

(b) Agencies shall implement the requirements of the Open Data Policy and shall adhere to the deadlines for specific actions
specified therein. When implementing the Open Data Policy, agencies shall incorporate a full analysis of privacy, confidentiality,
and security risks into each stage of the information lifecycle to identify information that should not be released. These review
processes should be overseen by the senior agency official for privacy. It is vital that agencies not release information if doing
so would violate any law or policy, or jeopardize privacy, confidentiality, or national security.

Sec. 3. Implementation of the Open Data Policy. To facilitate effective Government-wide implementation of the Open Data
Policy, I direct the following:

(a) Within 30 days of the issuance of the Open Data Policy, the CIO and CTO shall publish an open online repository of tools
and best practices to assist agencies in integrating the Open Data Policy into their operations in furtherance of their missions.
The CIO and CTO shall regularly update this online repository as needed to ensure it remains a resource to facilitate the adoption
of open data practices.
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(b) Within 90 days of the issuance of the Open Data Policy, the Administrator for Federal Procurement Policy, Controller of
the Office of Federal Financial Management, CIO, and Administrator of OIRA shall work with the Chief Acquisition Officers
Council, Chief Financial Officers Council, Chief Information Officers Council, and Federal Records Council to identify and
initiate implementation of measures to support the integration of the Open Data Policy requirements into Federal acquisition
and grant-making processes. Such efforts may include developing sample requirements language, grant and contract language,
and workforce tools for agency acquisition, grant, and information management and technology professionals.

(¢) Within 90 days of the date of this order, the Chief Performance Officer (CPO) shall work with the President's Management
Council to establish a Cross-Agency Priority (CAP) Goal to track implementation of the Open Data Policy. The CPO shall work
with agencies to set incremental performance goals, ensuring they have metrics and milestones in place to monitor advancement
toward the CAP Goal. Progress on these goals shall be analyzed and reviewed by agency leadership, pursuant to the GPRA
Modernization Act of 2010 (Public Law 111-352).

(d) Within 180 days of the date of this order, agencies shall report progress on the implementation of the CAP Goal to the CPO.
Thereafter, agencies shall report progress quarterly, and as appropriate.

Sec. 4. General Provisions. (a) Nothing in this order shall be construed to impair or otherwise affect:

(i) the authority granted by law to an executive department, agency, or the head thereof; or

(ii) the functions of the Director of OMB relating to budgetary, administrative, or legislative proposals.

(b) This order shall be implemented consistent with applicable law and subject to the availability of appropriations.

(¢) This order is not intended to, and does not, create any right or benefit, substantive or procedural, enforceable at law or in
equity by any party against the United States, its departments, agencies, or entities, its officers, employees, or agents, or any

other person.

(d) Nothing in this order shall compel or authorize the disclosure of privileged information, law enforcement information,
national security information, personal information, or information the disclosure of which is prohibited by law.

(e) Independent agencies are requested to adhere to this order.

BARACK OBAMA

MEMORANDA OF PRESIDENT
PRESIDENTIAL MEMORANDUM

<Jan. 21, 2009, 74 F.R. 4683>

Freedom of Information Act

Memorandum for the Heads of Executive Departments and Agencies

A democracy requires accountability, and accountability requires transparency. As Justice Louis Brandeis wrote, “sunlight is
said to be the best of disinfectants.” In our democracy, the Freedom of Information Act (FOIA), which encourages accountability
through transparency, is the most prominent expression of a profound national commitment to ensuring an open Government.
At the heart of that commitment is the idea that accountability is in the interest of the Government and the citizenry alike.
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The Freedom of Information Act should be administered with a clear presumption: In the face of doubt, openness prevails.
The Government should not keep information confidential merely because public officials might be embarrassed by disclosure,
because errors and failures might be revealed, or because of speculative or abstract fears. Nondisclosure should never be based
on an effort to protect the personal interests of Government officials at the expense of those they are supposed to serve. In
responding to requests under the FOIA, executive branch agencies (agencies) should act promptly and in a spirit of cooperation,
recognizing that such agencies are servants of the public.

All agencies should adopt a presumption in favor of disclosure, in order to renew their commitment to the principles embodied
in FOIA, and to usher in a new era of open Government. The presumption of disclosure should be applied to all decisions
involving FOIA.

The presumption of disclosure also means that agencies should take affirmative steps to make information public. They should
not wait for specific requests from the public. All agencies should use modern technology to inform citizens about what is
known and done by their Government. Disclosure should be timely.

I direct the Attorney General to issue new guidelines governing the FOIA to the heads of executive departments and agencies,
reaffirming the commitment to accountability and transparency, and to publish such guidelines in the Federal Register. In doing
so, the Attorney General should review FOIA reports produced by the agencies under Executive Order 13392 of December 14,
2005. I also direct the Director of the Office of Management and Budget to update guidance to the agencies to increase and
improve information dissemination to the public, including through the use of new technologies, and to publish such guidance
in the Federal Register.

This memorandum does not create any right or benefit, substantive or procedural, enforceable at law or in equity by any party
against the United States, its departments, agencies, or entities, its officers, employees, or agents, or any other person.

The Director of the Office of Management and Budget is hereby authorized and directed to publish this memorandum in the
Federal Register.

BARACK OBAMA

PRESIDENTIAL MEMORANDUM

<Jan. 21, 2009, 74 F.R. 4685>

Transparency and Open Government

Memorandum for the Heads of Executive Departments and Agencies

My Administration is committed to creating an unprecedented level of openness in Government. We will work together to
ensure the public trust and establish a system of transparency, public participation, and collaboration. Openness will strengthen
our democracy and promote efficiency and effectiveness in Government.

Government should be transparent. Transparency promotes accountability and provides information for citizens about what
their Government is doing. Information maintained by the Federal Government is a national asset. My Administration will
take appropriate action, consistent with law and policy, to disclose information rapidly in forms that the public can readily find
and use. Executive departments and agencies should harness new technologies to put information about their operations and
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decisions online and readily available to the public. Executive departments and agencies should also solicit public feedback to
identify information of greatest use to the public.

Government should be participatory. Public engagement enhances the Government's effectiveness and improves the quality
of its decisions. Knowledge is widely dispersed in society, and public officials benefit from having access to that dispersed
knowledge. Executive departments and agencies should offer Americans increased opportunities to participate in policymaking
and to provide their Government with the benefits of their collective expertise and information. Executive departments
and agencies should also solicit public input on how we can increase and improve opportunities for public participation in
Government.

Government should be collaborative. Collaboration actively engages Americans in the work of their Government. Executive
departments and agencies should use innovative tools, methods, and systems to cooperate among themselves, across all levels
of Government, and with nonprofit organizations, businesses, and individuals in the private sector. Executive departments and
agencies should solicit public feedback to assess and improve their level of collaboration and to identify new opportunities
for cooperation.

I direct the Chief Technology Officer, in coordination with the Director of the Office of Management and Budget (OMB) and the
Administrator of General Services, to coordinate the development by appropriate executive departments and agencies, within
120 days, of recommendations for an Open Government Directive, to be issued by the Director of OMB, that instructs executive
departments and agencies to take specific actions implementing the principles set forth in this memorandum. The independent
agencies should comply with the Open Government Directive.

This memorandum is not intended to, and does not, create any right or benefit, substantive or procedural, enforceable at law
or in equity by a party against the United States, its departments, agencies, or entities, its officers, employees, or agents, or

any other person.

This memorandum shall be published in the Federal Register.

BARACK OBAMA
Notes of Decisions (4189)
5U.S.C.A. § 552, 5 USCA § 552
Current through P.L. 116-73. Some statute sections may be more current, see credits for details.
End of Document © 2019 Thomson Reuters. No claim to original U.S. Government Works.
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KeyCite Red Flag - Severe Negative Treatment
Unconstitutional or PreemptedHeld Unconstitutional as Not Severable Texas v. United States, N.D.Tex., Dec. 14, 2018

United States Code Annotated
Title 5. Government Organization and Employees (Refs & Annos)
Part I. The Agencies Generally
Chapter 5. Administrative Procedure (Refs & Annos)
Subchapter II. Administrative Procedure (Refs & Annos)

5 U.S.C.A. § 552a
§ 552a. Records maintained on individuals

Effective: December 19, 2014
Currentness

(a) Definitions.--For purposes of this section--
(1) the term “agency” means agency as defined in section 552(e) of this title;
(2) the term “individual” means a citizen of the United States or an alien lawfully admitted for permanent residence;
(3) the term “maintain” includes maintain, collect, use, or disseminate;

(4) the term “record” means any item, collection, or grouping of information about an individual that is maintained by an
agency, including, but not limited to, his education, financial transactions, medical history, and criminal or employment
history and that contains his name, or the identifying number, symbol, or other identifying particular assigned to the individual,
such as a finger or voice print or a photograph;

(5) the term “system of records” means a group of any records under the control of any agency from which information is
retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to
the individual;

(6) the term “statistical record” means a record in a system of records maintained for statistical research or reporting purposes
only and not used in whole or in part in making any determination about an identifiable individual, except as provided by
section 8 of title 13;

(7) the term “routine use” means, with respect to the disclosure of a record, the use of such record for a purpose which is
compatible with the purpose for which it was collected;

(8) the term “matching program”--
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(A) means any computerized comparison of--
(i) two or more automated systems of records or a system of records with non-Federal records for the purpose of--

(I) establishing or verifying the eligibility of, or continuing compliance with statutory and regulatory requirements
by, applicants for, recipients or beneficiaries of, participants in, or providers of services with respect to, cash or in-
kind assistance or payments under Federal benefit programs, or

(IT) recouping payments or delinquent debts under such Federal benefit programs, or

(ii) two or more automated Federal personnel or payroll systems of records or a system of Federal personnel or payroll
records with non-Federal records,

(B) but does not include--
(i) matches performed to produce aggregate statistical data without any personal identifiers;

(ii) matches performed to support any research or statistical project, the specific data of which may not be used to make
decisions concerning the rights, benefits, or privileges of specific individuals;

(iii) matches performed, by an agency (or component thereof) which performs as its principal function any activity
pertaining to the enforcement of criminal laws, subsequent to the initiation of a specific criminal or civil law enforcement
investigation of a named person or persons for the purpose of gathering evidence against such person or persons;

(iv) matches of tax information (I) pursuant to section 6103(d) of the Internal Revenue Code of 1986, (II) for purposes
of tax administration as defined in section 6103(b)(4) of such Code, (III) for the purpose of intercepting a tax refund
due an individual under authority granted by section 404(e), 464, or 1137 of the Social Security Act; or (IV) for the
purpose of intercepting a tax refund due an individual under any other tax refund intercept program authorized by statute
which has been determined by the Director of the Office of Management and Budget to contain verification, notice, and
hearing requirements that are substantially similar to the procedures in section 1137 of the Social Security Act;

(v) matches--

(I) using records predominantly relating to Federal personnel, that are performed for routine administrative purposes
(subject to guidance provided by the Director of the Office of Management and Budget pursuant to subsection (v)); or

(IT) conducted by an agency using only records from systems of records maintained by that agency;

if the purpose of the match is not to take any adverse financial, personnel, disciplinary, or other adverse action
against Federal personnel;
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(vi) matches performed for foreign counterintelligence purposes or to produce background checks for security clearances
of Federal personnel or Federal contractor personnel;

(vii) matches performed incident to a levy described in section 6103(k)(8) of the Internal Revenue Code of 1986;

(viii) matches performed pursuant to section 202(x)(3) or 1611(¢e)(1) of the Social Security Act (42 U.S.C. 402(x)(3),
1382(e)(1));

(ix) matches performed by the Secretary of Health and Human Services or the Inspector General of the Department of
Health and Human Services with respect to potential fraud, waste, and abuse, including matches of a system of records
with non-Federal records; or

(x) matches performed pursuant to section 3(d)(4) of the Achieving a Better Life Experience Act of 2014 ! ;

(9) the term “recipient agency” means any agency, or contractor thereof, receiving records contained in a system of records
from a source agency for use in a matching program;

(10) the term “non-Federal agency” means any State or local government, or agency thereof, which receives records contained
in a system of records from a source agency for use in a matching program;

(11) the term “source agency” means any agency which discloses records contained in a system of records to be used in a
matching program, or any State or local government, or agency thereof, which discloses records to be used in a matching
program;

(12) the term “Federal benefit program” means any program administered or funded by the Federal Government, or by any
agent or State on behalf of the Federal Government, providing cash or in-kind assistance in the form of payments, grants,
loans, or loan guarantees to individuals; and

(13) the term “Federal personnel” means officers and employees of the Government of the United States, members of the

uniformed services (including members of the Reserve Components), individuals 2 entitled to receive immediate or deferred
retirement benefits under any retirement program of the Government of the United States (including survivor benefits).

(b) Conditions of disclosure.--No agency shall disclose any record which is contained in a system of records by any means of
communication to any person, or to another agency, except pursuant to a written request by, or with the prior written consent
of, the individual to whom the record pertains, unless disclosure of the record would be--

(1) to those officers and employees of the agency which maintains the record who have a need for the record in the performance
of their duties;
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(2) required under section 552 of this title;
(3) for a routine use as defined in subsection (a)(7) of this section and described under subsection (e)(4)(D) of this section;

(4) to the Bureau of the Census for purposes of planning or carrying out a census or survey or related activity pursuant to
the provisions of title 13;

(5) to a recipient who has provided the agency with advance adequate written assurance that the record will be used solely
as a statistical research or reporting record, and the record is to be transferred in a form that is not individually identifiable;

(6) to the National Archives and Records Administration as a record which has sufficient historical or other value to warrant
its continued preservation by the United States Government, or for evaluation by the Archivist of the United States or the
designee of the Archivist to determine whether the record has such value;

(7) to another agency or to an instrumentality of any governmental jurisdiction within or under the control of the United
States for a civil or criminal law enforcement activity if the activity is authorized by law, and if the head of the agency or
instrumentality has made a written request to the agency which maintains the record specifying the particular portion desired
and the law enforcement activity for which the record is sought;

(8) to a person pursuant to a showing of compelling circumstances affecting the health or safety of an individual if upon such
disclosure notification is transmitted to the last known address of such individual;

(9) to either House of Congress, or, to the extent of matter within its jurisdiction, any committee or subcommittee thereof,
any joint committee of Congress or subcommittee of any such joint committee;

(10) to the Comptroller General, or any of his authorized representatives, in the course of the performance of the duties of
the Government Accountability Office;

(11) pursuant to the order of a court of competent jurisdiction; or
(12) to a consumer reporting agency in accordance with section 3711(e) of title 31.

(c) Accounting of certain disclosures.--Each agency, with respect to each system of records under its control, shall--
(1) except for disclosures made under subsections (b)(1) or (b)(2) of this section, keep an accurate accounting of--

(A) the date, nature, and purpose of each disclosure of a record to any person or to another agency made under subsection
(b) of this section; and
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(B) the name and address of the person or agency to whom the disclosure is made;

(2) retain the accounting made under paragraph (1) of this subsection for at least five years or the life of the record, whichever
is longer, after the disclosure for which the accounting is made;

(3) except for disclosures made under subsection (b)(7) of this section, make the accounting made under paragraph (1) of
this subsection available to the individual named in the record at his request; and

(4) inform any person or other agency about any correction or notation of dispute made by the agency in accordance with
subsection (d) of this section of any record that has been disclosed to the person or agency if an accounting of the disclosure
was made.

(d) Access to records.--Each agency that maintains a system of records shall--

(1) upon request by any individual to gain access to his record or to any information pertaining to him which is contained in
the system, permit him and upon his request, a person of his own choosing to accompany him, to review the record and have
a copy made of all or any portion thereof in a form comprehensible to him, except that the agency may require the individual
to furnish a written statement authorizing discussion of that individual's record in the accompanying person's presence;

(2) permit the individual to request amendment of a record pertaining to him and--

(A) not later than 10 days (excluding Saturdays, Sundays, and legal public holidays) after the date of receipt of such request,
acknowledge in writing such receipt; and

(B) promptly, either--

(i) make any correction of any portion thereof which the individual believes is not accurate, relevant, timely, or complete;
or

(ii) inform the individual of its refusal to amend the record in accordance with his request, the reason for the refusal, the
procedures established by the agency for the individual to request a review of that refusal by the head of the agency or
an officer designated by the head of the agency, and the name and business address of that official;

(3) permit the individual who disagrees with the refusal of the agency to amend his record to request a review of such
refusal, and not later than 30 days (excluding Saturdays, Sundays, and legal public holidays) from the date on which the
individual requests such review, complete such review and make a final determination unless, for good cause shown, the head
of the agency extends such 30-day period; and if, after his review, the reviewing official also refuses to amend the record in
accordance with the request, permit the individual to file with the agency a concise statement setting forth the reasons for his
disagreement with the refusal of the agency, and notify the individual of the provisions for judicial review of the reviewing
official's determination under subsection (g)(1)(A) of this section;
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(4) in any disclosure, containing information about which the individual has filed a statement of disagreement, occurring after
the filing of the statement under paragraph (3) of this subsection, clearly note any portion of the record which is disputed
and provide copies of the statement and, if the agency deems it appropriate, copies of a concise statement of the reasons of
the agency for not making the amendments requested, to persons or other agencies to whom the disputed record has been
disclosed; and

(5) nothing in this section shall allow an individual access to any information compiled in reasonable anticipation of a civil
action or proceeding.

(e) Agency requirements.--Each agency that maintains a system of records shall--

(1) maintain in its records only such information about an individual as is relevant and necessary to accomplish a purpose of
the agency required to be accomplished by statute or by executive order of the President;

(2) collect information to the greatest extent practicable directly from the subject individual when the information may result
in adverse determinations about an individual's rights, benefits, and privileges under Federal programs;

(3) inform each individual whom it asks to supply information, on the form which it uses to collect the information or on a
separate form that can be retained by the individual--

(A) the authority (whether granted by statute, or by executive order of the President) which authorizes the solicitation of
the information and whether disclosure of such information is mandatory or voluntary;

(B) the principal purpose or purposes for which the information is intended to be used;

(C) the routine uses which may be made of the information, as published pursuant to paragraph (4)(D) of this subsection;
and

(D) the effects on him, if any, of not providing all or any part of the requested information;

(4) subject to the provisions of paragraph (11) of this subsection, publish in the Federal Register upon establishment or
revision a notice of the existence and character of the system of records, which notice shall include--

(A) the name and location of the system;
(B) the categories of individuals on whom records are maintained in the system;

(C) the categories of records maintained in the system;
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(D) each routine use of the records contained in the system, including the categories of users and the purpose of such use;

(E) the policies and practices of the agency regarding storage, retrievability, access controls, retention, and disposal of
the records;

(F) the title and business address of the agency official who is responsible for the system of records;

(G) the agency procedures whereby an individual can be notified at his request if the system of records contains a record
pertaining to him;

(H) the agency procedures whereby an individual can be notified at his request how he can gain access to any record
pertaining to him contained in the system of records, and how he can contest its content; and

(I) the categories of sources of records in the system;

(5) maintain all records which are used by the agency in making any determination about any individual with such accuracy,
relevance, timeliness, and completeness as is reasonably necessary to assure fairness to the individual in the determination;

(6) prior to disseminating any record about an individual to any person other than an agency, unless the dissemination is
made pursuant to subsection (b)(2) of this section, make reasonable efforts to assure that such records are accurate, complete,
timely, and relevant for agency purposes;

(7) maintain no record describing how any individual exercises rights guaranteed by the First Amendment unless expressly
authorized by statute or by the individual about whom the record is maintained or unless pertinent to and within the scope
of an authorized law enforcement activity;

(8) make reasonable efforts to serve notice on an individual when any record on such individual is made available to any
person under compulsory legal process when such process becomes a matter of public record;

(9) establish rules of conduct for persons involved in the design, development, operation, or maintenance of any system of
records, or in maintaining any record, and instruct each such person with respect to such rules and the requirements of this
section, including any other rules and procedures adopted pursuant to this section and the penalties for noncompliance;

(10) establish appropriate administrative, technical, and physical safeguards to insure the security and confidentiality of
records and to protect against any anticipated threats or hazards to their security or integrity which could result in substantial
harm, embarrassment, inconvenience, or unfairness to any individual on whom information is maintained;

(11) at least 30 days prior to publication of information under paragraph (4)(D) of this subsection, publish in the Federal
Register notice of any new use or intended use of the information in the system, and provide an opportunity for interested
persons to submit written data, views, or arguments to the agency; and
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(12) if such agency is a recipient agency or a source agency in a matching program with a non-Federal agency, with respect
to any establishment or revision of a matching program, at least 30 days prior to conducting such program, publish in the
Federal Register notice of such establishment or revision.

(f) Agency rules.--In order to carry out the provisions of this section, each agency that maintains a system of records shall
promulgate rules, in accordance with the requirements (including general notice) of section 553 of this title, which shall--

(1) establish procedures whereby an individual can be notified in response to his request if any system of records named by
the individual contains a record pertaining to him;

(2) define reasonable times, places, and requirements for identifying an individual who requests his record or information
pertaining to him before the agency shall make the record or information available to the individual;

(3) establish procedures for the disclosure to an individual upon his request of his record or information pertaining to
him, including special procedure, if deemed necessary, for the disclosure to an individual of medical records, including
psychological records, pertaining to him;

(4) establish procedures for reviewing a request from an individual concerning the amendment of any record or information
pertaining to the individual, for making a determination on the request, for an appeal within the agency of an initial adverse
agency determination, and for whatever additional means may be necessary for each individual to be able to exercise fully
his rights under this section; and

(5) establish fees to be charged, if any, to any individual for making copies of his record, excluding the cost of any search
for and review of the record.

The Office of the Federal Register shall biennially compile and publish the rules promulgated under this subsection and agency
notices published under subsection (e)(4) of this section in a form available to the public at low cost.

(g)(1) Civil remedies.--Whenever any agency

(A) makes a determination under subsection (d)(3) of this section not to amend an individual's record in accordance with his
request, or fails to make such review in conformity with that subsection;

(B) refuses to comply with an individual request under subsection (d)(1) of this section;

(C) fails to maintain any record concerning any individual with such accuracy, relevance, timeliness, and completeness as
is necessary to assure fairness in any determination relating to the qualifications, character, rights, or opportunities of, or
benefits to the individual that may be made on the basis of such record, and consequently a determination is made which
is adverse to the individual; or
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(D) fails to comply with any other provision of this section, or any rule promulgated thereunder, in such a way as to have
an adverse effect on an individual,

the individual may bring a civil action against the agency, and the district courts of the United States shall have jurisdiction in
the matters under the provisions of this subsection.

(2)(A) In any suit brought under the provisions of subsection (g)(1)(A) of this section, the court may order the agency to amend
the individual's record in accordance with his request or in such other way as the court may direct. In such a case the court
shall determine the matter de novo.

(B) The court may assess against the United States reasonable attorney fees and other litigation costs reasonably incurred in
any case under this paragraph in which the complainant has substantially prevailed.

(3)(A) In any suit brought under the provisions of subsection (g)(1)(B) of this section, the court may enjoin the agency from
withholding the records and order the production to the complainant of any agency records improperly withheld from him. In
such a case the court shall determine the matter de novo, and may examine the contents of any agency records in camera to
determine whether the records or any portion thereof may be withheld under any of the exemptions set forth in subsection (k)
of this section, and the burden is on the agency to sustain its action.

(B) The court may assess against the United States reasonable attorney fees and other litigation costs reasonably incurred in
any case under this paragraph in which the complainant has substantially prevailed.

(4) In any suit brought under the provisions of subsection (g)(1)(C) or (D) of this section in which the court determines that
the agency acted in a manner which was intentional or willful, the United States shall be liable to the individual in an amount
equal to the sum of--

(A) actual damages sustained by the individual as a result of the refusal or failure, but in no case shall a person entitled to
recovery receive less than the sum of $1,000; and

(B) the costs of the action together with reasonable attorney fees as determined by the court.

(5) An action to enforce any liability created under this section may be brought in the district court of the United States in the
district in which the complainant resides, or has his principal place of business, or in which the agency records are situated, or
in the District of Columbia, without regard to the amount in controversy, within two years from the date on which the cause
of action arises, except that where an agency has materially and willfully misrepresented any information required under this
section to be disclosed to an individual and the information so misrepresented is material to establishment of the liability of
the agency to the individual under this section, the action may be brought at any time within two years after discovery by the
individual of the misrepresentation. Nothing in this section shall be construed to authorize any civil action by reason of any
injury sustained as the result of a disclosure of a record prior to September 27, 1975.
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(h) Rights of legal guardians.--For the purposes of this section, the parent of any minor, or the legal guardian of any individual
who has been declared to be incompetent due to physical or mental incapacity or age by a court of competent jurisdiction, may
act on behalf of the individual.

(i)(1) Criminal penalties.--Any officer or employee of an agency, who by virtue of his employment or official position, has
possession of, or access to, agency records which contain individually identifiable information the disclosure of which is
prohibited by this section or by rules or regulations established thereunder, and who knowing that disclosure of the specific
material is so prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall
be guilty of a misdemeanor and fined not more than $5,000.

(2) Any officer or employee of any agency who willfully maintains a system of records without meeting the notice requirements
of subsection (e)(4) of this section shall be guilty of a misdemeanor and fined not more than $5,000.

(3) Any person who knowingly and willfully requests or obtains any record concerning an individual from an agency under
false pretenses shall be guilty of a misdemeanor and fined not more than $5,000.

(j) General exemptions.--The head of any agency may promulgate rules, in accordance with the requirements (including
general notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this title, to exempt any system of records within the agency
from any part of this section except subsections (b), (c)(1) and (2), (e)(4)(A) through (F), (e)(6), (7), (9), (10), and (11), and
(i) if the system of records is--

(1) maintained by the Central Intelligence Agency; or

(2) maintained by an agency or component thereof which performs as its principal function any activity pertaining to the
enforcement of criminal laws, including police efforts to prevent, control, or reduce crime or to apprehend criminals, and the
activities of prosecutors, courts, correctional, probation, pardon, or parole authorities, and which consists of (A) information
compiled for the purpose of identifying individual criminal offenders and alleged offenders and consisting only of identifying
data and notations of arrests, the nature and disposition of criminal charges, sentencing, confinement, release, and parole and
probation status; (B) information compiled for the purpose of a criminal investigation, including reports of informants and
investigators, and associated with an identifiable individual; or (C) reports identifiable to an individual compiled at any stage
of the process of enforcement of the criminal laws from arrest or indictment through release from supervision.

At the time rules are adopted under this subsection, the agency shall include in the statement required under section 553(c) of
this title, the reasons why the system of records is to be exempted from a provision of this section.

(k) Specific exemptions.--The head of any agency may promulgate rules, in accordance with the requirements (including
general notice) of sections 553(b)(1), (2), and (3), (¢), and (e) of this title, to exempt any system of records within the agency
from subsections (¢)(3), (d), (e)(1), (e)(4)(G), (H), and (I) and (f) of this section if the system of records is--

(1) subject to the provisions of section 552(b)(1) of this title;
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(2) investigatory material compiled for law enforcement purposes, other than material within the scope of subsection (j)(2)
of this section: Provided, however, That if any individual is denied any right, privilege, or benefit that he would otherwise
be entitled by Federal law, or for which he would otherwise be eligible, as a result of the maintenance of such material,
such material shall be provided to such individual, except to the extent that the disclosure of such material would reveal the
identity of a source who furnished information to the Government under an express promise that the identity of the source
would be held in confidence, or, prior to the effective date of this section, under an implied promise that the identity of the
source would be held in confidence;

(3) maintained in connection with providing protective services to the President of the United States or other individuals
pursuant to section 3056 of title 18;

(4) required by statute to be maintained and used solely as statistical records;

(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or access to classified information, but only to the extent that the
disclosure of such material would reveal the identity of a source who furnished information to the Government under an
express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section,
under an implied promise that the identity of the source would be held in confidence;

(6) testing or examination material used solely to determine individual qualifications for appointment or promotion in the
Federal service the disclosure of which would compromise the objectivity or fairness of the testing or examination process; or

(7) evaluation material used to determine potential for promotion in the armed services, but only to the extent that the
disclosure of such material would reveal the identity of a source who furnished information to the Government under an
express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section,
under an implied promise that the identity of the source would be held in confidence.

At the time rules are adopted under this subsection, the agency shall include in the statement required under section 553(c) of
this title, the reasons why the system of records is to be exempted from a provision of this section.

(1)(1) Archival records.--Each agency record which is accepted by the Archivist of the United States for storage, processing,
and servicing in accordance with section 3103 of title 44 shall, for the purposes of this section, be considered to be maintained
by the agency which deposited the record and shall be subject to the provisions of this section. The Archivist of the United
States shall not disclose the record except to the agency which maintains the record, or under rules established by that agency
which are not inconsistent with the provisions of this section.

(2) Each agency record pertaining to an identifiable individual which was transferred to the National Archives of the United
States as a record which has sufficient historical or other value to warrant its continued preservation by the United States
Government, prior to the effective date of this section, shall, for the purposes of this section, be considered to be maintained
by the National Archives and shall not be subject to the provisions of this section, except that a statement generally describing
such records (modeled after the requirements relating to records subject to subsections (e)(4)(A) through (G) of this section)
shall be published in the Federal Register.
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(3) Each agency record pertaining to an identifiable individual which is transferred to the National Archives of the United States
as a record which has sufficient historical or other value to warrant its continued preservation by the United States Government,
on or after the effective date of this section, shall, for the purposes of this section, be considered to be maintained by the National
Archives and shall be exempt from the requirements of this section except subsections (e)(4)(A) through (G) and (e)(9) of this
section.

(m)(1) Government contractors.--When an agency provides by a contract for the operation by or on behalf of the agency of
a system of records to accomplish an agency function, the agency shall, consistent with its authority, cause the requirements of
this section to be applied to such system. For purposes of subsection (i) of this section any such contractor and any employee of
such contractor, if such contract is agreed to on or after the effective date of this section, shall be considered to be an employee
of an agency.

(2) A consumer reporting agency to which a record is disclosed under section 3711(e) of title 31 shall not be considered a
contractor for the purposes of this section.

(n) Mailing lists.--An individual's name and address may not be sold or rented by an agency unless such action is specifically
authorized by law. This provision shall not be construed to require the withholding of names and addresses otherwise permitted
to be made public.

(o) Matching agreements.--(1) No record which is contained in a system of records may be disclosed to a recipient agency or
non-Federal agency for use in a computer matching program except pursuant to a written agreement between the source agency
and the recipient agency or non-Federal agency specifying--

(A) the purpose and legal authority for conducting the program;
(B) the justification for the program and the anticipated results, including a specific estimate of any savings;

(C) a description of the records that will be matched, including each data element that will be used, the approximate number
of records that will be matched, and the projected starting and completion dates of the matching program;

(D) procedures for providing individualized notice at the time of application, and notice periodically thereafter as directed
by the Data Integrity Board of such agency (subject to guidance provided by the Director of the Office of Management and
Budget pursuant to subsection (v)), to--

(i) applicants for and recipients of financial assistance or payments under Federal benefit programs, and

(ii) applicants for and holders of positions as Federal personnel,

that any information provided by such applicants, recipients, holders, and individuals may be subject to verification through
matching programs;
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(E) procedures for verifying information produced in such matching program as required by subsection (p);

(F) procedures for the retention and timely destruction of identifiable records created by a recipient agency or non-Federal
agency in such matching program,;

(G) procedures for ensuring the administrative, technical, and physical security of the records matched and the results of
such programs;

(H) prohibitions on duplication and redisclosure of records provided by the source agency within or outside the recipient
agency or the non-Federal agency, except where required by law or essential to the conduct of the matching program;

(I) procedures governing the use by a recipient agency or non-Federal agency of records provided in a matching program by
a source agency, including procedures governing return of the records to the source agency or destruction of records used
in such program;

(J) information on assessments that have been made on the accuracy of the records that will be used in such matching
program; and

(K) that the Comptroller General may have access to all records of a recipient agency or a non-Federal agency that the
Comptroller General deems necessary in order to monitor or verify compliance with the agreement.

(2)(A) A copy of each agreement entered into pursuant to paragraph (1) shall--

(i) be transmitted to the Committee on Governmental Affairs of the Senate and the Committee on Government Operations
of the House of Representatives; and

(ii) be available upon request to the public.

(B) No such agreement shall be effective until 30 days after the date on which such a copy is transmitted pursuant to subparagraph

(A)@).

(C) Such an agreement shall remain in effect only for such period, not to exceed 18 months, as the Data Integrity Board of the
agency determines is appropriate in light of the purposes, and length of time necessary for the conduct, of the matching program.

(D) Within 3 months prior to the expiration of such an agreement pursuant to subparagraph (C), the Data Integrity Board of
the agency may, without additional review, renew the matching agreement for a current, ongoing matching program for not
more than one additional year if--

(i) such program will be conducted without any change; and

Page 44



§ 552a. Records maintained on individuals, 5 USCA § 552a

(ii) each party to the agreement certifies to the Board in writing that the program has been conducted in compliance with
the agreement.

(p) Verification and opportunity to contest findings.--(1) In order to protect any individual whose records are used in a
matching program, no recipient agency, non-Federal agency, or source agency may suspend, terminate, reduce, or make a final
denial of any financial assistance or payment under a Federal benefit program to such individual, or take other adverse action
against such individual, as a result of information produced by such matching program, until--

(A)(i) the agency has independently verified the information; or

(ii) the Data Integrity Board of the agency, or in the case of a non-Federal agency the Data Integrity Board of the source
agency, determines in accordance with guidance issued by the Director of the Office of Management and Budget that--

(I) the information is limited to identification and amount of benefits paid by the source agency under a Federal benefit
program; and

(II) there is a high degree of confidence that the information provided to the recipient agency is accurate;

(B) the individual receives a notice from the agency containing a statement of its findings and informing the individual of
the opportunity to contest such findings; and

(C)(i) the expiration of any time period established for the program by statute or regulation for the individual to respond
to that notice; or

(ii) in the case of a program for which no such period is established, the end of the 30-day period beginning on the date on
which notice under subparagraph (B) is mailed or otherwise provided to the individual.

(2) Independent verification referred to in paragraph (1) requires investigation and confirmation of specific information relating
to an individual that is used as a basis for an adverse action against the individual, including where applicable investigation
and confirmation of--

(A) the amount of any asset or income involved;
(B) whether such individual actually has or had access to such asset or income for such individual's own use; and

(C) the period or periods when the individual actually had such asset or income.
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(3) Notwithstanding paragraph (1), an agency may take any appropriate action otherwise prohibited by such paragraph if the
agency determines that the public health or public safety may be adversely affected or significantly threatened during any notice
period required by such paragraph.

(q) Sanctions.--(1) Notwithstanding any other provision of law, no source agency may disclose any record which is contained
in a system of records to a recipient agency or non-Federal agency for a matching program if such source agency has reason
to believe that the requirements of subsection (p), or any matching agreement entered into pursuant to subsection (0), or both,
are not being met by such recipient agency.

(2) No source agency may renew a matching agreement unless--
(A) the recipient agency or non-Federal agency has certified that it has complied with the provisions of that agreement; and
(B) the source agency has no reason to believe that the certification is inaccurate.

(r) Report on new systems and matching programs.--Each agency that proposes to establish or make a significant change
in a system of records or a matching program shall provide adequate advance notice of any such proposal (in duplicate) to the
Committee on Government Operations of the House of Representatives, the Committee on Governmental Affairs of the Senate,
and the Office of Management and Budget in order to permit an evaluation of the probable or potential effect of such proposal
on the privacy or other rights of individuals.

(s) Biennial report.--The President shall biennially submit to the Speaker of the House of Representatives and the President
pro tempore of the Senate a report--

(1) describing the actions of the Director of the Office of Management and Budget pursuant to section 6 of the Privacy Act
of 1974 during the preceding 2 years;

(2) describing the exercise of individual rights of access and amendment under this section during such years;
(3) identifying changes in or additions to systems of records;

(4) containing such other information concerning administration of this section as may be necessary or useful to the Congress
in reviewing the effectiveness of this section in carrying out the purposes of the Privacy Act of 1974.

(t)(1) Effect of other laws.--No agency shall rely on any exemption contained in section 552 of this title to withhold from an
individual any record which is otherwise accessible to such individual under the provisions of this section.

(2) No agency shall rely on any exemption in this section to withhold from an individual any record which is otherwise accessible
to such individual under the provisions of section 552 of this title.
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(u) Data Integrity Boards.--(1) Every agency conducting or participating in a matching program shall establish a Data Integrity
Board to oversee and coordinate among the various components of such agency the agency's implementation of this section.

(2) Each Data Integrity Board shall consist of senior officials designated by the head of the agency, and shall include any senior
official designated by the head of the agency as responsible for implementation of this section, and the inspector general of the
agency, if any. The inspector general shall not serve as chairman of the Data Integrity Board.

(3) Each Data Integrity Board--

(A) shall review, approve, and maintain all written agreements for receipt or disclosure of agency records for matching
programs to ensure compliance with subsection (0), and all relevant statutes, regulations, and guidelines;

(B) shall review all matching programs in which the agency has participated during the year, either as a source agency or
recipient agency, determine compliance with applicable laws, regulations, guidelines, and agency agreements, and assess the
costs and benefits of such programs;

(C) shall review all recurring matching programs in which the agency has participated during the year, either as a source
agency or recipient agency, for continued justification for such disclosures;

(D) shall compile an annual report, which shall be submitted to the head of the agency and the Office of Management and
Budget and made available to the public on request, describing the matching activities of the agency, including--

(i) matching programs in which the agency has participated as a source agency or recipient agency;
(ii) matching agreements proposed under subsection (o) that were disapproved by the Board;
(iii) any changes in membership or structure of the Board in the preceding year;

(iv) the reasons for any waiver of the requirement in paragraph (4) of this section for completion and submission of a cost-
benefit analysis prior to the approval of a matching program;

(v) any violations of matching agreements that have been alleged or identified and any corrective action taken; and
(vi) any other information required by the Director of the Office of Management and Budget to be included in such report;

(E) shall serve as a clearinghouse for receiving and providing information on the accuracy, completeness, and reliability of
records used in matching programs;
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(F) shall provide interpretation and guidance to agency components and personnel on the requirements of this section for
matching programs;

(G) shall review agency recordkeeping and disposal policies and practices for matching programs to assure compliance with
this section; and

(H) may review and report on any agency matching activities that are not matching programs.

(4)(A) Except as provided in subparagraphs (B) and (C), a Data Integrity Board shall not approve any written agreement for a

matching program unless the agency has completed and submitted to such Board a cost-benefit analysis of the proposed program

and such analysis demonstrates that the program is likely to be cost effective. 3

(B) The Board may waive the requirements of subparagraph (A) of this paragraph if it determines in writing, in accordance with
guidelines prescribed by the Director of the Office of Management and Budget, that a cost-benefit analysis is not required.

(C) A cost-benefit analysis shall not be required under subparagraph (A) prior to the initial approval of a written agreement
for a matching program that is specifically required by statute. Any subsequent written agreement for such a program shall not
be approved by the Data Integrity Board unless the agency has submitted a cost-benefit analysis of the program as conducted
under the preceding approval of such agreement.

(5)(A) If amatching agreement is disapproved by a Data Integrity Board, any party to such agreement may appeal the disapproval
to the Director of the Office of Management and Budget. Timely notice of the filing of such an appeal shall be provided by the
Director of the Office of Management and Budget to the Committee on Governmental Affairs of the Senate and the Committee
on Government Operations of the House of Representatives.

(B) The Director of the Office of Management and Budget may approve a matching agreement notwithstanding the disapproval
of a Data Integrity Board if the Director determines that--

(i) the matching program will be consistent with all applicable legal, regulatory, and policy requirements;
(ii) there is adequate evidence that the matching agreement will be cost-effective; and
(iii) the matching program is in the public interest.

(C) The decision of the Director to approve a matching agreement shall not take effect until 30 days after it is reported to
committees described in subparagraph (A).

(D) If the Data Integrity Board and the Director of the Office of Management and Budget disapprove a matching program
proposed by the inspector general of an agency, the inspector general may report the disapproval to the head of the agency
and to the Congress.
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(6) In the reports required by paragraph (3)(D), agency matching activities that are not matching programs may be reported on
an aggregate basis, if and to the extent necessary to protect ongoing law enforcement or counterintelligence investigations.

(v) Office of Management and Budget responsibilities.--The Director of the Office of Management and Budget shall--

(1) develop and, after notice and opportunity for public comment, prescribe guidelines and regulations for the use of agencies
in implementing the provisions of this section; and

(2) provide continuing assistance to and oversight of the implementation of this section by agencies.

(w) Applicability to Bureau of Consumer Financial Protection.--Except as provided in the Consumer Financial Protection
Act of 2010, this section shall apply with respect to the Bureau of Consumer Financial Protection.

CREDIT(S)

(Added Pub.L. 93-579, § 3, Dec. 31, 1974, 88 Stat. 1897; amended Pub.L. 94-183, § 2(2), Dec. 31, 1975, 89 Stat. 1057;
Pub.L. 97-365, § 2, Oct. 25, 1982, 96 Stat. 1749; Pub.L. 97-375, Title II, § 201(a), (b), Dec. 21, 1982, 96 Stat. 1821; Pub.L.
97-452, § 2(a)(1), Jan. 12, 1983, 96 Stat. 2478; Pub.L. 98-477, § 2(c), Oct. 15, 1984, 98 Stat. 2211; Pub.L. 98-497, Title I, §
107(g), Oct. 19, 1984, 98 Stat. 2292; Pub.L. 100-503, §§ 2 to 6(a), 7, 8, Oct. 18, 1988, 102 Stat. 2507 to 2514; Pub.L. 101-508,
Title VII, § 7201(b)(1), Nov. 5, 1990, 104 Stat. 1388-334; Pub.L. 103-66, Title XIIL, § 13581(c), Aug. 10, 1993, 107 Stat. 611;
Pub.L. 104-193, Title I, § 110(w), Aug. 22, 1996, 110 Stat. 2175; Pub.L. 104-226, § 1(b)(3), Oct. 2, 1996, 110 Stat. 3033;
Pub.L. 104-316, Title I, § 115(g)(2)(B), Oct. 19, 1996, 110 Stat. 3835; Pub.L. 105-34, Title X, § 1026(b)(2), Aug. 5, 1997, 111
Stat. 925; Pub.L. 105-362, Title XIII, § 1301(d), Nov. 10, 1998, 112 Stat. 3293; Pub.L. 106-170, Title IV, § 402(a)(2), Dec.
17, 1999, 113 Stat. 1908; Pub.L. 108-271, § 8(b), July 7, 2004, 118 Stat. 814; Pub.L. 111-148, Title VI, § 6402(b)(2), Mar. 23,
2010, 124 Stat. 756; Pub.L. 111-203, Title X, § 1082, July 21, 2010, 124 Stat. 2080; Pub.L. 113-295, Div. B, Title I, § 102(d),
Dec. 19, 2014, 128 Stat. 4062.)

EXECUTIVE ORDERS
EXECUTIVE ORDER NO. 9397

<Nov. 22, 1943, 8 F.R. 16095, as amended Ex. Ord. No. 13478, Nov. 18, 2008, 73 F.R. 70239>

Numbering System for Federal Accounts Relating to Individual Persons

WHEREAS certain Federal agencies from time to time require in the administration of their activities a system of numerical
identification of accounts of individual persons; and

WHEREAS some seventy million persons have heretofore been assigned account numbers pursuant to the Social Security Act;

and

WHEREAS a large percentage of Federal employees have already been assigned account numbers pursuant to the Social
Security Act; and
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WHEREAS it is desirable in the interest of economy and orderly administration that the Federal Government move towards the
use of a single, unduplicated numerical identification system of accounts and avoid the unnecessary establishment of additional
systems:

NOW, THEREFORE, by virtue of the authority vested in me as President of the United States, it is hereby ordered as follows:

1. Hereafter any Federal department, establishment, or agency may, whenever the head thereof finds it advisable to establish a
new system of permanent account numbers pertaining to individual persons, utilize the Social Security Act account numbers
assigned pursuant to Title 20, section 422.103 of the Code of Federal Regulations and pursuant to paragraph 2 of this order.

2. The Social Security Administration shall provide for the assignment of an account number to each person who is required
by any Federal agency to have such a number but who has not previously been assigned such number by the Administration.
The Administration may accomplish this purpose by (a) assigning such numbers to individual persons, (b) assigning blocks of
numbers to Federal agencies for reassignment to individual persons, or (¢) making such other arrangements for the assignment
as it may deem appropriate.

3. The Social Security Administration shall furnish, upon request of any Federal agency utilizing the numerical identification
system of accounts provided for in this order, the account number pertaining to any person with whom such agency has an

account or the name and other identifying data pertaining to any account number of any such person.

4. The Social Security Administration and each Federal agency shall maintain the confidential character of information relating
to individual persons obtained pursuant to the provisions of this order.

5. There shall be transferred to the Social Security Administration, from time to time, such amounts as the Director of the Office
of Management and Budget shall determine to be required for reimbursement by any Federal agency for the services rendered
by the Administration pursuant to the provisions of this order.

6. This order shall be implemented in accordance with applicable law and subject to the availability of appropriations.

7. This order is not intended to, and does not, create any right or benefit, substantive or procedural, enforceable at law or in
equity, by any party against the United States, its departments, agencies, instrumentalities, or entities, its officers, employees,
or agents, or any other person.

8. This order shall be published in the FEDERAL REGISTER.

FRANKLIN D. ROOSEVELT

Notes of Decisions (1451)

Footnotes

1 So in original. The Stephen Beck, Jr., Achieving a Better Life Experience Act of 2014, which is Division B of Pub.L. 113-295, did
not include a section 3.

2 So in original. Probably should be “and individuals”.

3 So in original. Probably should be “cost-effective”.

5U.S.C.A. § 552a, 5 USCA § 552a
Current through P.L. 116-73. Some statute sections may be more current, see credits for details.
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INTRODUCTION

John Moss was an obscure Congressman from a newly created
district in northern California when he arrived in Washington D.C. in
1953.! He had survived a razor-thin general election victory (by about
700 votes), which included unfounded charges of being a communist,
or a communist sympathizer.> Those charges became an important
force behind Moss’s long battle to enact the Freedom of Information
Act.

Except for an 18th century Swedish law and a similar information
law in Finland in 1951, the U.S. Freedom of Information Act
(“FOIA”) was the first open government law in the world.? During
the twelve years it took John Moss to win enough Congressional votes
to pass the bill, he endured intense political opposition, faced a veto
threat from a president of his own party, and overcame fierce opposi-
tion from executive branch agencies.*

When President Lyndon Johnson signed the Freedom of Informa-
tion Act into law on July 4, 1966, Moss did not receive a pen from the
president, nor was there any signing ceremony.’

Since 1966, more than 117 nations have passed government infor-
mation laws.® Congress has amended and refined significant sections
of the U.S. law several times, generally improving access in areas
where Moss had to compromise in order to win its original passage.

I. Moss AND THE CONGRESS

When Moss first arrived in Washington, D.C. there was a poison-
ous political atmosphere in the city.” Senator Joseph McCarthy was
riding anti-communist fears that he helped arouse and that propelled

1. Interview by Donald B. Seney with John E. Moss, Congressman, U.S. House of Repre-
sentatives, in Sacramento, Cal., 15 (Oct. 3, 1989) [hereinafter Interview by Seney with Moss],
http://archives.cdn.sos.ca.gov/oral-history/pdf/oh-moss-john.pdf.

2. Id. at 19.

3. Fast Facts: Freedom of Information Laws Around the World, RappLER (July 23, 2014,
9:15 AM), https://www.rappler.com/newsbreak/iq/63867-fast-facts-access-to-information-laws-
world.

4. CJ. Ciaramella, The Freedom of Information Act—and the Hero Who Pioneered It, Pa-
crFic STANDARD (June 29, 2016), https:/psmag.com/news/the-freedom-of-information-act-and-
the-hero-who-pioneered-it.

5. Id.

6. See Chronological and Alphabetical Lists of Countries with FOI Regimes,
FREEDOMINFO.ORG (Sept. 28, 2017) [hereinafter List of Countries with FOI Regimes], http://
www.freedominfo.org/?p=18223.

7. MicHAEL J. HoGgaN, A Cross of IrRoN 315 (1998).
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him to great influence in the U.S. Senate and in the nation.® The
House Un-American Activities Committee was making headlines,
with its endless investigations of security risks, Russian spies, and al-
leged disloyalty in dozens of government agencies and American
industries.’

President Harry Truman issued an Executive Order establishing
an administration Loyalty Program.'® It directed Truman’s attorney
general to compile a list of communist organizations and “front” orga-
nizations and to investigate the loyalty of federal government employ-
ees.'! Based on the results of these investigations, the targets could be
fired from their government jobs, prosecuted, and made virtually un-
employable.'? They faced public condemnation and personal humilia-
tion in the process. People investigated under the Loyalty Program
were not allowed to confront their accusers or see the charges against
them, often based on hearsay evidence that was held in secret files
compiled by the Federal Bureau of Investigation.'?

United States Court of Appeals Judge Henry Edgerton wrote an
opinion concerning the firing of one such government employee:
“Without trial by jury, without evidence, and without even being al-
lowed to confront her accusers or to know their identity, a citizen of
the United States has been found disloyal to the government of the
United States.”!*

Edgerton found the discharge proceedings to have been unconsti-
tutional.'> “Whatever her actual thoughts may have been,” he wrote,
“to oust her as disloyal without trial is to pay too much for protection
against any harm that could possibly be done.”'® Edgerton was the
lone dissenter on the federal Court of Appeals. The court affirmed the
employee’s firing from government service.!” The United States Su-
preme Court divided evenly in reviewing the case, four to four, thus
upholding the legality of the Truman Loyalty Program and its attend-
ant government secrecy.'®

8. Id.

9. $4 Million For Probes, 9 ConG. Q. ALMANAC 69 (1953).
10. See HoGAN, supra note 7, at 254 (citing Exec. Order No. 9,835, 3 C.F.R. Supp. 2 (1947)).
11. See Exec. Order No. 9,835, 3 C.F.R. Supp. 2 (1947); HoGAN, supra note 7, at 254.
12. See Exec. Order No. 9,835, 3 C.F.R. Supp. 2 (1947); HoGAN, supra note 7, at 254.
13. See HogaN, supra note 7, at 255.
14. Bailey v. Richardson, 182 F.2d 46, 66 (D.C. Cir. 1950) (Edgerton, J., dissenting).
15. Id. at 74.
16. Id.

17. Id. at 65-66.
18. Bailey v. Richardson, 341 U.S. 918, 918 (1951).
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Moss knew about the McCarthy approach, having been a target
of similar charges in his California campaigns for both the state assem-
bly in 1949 and, in 1953, for Congress.!” He survived the attacks. He
did not forget them. His long campaign to secure freedom of informa-
tion was grounded, in part, on his anger at being faced with such po-
tentially devastating charges based on unsubstantiated claims against
him.

Moss’s information battle was also based, coincidently, on his as-
signment to a very obscure congressional committee that had legisla-
tive responsibility only for federal civil service and post office
employees.?®

When he took his seat in Congress in January 1953 representing
California’s new Third Congressional District, there was no evidence
that limiting government secrecy and providing the public and the
press with access to government records would be causes he would
champion for twelve long years—and in fact, for the rest of his life.*!
Perhaps because of Moss’s independent views on several such issues,
he later said, “By all that was holy, I was destined to be a one-
termer.”??

But Moss and his new congressional district in Sacramento
bonded almost instantly. The strong connection had started with his
election to the California Assembly in 1949 in a portion of the Third
district.>* Moss had a clear record. He favored lower utility rates for
consumers, strengthening public power to compete with the giant Pa-
cific Gas and Electric Company, increased wages for government
workers, and better working conditions for railroad employees.>* His
stances on the issues were a natural fit for Sacramento’s voters, who
appeared to like his combative style and his populist position on pock-
etbook issues. Moss was repeatedly returned to office in Sacramento
for thirty years.?

The young congressman knew about everyday problems from his
own experience—particularly the sudden death of his mother when he
was a small boy—and his subsequent abandonment by his father. Liv-

19. See Interview by Seney with Moss, supra note 1, at 19.

20. See MicHAEL ScHUDSON, THE RiseE oF THE RiGHT To Know 39 (2015).

21. See MicHAEL R. LEMov, PEOPLE’S WARRIOR: JOHN Moss AND THE FIGHT FOR FREE-
DOM OF INFORMATION AND CONSUMER RIGHTS 43 (2011). See generally Interview by Seney with
Congressman Moss, supra note 1.

22. LeEmov, supra note 21(citing author’s 1996 interview with John E. Moss).

23. See Interview by Seney with Moss, supra note 1, at iii.

24. See id. at 62-63.

25. See id. at iii.
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ing in an attic with his older brother, he struggled financially to go to
high school and never finished college.?® He later said, “[I] gained all
of my bits and pieces of knowledge and understanding the more diffi-
cult way . . . but at the same time, it made me appreciate them more,
and I probably dug deeper to get some of the facts.”?’

In the nation’s capital in 1953, Moss was an unknown. He tried
for an appointment to the powerful House Commerce Committee, or
to the Government Operations Committee.?® He was assigned instead
to the Post Office-Civil Service and House Administration Commit-
tees.”” These were not exactly major appointments, but freshmen are
typically placed on such minor committees.*® So he waited and did his
best to make something of his position, serving out his “sentence” sto-
ically and as it turned out, productively. He offered and pushed
through amendments that gave post office workers the right to arbi-
tration of disputes and a pay raise.*

II. THE SPEAKER OF THE HOUSE

At the end of Moss’s second term in 1956, the House Leadership
promoted him to membership on the more powerful Government Op-
erations Committee, which had jurisdiction over government informa-
tion practices.’* He would serve on Government Operations for
twenty-two years.®

26. See id. at 10.

27. See LEmov, supra note 21, at 44 (citing author’s 1996 interview with John E. Moss).

28. Id.

29. See ScHUDSON, supra note 20.

30. See Kathy Gill, What is the Seniority System? How Power is Amassed in Congress,
TaouGHTCo., https://www.thoughtco.com/what-is-the-seniority-system-3368073 (last updated
Dec. 26, 2016).

31. See Postal Rates, Postal Pay Hikes, ConG. Q. ALMANAC 1954, 10TH ED., 1955, goo.gl/
Vc9XQZ (follow “Postal Rates, Postal Pay Hikes - CQ Almanac Online Edition” hyperlink)
(indicating that, in 1954, Congressman Moss supported HR 9836 and HR 6052, which sought to,
respectively, increase mail rates and increase the pay of postal employees).

32. See H.R. Journal, 82nd Cong., 2d Sess. 720-21 (1951-52) (indicating a change in the
name of the “Committee on Expenditures in the Executive Departments” to the “Committee on
Government Operations” on July 3, 1952 via unanimous consent following House Resolution
647); H.R. Journal, 90th Cong., 2d Sess. 1315 (1968) (outlining the powers and duties of the
Committee on Government Operations, which include, among others, “receiving and examining
reports of the Comptroller General of the United States [i.e. the director of the Government
Accountability Office] and of submitting such recommendations to the House as it deems neces-

sary or desirable in connection with the subject matter of such reports; . . . studying the operation
of Government activities at all levels with a view to determining its economy and efficiency
-7

33. See 2 GARRISON NELSON ET AL., COMMITTEES IN THE U.S. CONGRESS 1947-1992, at 643
(1994).
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But Moss wanted even more—a seat on another and perhaps
more influential committee.** Moss let the California delegation know
he was interested in membership on the Interstate and Foreign Com-
merce Committee as well as Government Operations.?> He wanted
Commerce because it had jurisdiction over major parts of business
and industry in the United States and trade with foreign nations.*®
Before running for Congress, Moss had been in the appliance and real
estate businesses in Sacramento.’’” He thought he knew something
about commerce.*® So the committee’s jurisdiction over transporta-
tion, communications, securities markets, consumer protection, en-
ergy, the environment, and health care appealed to him.

Moss was disappointed when the selections of the Democratic
caucus were announced.”” Sam Rayburn, the all-powerful Texas Con-
gressman who was Speaker of the House, “always liked to pick Texans
for key committees|,] . . . he didn’t particularly look to California.”*°
So Moss tried again, this time directly with Speaker Rayburn.

He walked from the House office building across the street to the
Capitol to talk to the Speaker.*! From the way Moss described it later,
he did not press Rayburn but Moss reminded him that there was no
Californian on the Interstate and Foreign Commerce Committee; that
he was from the growing northern part of the state; and that he proba-
bly would have the nomination of both parties in the next election—
something he did not actually get until 1958.4> Moss assured Rayburn
he knew about business issues; that he could handle the job; and that
he really wanted it.**> And, oh yes, putting a Californian on Commerce
might be good for the Democratic Party. Rayburn was nobody’s push-
over. Moss found him friendly, but noncommittal.

A day or two later, Moss got a telephone call from the chairman
of the California delegation: “You’re on the Commerce Committee,
John. What the hell did you say to Rayburn?”4*

It had not hurt Moss to go to the Speaker to make his case. The
meeting began a strong relationship between the young Moss and the

34. See LEmMov, supra note 21, at 45-46.

35. See id. at 46.

36. See id.

37. See Interview by Seney with Moss, supra note 1, at iii.
38. See LEmov, supra note 21, at 46.

39. Id.

40. Id.

41. Id.

42. See Interview by Seney with Moss, supra note 1, at iii, 139.
43. See LEMoOV, supra note 21, at 46.

44. Interview by Seney with Moss, supra note 1, at 149.
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older, more powerful Rayburn.*> Rayburn placed Moss on the leader-
ship track, eventually landing him as deputy whip.*® Rayburn also
oversaw the appointment of Moss as chairman of the newly estab-
lished Special Subcommittee on Government Information, which was
established as a part of the Government Operations Committee.*’
And it was Rayburn who, directly or indirectly, supported Moss’s long
freedom of information battle.*®

III. GrROwTH OF GOVERNMENT SECRECY

World War II witnessed an immense growth of the federal gov-
ernment coupled with the wartime need for a high degree of secrecy—
at least as to military-security information. Winning the war took pre-
cedence over everything. In the years immediately following World
War II, the military’s need to guard and control information declined,
but secrecy and censorship limiting the flow of government informa-
tion to the public continued.*” During the Cold War and the anti-com-
munist hysteria that followed, both the Truman and Eisenhower
Administrations responded with many information and security re-
strictions, the Truman Loyalty Program among them.>® Some restric-
tions became what appeared to be a permanent apparatus for state
secrecy.

Due to government and public reaction to the uncertainties of the
Cold War, thousands of documents were classified as secret. The pre-

45. See BERRY JONES, DicTiONARY OF WORLD BioGrapHYy 710 (4th ed. 2017) (indicating
that Rayburn was a U.S. Congressman from 1913 until 1961); ScHUDSsON, supra note 20, at 147
(indicating that in the 1940s and 1950s Congressman and then Speaker Rayburn was a powerful
figure); Deward C. Brown, The Same Rayburn Papers: A Preliminary Investigation, 35 THE Am.
ARrcHivist 331, 331 (1972) (indicating that Rayburn became Speaker in 1940 and acted as the
Chairman of the Democratic National Convention in 1948, 1952, and 1956); Interview by Seney
with Moss, supra note 1, at iii (indicating that Moss was born in 1913, the same year Rayburn
was first elected, and that Moss was elected to Congress as a Representative of the Third District
in 1952).

46. See Interview by Philip M. Stern with John Moss, U.S. House of Representatives, in
Wash. D.C. (Apr. 13, 1965). Moss did not seek to continue as deputy floor whip after his con-
frontation with the White House and the House leadership over the Freedom of Information
Act in the early 1960s. He said he wanted to pursue his own agenda and that he was not forced
to resign.

47. See SCHUDSON, supra note 20, at 40.

48. LEmov, supra note 21, at 46.

49. See ScHuDsoN, supra note 20, at 46; Harold C. Relyea, Freedom of Information, Pri-
vacy, and Official Secrecy: The Evolution of Federal Government Information Policy Concepts, 7
Soc. InpicaTors REs. 137, 138-39 (1980).

50. SchHuDSsoON, supra note 20, at 42. See generally Exec. Order No. 9,835, 3 C.F.R. Supp. 2
(1947) (the executive order that began the “Loyalty Program”); Deward, supra note 45, at 336
(pointing out the anti-communist hysteria that existed during the 1950s).
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vailing attitude towards government records was “when in doubt, clas-
sify.”>! Secrecy labels were slapped on seemingly innocent bits of data.
For example, the amount of peanut butter consumed by the armed
forces was classified as secret (the government feared this information
might enable an enemy to determine our military preparedness). A
twenty-year-old report describing shark attacks on shipwrecked
sailors was classified as secret, as was a description of modern adapta-
tions of the bow and arrow.>?

In the midst of this wave of Cold War secrecy, Moss confronted
executive branch secrecy for the first time.>* During his first term in
Congress, while on the House Post Office and Civil Service Commit-
tee, Moss became concerned with the discharge of some 2,800 federal
employees for alleged “security reasons.”>* Moss felt that the dismis-
sals ought to be explained more thoroughly by the Civil Service Com-
mission.”> The firings had a devastating effect on employees and
reflected poorly on the civil service in general. Besides, Moss believed
the majority of the people dismissed had probably not been let go
because they lacked patriotism, but for other minor incidents or be-
cause of disagreements with their superiors. An instinctive civil liber-
tarian, Moss was sensitive to questionable charges of disloyalty. So the
young congressman, as a member of the committee with jurisdiction,
formally requested that the Civil Service Commission produce the
records relating to the discharge of all 2,800 employees.*® His request
was flatly denied by the Civil Service Commission.”” It seemed as
though that would be the end of it. With the Republicans in control of
both the Executive Branch and Congress, he was stymied.>® But Moss
did not forget the issue, or the affront.

IV. ROLE ofF THE PRESS

The Cold War, the “red scare” and similar concerns continued to
broaden government control over information. Kent Cooper, the ex-
ecutive director of the Associated Press, popularized the phrase “right

51. Bruck Lapp, Crisis IN CREDIBILITY 188 (1968).

52. Id. at 188-89; Bruce Ladd, 50 Years After FOI Act, Celebrating Government Trans-
parency, THE NEws & OBSERVER (July 3, 2016), http://www.newsobserver.com/opinion/op-ed/
article87239527.html.

53. See ScHUDSsON, supra note 20, at 45-46.

54. Lapp, supra note 51, at 189.

55. Id.

56. Id.

57. Id.

58. Id. at 189-90.
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to know” in his 1956 book by the same name.>® He wrote: “American
newspapers do have the constitutional right to print . . . but they can-
not properly serve the people if governments suppress the news.”®°
Cooper cited a 1945 New York Times editorial that had referred to the
“right to know” as a “good new phrase for an old freedom.”®!

The American Society of Newspaper Editors (ASNE) organized
a freedom of information committee in the late 1940s.°* The commit-
tee pressed to obtain access to government records but the levels of
secrecy and the complexity of attempting to get facts from the now-
bloated federal government caused one of its chairmen to say that the
situation “frightened [him] very, very much, because, for the first
time, [he] really realized the perils that we face in this country.”®® Edi-
tors became so concerned about the denial of information to the press
and the public that they commissioned Harold Cross, a leading news-
paper lawyer and counsel to the New York Herald Tribune, to prepare
a report on federal, state, and local information rights. Cross’s report
was published in 1953 under the title, “The People’s Right to
Know.”®* It was funded by ASNE.5°

The Cross report confirmed press fears over the systematic denial
of government information and asserted that the press and the public
have an enforceable legal right to inspect government records for a
lawful or proper purpose.®® In ringing terms, Cross spelled out a new
constitutional and legal principle: “Public business is the public’s busi-
ness. The people have the right to know. Freedom of information is
their just heritage. Without that, the citizens of a democracy have but
changed their kings.”¢’

The Cross report looked mainly at the state of the law as re-
flected in court decisions either granting or denying the right to ac-
cess.®® It also focused primarily on state and local law because under
existing federal law, “in the absence of a general or specific act of
Congress,” there was absolutely no enforceable right of the public or

59. HerRBERT N. FOERSTEL, FREEDOM OF INFORMATION AND THE RiGHT TO KNOW 15
(1999).

60. Kent CooPER, THE RigHT TO KNOW Xii (1956).

61. Id. at xiii.

62. ScHUDSON, supra note 20, at 42.

63. FOERSTEL, supra note 59, at 16.

64. Id. at 17.

65. Id. at 17.

66. See HaroLD L. Cross, THE PEoPLE’s RiGHT TO KNOW Xiii, 49-50 (1953).

67. Id. at xiii.

68. See id. at 48, 58.
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the press to access government documents.®® The federal government
was, in fact, subject to a series of statutes and regulations essentially
making federal records and information the private property of each
federal agency and ultimately of the White House.”®

Thus, Cross’s book, which became the Bible of the press and ulti-
mately a guide to the Congress regarding freedom of information,
opened the way toward a more open government—but only in general
terms.”" Cross said the First Amendment “points the way[;] [t]he func-
tion of the press is to carry the torch.””?> Where to carry the torch and
how to secure such a public right to government information re-
mained unclear.

Just after the publication of Cross’s book, the Eisenhower Ad-
ministration precipitated an incident that gave the issue of control of
government information and public access to such information more
national prominence and a new leader.”?

In 1954, the voters returned a Democratic Congress to Washing-
ton.”* Around the same time, President Eisenhower created the Office
of Strategic Information (OSI).”> The OSI was officially established in
the Department of Commerce at the request of the National Security
Council.”® Tt quickly became controversial.

The idea was to ask industry and the press to “voluntarily” re-
frain from disclosing any strategic information that might assist ene-
mies of the United States.”” At that time, the primary enemy was, of
course, the Soviet Union. The chill of the Cold War dominated the
American consciousness. OSI’s new director was R. Karl Honaman,
who later moved to the Department of Defense under Secretary of
Defense Charles Wilson.”®

On March 29, 1955, Defense Secretary Wilson issued a directive
to all government officials and defense contractors stating that, in or-
der for an item to be cleared for publication or released to the public,
it not only had to meet security requirements, but also had to make a

69. Id. at 197.

70. See id. at 23, 198-99.

71. ScHUDSON, supra note 20, at 42.

72. Cross, supra note 66, at 132.

73. See Albert G. Pickerell, Secrecy and the Access to Administrative Records, 44 CaL. L.
REv. 305, 306-08 (1956).

74. ScHUDSON, supra note 20, at 40.

75. FOERSTEL, supra note 59, at 18-19.

76. Id. at 19.

77. See Wallace Parks, Secrecy and the Public Interest,26 GEo. WasH. L. REv. 23, 44-45, 62-
64 (1957).

78. FOERSTEL, supra note 59, at 19-20.
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“constructive contribution” to defense and national security.” Under
this standard, the government would have had almost total control
over all information released and, at the time, there was no possibility
of court review of such decisions.®

This new barrier of government secrecy infuriated editors, report-
ers, and the press generally.®' Editorials were published opposing the
Eisenhower Administration’s information policy.®* Time magazine
commented that “such a policy is just the thing for government offi-
cials who want to cover up their own mistakes by withholding non-
constructive news.”®3

J.R. Wiggins of the Washington Post and chairman of the ASNE
government information committee, said “newspapers will not join in
the conspiracy with this or any other administration to withhold from
the American people non-classified information.”®* The public battle
between the Eisenhower Administration and the press could not help
but come to the attention of the newly-elected Democratic Con-
gress—and to interested members like Moss.®

One historian later noted that the battle may have precipitated
the most important event on the path to the Freedom of Information
Act; that event was the creation of a Special Subcommittee on Gov-
ernment Information in 1955, thereafter known as the “Moss
Subcommittee.”%¢

Some evidence suggests that Moss became interested in the de-
nial of information to the press and public in 1955 when he met with
press lawyer and author Harold Cross.®” It was perhaps Moss’s own
experience with the Civil Service Commission’s roadblock to his infor-
mation requests and Cross’s eloquence that merged the strands of the
issue for Moss. The controversy also came up at a moment in time
when the political climate was ripe for at least an inquiry into the
problem of access to government information.

79. Id. at 19-20.

80. See Pickerell, supra note 73, at 306-10.
81. FOERSTEL, supra note 59, at 20.

82. Id.

83. Id.

84. Id.

85. See id. at 21.

86. Id.

87. See id. at 22.
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V. CREATION OF THE SPECIAL SUBCOMMITTEE ON (GOVERNMENT
INFORMATION

From his new position as a junior member of the Government
Operations Committee, Moss saw a chance to deal with an issue that
he cared about a lot and that affected many.®® A short time after his
appointment, Moss talked with William Dawson, the chairman of the
Government Operations Committee, and suggested that the commit-
tee authorize a “study” to determine the extent of information with-
held by the Executive Branch.®

Moss’s sense of the right of the public, as well as the prerogatives
of the Congress, undoubtedly fueled his interest in freedom of infor-
mation. His meetings with editors, reporters, and author Harold Cross
increased his interest.”* And he read the newspapers, as did the lead-
ership.”’ They thought that secrecy in government could be a poten-
tially powerful political issue.”” Moss directed Dr. Wallace Parks, a
committee counsel, to undertake a preliminary inquiry.”® Parks, who
later became counsel to Moss’s Government Information Subcommit-
tee, wrote a memorandum—undoubtedly with Moss’s supervision—to
committee chairman Dawson, indicating that there was indeed a trend
toward suppression and denial of access to government information,
that it was growing, and that it affected areas of government un-
touched by security considerations.” What happened next can only
have been authorized by Speaker Rayburn.

In an effort to solicit support for a new subcommittee on govern-
ment information and withholding, Moss and Parks, armed with their
memorandum, approached House leadership through Majority
Leader John McCormick of Massachusetts.”> According to a commit-
tee staff member at the time, McCormick, Rayburn, and others in the
leadership were “pushed out of shape because the Administration was
withholding information from Congress. [They] wanted to get the
press aroused over the issue so [that the Administration would be
pressured on behalf of Congress] . . . .”?% Moss, with his progressive

88. See LADD, supra note 51, at 191.

89. Id. at 190.

90. See FOERSTEL, supra note 59, at 22.
91. See id.; LapD, supra note 51, at 191.
92. See LADD, supra note 51, at 190.

93. See id.

94. Id.

95. See FOERSTEL, supra note 59, at 21.
96. Id. at 21-22.
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attitudes and willingness to tackle big interests, clearly thought more
broadly than access solely by the Congress.®’

With the support of McCormick and Rayburn, a new Special Sub-
committee on Government Information was established on June 9,
19552 A memorandum from Chairman Dawson—again written by
Parks under Moss’s direction—noted that, “An informed public
makes the difference between mob rule and democratic govern-
ment. . . . [ am asking your Subcommittee to make such an investiga-
tion as will verify or refute these charges.””

The chairman of the new and potentially powerful Special Sub-
committee on Government Information might have been any one of
several senior members of the House. It was, instead, the very junior
representative from California, John Moss.'®

Why would the Democratic leadership of the new Congress place
responsibility for the chairmanship of such a potentially powerful sub-
committee in the hands of a second-term congressman? Only Ray-
burn, McCormick, and Moss know the answer to that question and
they are long gone. But Moss’s early willingness to tackle big
problems, demonstrated both in the California legislature and on the
Post Office and Civil Service Committee, may have played a role.
Leadership might have noted Moss’s intense interest in the subject
and his personal drive. Otherwise, perhaps, Rayburn just liked the
young congressman.

Moss’s sudden rise to a key House position may have simply been
a case of the right leader appearing at the right time. One thing is
certain, Moss thought there was a job to be done and he wanted the
job “desperately.”'®® Whatever the reason, when he assumed the
chairmanship of the new Special Subcommittee on Government Infor-
mation, Moss could not have known the true extent of the struggle
that he had embarked upon, nor how long, and how difficult that bat-
tle would be.

VI. SussTaNTIVE AND PoLiticaL OpposiTioN TO FOTA

Ten years after being named chairman of the Special Subcommit-
tee on Government Information in 1955, and eleven years after con-
fronting the federal government’s wall of secrecy over alleged

97. See LaDD, supra note 51, at 190.
98. See FOERSTEL, supra note 59, at 22; LApD, supra note 51, at 190.
99. See FOERSTEL, supra note 59, at 22.

100. See Lapp, supra note 51, at 191.

101. See id.

Page 69



14 SOUTHWESTERN JOURNAL OF INTERNATIONAL LAW [Vol. 24

employee disloyalty, Moss was still struggling to move a freedom of
information bill out of the House of Representatives.'*> He had spent
most of these years in Congress immersed in a seemingly endless in-
vestigation of what he considered mostly unjustified government re-
fusals to give up information and in an effort to write a bill that could
become law.'” In numerous hearings, he targeted “silly secrecy,” or
the Government’s refusal to disclose such vital data, as: the modern
uses of the bow and arrow and the amount of peanut butter consumed
by United States soldiers.'**

Most of the subcommittee investigations, hearings, and reports
resulted in confrontations with federal agencies that did not want to
give his subcommittee, and the public, information from agency
files.'> Every federal agency that testified before the subcommittee
opposed what was then known as the “federal records law.”!%¢

Moss believed that he was fighting a denial of a basic right.'°” But
that right was not, and still is not, spelled out in the Constitution. The
right to obtain information can only be inferred from the right to
speak freely under the First Amendment to the Constitution. Moss
wondered—perhaps doubted—if Congress would ever guarantee
what most people incorrectly thought was already a part of the right
to free speech under the First Amendment.'*®

In 1965, as Moss opened hearings on what would be the final,
dramatic struggle over the public information law, he noted that there
now was a “legal void” into which executive agencies had moved be-
cause of Congress’s failure to guarantee a fundamental right.'®

102. See id. at 204, 206.

103. See FOERSTEL, supra note 59, at 25; David R. Davies, An Industry in Transition: Major
Trends in American Daily Newspapers, 1945-1965, ch. 8 (1997) (unpublished Ph.D. dissertation,
University of Alabama) (on file with author), http://ocean.otr.usm.edu/~w304644/ch8.html.

104. See LapD, supra note 51, at 188-89; Nate Jones, John Moss’s Decade-Long Fight For
FOIA, as Chronicled in “People’s Warrior” by Michael Lemov, UNREDACTED: NAT'L SECURITY
ARCHIVE Brog (Oct. 1, 2011), https://nsarchive.wordpress.com/2011/10/01/4230/ (referencing
Lemov, supra note 21).

105. See C.J. Ciamarella, The Freedom of Information Act—And the Hero Who Pioneered It,
Pac. Stanparp (June 29, 2016), https://psmag.com/news/the-freedom-of-information-act-and-
the-hero-who-pioneered-it.

106. See Federal Public Records Law: Hearing on H.R. 5012 Before the Subcomm. on Foreign
Operations and Gov'’t Info. of the H. Comm. on Gov’t Operations, 89th Cong. 1 passim (1965)
[hereinafter House Hearing] (statement of Rep. John E. Moss, Chairman, H. Subcomm. on For-
eign Operations and Gov’t Info); LADD, supra note 51, at 204 (“In the past, every executive
agency testifying on the legislation had opposed it”).

107. See House Hearing, supra note 106, at 2.

108. See id.

109. Id.
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He also recognized that the issue touched a very sensitive nerve
of the executive branch, especially with the president. President Lyn-
don Johnson did not lean favorably towards increased access to gov-
ernment information.''® The respected New York Times columnist
Arthur Krock described Johnson’s attitude as “tight official lip.”'!!
Johnson not only distrusted the press but, “was convinced that the
press hated him and wanted to bring him down.”!!?

Moss, responding to such concerns, said that, “no one supporting
the legislation would want to throw open Government files which
would expose national defense plans to hostile eyes.”''®> But at the
same time, the government should not “impose the iron hand of cen-
sorship on routine Government information.”''* Between these ex-
tremes, Moss suggested, there might be an opening for compromise,
one which had thus far eluded Congress and his subcommittee.'!>
Moss knew that, if the bill ever made it to the White House, he did not
have the votes to override a presidential veto.''¢

The final round of hearings on the bill was courteously con-
ducted. Beneath the calm lurked a major confrontation between the
President and Congress. A key witness for the executive position
came from the Department of Justice, Assistant Attorney General
Norbert A. Schlei, testifying on behalf of the White House as well as
the Justice Department.'!” Schlei stated that the proposed law was un-
constitutional because it impinged on the power of the president to
keep information secret when release was “not in accord with his
judgment of what was in the public interest.”!!®

Because of the “scope and complexity of modern government,”
Schlei said, “there are, literally, an infinite number of situations
wherein information in the hands of government must be afforded va-
rying degrees of protection against public disclosure. The possibilities

110. See 112 Conag. REec. 13,641 (daily ed. June 20, 1966) (statement of Rep. John E. Moss),
https://www.gpo.gov/tdsys/pkg/ GPO-CRECB-1966-pt10/pdf/GPO-CRECB-1966-pt10-8-2.pdf.

111. Arthur Krock, How Johnson Keeps Tight Official Lip, DEs MoINEs REG., Mar. 9, 1965,
at 6.

112. RoBERT DALLEK, FLAWED GIANT: LYNDON JOHNSON AND His TiMEs, 1961-1973, at 368
(1998).

113. House Hearing, supra note 106, at 2.
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115. See id.

116. See George Kennedy, How Americans got their right to know, Joun E. Moss Founb.
(1996), http://www.johnemossfoundation.org/foi/kennedy.htm.

117. House Hearing, supra note 106, at 3 (statement of Norbert A. Schlei, Assistant Att’y
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of injury to private and public interests through ill-considered publica-
tion are limitless.”!''® Highly sensitive FBI reports containing the
names of undercover agents and informers, for example, were pro-
tected only by the president’s claimed right of “executive privilege”
and ancient legal precedent. The subject was just too complicated, too
changing, to be covered by any system of legal rules.'*°

Schlei predicted that Moss’s bill would destroy the delicate bal-
ance between Congress and the Executive Branch, and that the legis-
lation would eliminate “any application of judgment to questions of
disclosure or nondisclosure . . . .”'?! It would substitute a single legal
rule that would automatically determine the availability, to any per-
son, of all records in the possession of federal agencies—except Con-
gress and the courts, which were excluded from Moss’s bill. That
approach, according to the Justice Department representative, was
impossible and could only be fatal.'?? There was no way of eliminating
judgment from the process used to resolve the problem. “The problem
is too vast, too protean to yield to any such solution.”'*

Schlei’s testimony ended with an apparent veto threat.'>* Moss’s
bill, Schlei said, impinged on the authority of the president to with-
hold documents where he determined that secrecy is in the public in-
terest.'* Since the bill would contravene the Separation of Powers
Doctrine, it would be unconstitutional.'*® Neither the Department of
Justice, nor its spokesman, discussed the scope of the claimed execu-
tive privilege right—which is not explicitly referred to in the Constitu-
tion."” Nor did the Justice Department indicate how the term “in the
public interest” could be defined.

Moss challenged the witness and, through him, the president. He
said the problem they were dealing with would not go away anytime
soon.'?® He recalled that the House and the Senate had been working
on a freedom of information law for many years.'?® The Senate had
recently passed a bill identical to Moss’s House proposal and written

119. House Hearing, supra note 106, at 5 (statement of Norbert A. Schlei, Assistant Att’y
Gen. of the United States).

120. Id. at 6-7, 16.
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by Moss’s staff. Moss asserted, “[W]e have not been impetuous here.
Ten years in moving to a piece of legislation is rather a long period of
time. . . . [T]his step can be taken now and . . . it will succeed . .. .”"3°

One of Moss’s strongest congressional backers was a freshman
Republican congressman from Illinois named Donald Rumsfeld.
Rumsfeld, years later a secretary of defense with a very different per-
spective on information disclosure, not only supported Moss at the
hearings, he also maintained his support with speeches on the House
floor.'*! According to Bruce Ladd, a member of his staff, Rumsfeld
convinced Minority Leader Gerald Ford and the House Republican
Policy Committee to back the bill.!*> They attacked the Johnson Ad-
ministration for not supporting it, although they had been strangely
silent on the issue during the Eisenhower Administration.'** The po-
litical stakes over the proposed Freedom of Information Act were
growing.'

VII. Tacrtics: THE LoNG INVESTIGATION

The Special Subcommittee on Government Information had been
created in 1955 with little public notice.'*> The issue of freedom of
information versus government secrecy had not yet gained public trac-
tion ten years earlier.

The press, however, had long been frustrated by its inability to
get government documents. As far back as the 1940s, the ASNE es-
tablished a Freedom of Information Committee. Initially chaired by
James Pope, editor of the Louisville Journal, it commissioned the
landmark study by Harold Cross, the Herald Tribune counsel, which
was published in 1953.'3¢ Pope said, in a forward to the Cross book:
“[W]e had only the foggiest idea of whence sprang the blossoming
Washington legend that agency and department heads enjoyed a sort
of personal ownership of news about their units. We knew it was all
wrong, but we didn’t know how to start the battle for reformation.”!3”

Cross had opened his report with ringing statements of convic-
tion: “Citizens of a self-governing society must have the legal right to
examine and investigate the conduct of its affairs, subject only to
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133. See id. at 207-08.
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those limitations imposed by the most urgent necessity. To that end
they must have the right to simple, speedy enforcement . . . .”"* Cross
cited Patrick Henry’s statement at the dawn of the Republic: “To
cover with the veil of secrecy the common routine of business is an
abomination in the eyes of every intelligent man.”'%°

All that was missing was a workable plan of action. Even when
Moss and his special subcommittee got started in November 1955, the
press did not focus much attention on the early hearings. As Congres-
sional Quarterly reported, representatives of the press were asked to
testify first before the subcommittee.'*® Russell Wiggins of the Wash-
ington Post told the subcommittee that newspaper editors were dis-
turbed by the withholding of information in many areas of
government.'*! “We think it is due to the size of Government . . . and
. . . to declining faith in the wisdom of the people . . . .”'** James
Reston, chief of the New York Times Washington bureau asserted that
withholding information was part of a growing tendency by govern-
ment officials to “manage” news that might harm their image.'* Tt
was a barely concealed jab at Johnson.

Philip Young, chairman of the Civil Service Commission, coun-
tered that the commission, not just the president, had inherent power
under the Constitution to withhold information from Congress, the
press, and the public.'** Officials of several government agencies testi-
fied that, if transactions or even conferences with private businesses
were made public, it would be difficult to obtain frank disclosures and
recommendations.'*

Less than a year after its creation, the Moss subcommittee for-
warded its first “interim” report.'*® The idea was to energize members
of Congress by telling them what the Executive Branch was doing.
The staff report noted that the heads of departments often failed to

138. Id. at xiii.

139. Id. (quoting THE DEBATES IN THE SEVERAL STATE CONVENTIONS OF THE ADOPTION OF
THE FEDERAL ConstrTutioN VoL. III, at 170 (Jonathan Elliot ed., 2d ed. 1827), http:/
olllibertyfund.org/titles/elliot-the-debates-in-the-several-state-conventions-vol-3 (follow “Fac-
simile PDF” hyperlink under “Available in the following formats™)).

140. See CONG. QUARTERLY SERV., CONGRESS AND THE NATION 1945-1964, at 1738 (1965)
[hereinafter CoNG. QUARTERLY SERV., 1956].

141. Id.

142. Id.

143. Id.

144. Id.

145. Id.

146. See Availability of Information from Fed. Departments and Agencies, H.R. REP. No.
84-2947, at 91 (1956) [hereinafter House Report 84-2947].
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furnish information even to Congress, based on a “naked claim of
privilege.”'*” At that time, the staff was headed by two new-
spapermen, Sam Archibald and Jack Matteson.'*® Their report argued
that “Judicial precedent recognizes the power of Congress to grant
control over official government information . . . If Congress can grant
control . . . it follows that it can also regulate the release of such
information . . . .”1%°

The Department of Justice submitted a 102-page rebuttal.’° It is
hard to conceive of a federal agency asserting any similar definition of
unbridled executive power today: “Congress cannot under the Consti-
tution compel heads of departments to make public what the presi-
dent desires to keep a secret in the public interest. The president
alone is the judge of that interest and is accountable only to his coun-
try . . . and to his conscience.”’>!

As the dispute grew more intense, Moss suggested that if the De-
partment of Justice was right, “Congress might as well fold up its tent
and go home.”1>?

Defense Department officials were prominent witnesses before
the Moss subcommittee.'>* With the Vietnam War expanding and the
Cold War still raging, national security fears were a major part of the
information debate. Assistant Secretary Robert Ross did offer a mi-
nor concession.'>* He said that in the department’s recently issued di-
rective, information must make a “constructive contribution to the
defense effort or it could not be released.”'> That said, he added that
it did not apply to press inquiries.'® He did not mention inquires by
Congress or members of the public.

147. See id. at 89.

148. See LADD, supra note 51, at 192 (noting that Congressman Moss, in his capacity “as
chairman of the new Subcommittee on Government Information[,]” appointed Samuel J. Archi-
bald as staff director); Memorandum from John S. Warner, Legislative Counsel of the Central
Intelligence Agency, to the Office of Legislative Counsel (May 6, 1964) (on file with Central
Intelligence Agency Library), https://www.cia.gov/library/readingroom/docs/CIA-RDP66B004
03R000200220042-8.pdf (noting Jack Matteson’s involvement with Congressman Moss’s
Subcommittee).

149. ConG. QUARTERLY SERV., 1956, supra note 140 (quoting the 26-page staff report of the
Subcommittee “presenting legal analysis of the right of Congress to obtain information from the
Executive Branch”).

150. See id.

151. Id. (quoting the 102-page rebuttal brief submitted by the Justice Department to the
Subcommittee).

152. Id.

153. See id.

154. See id. at 1738-39.

155. Id.

156. See id.
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Another witness, Trevor Gardner, former assistant secretary of
the Air Force, had resigned a few months prior, in protest against De-
fense Department information policies.'>” He stunned the subcommit-
tee, testifying that at least half of all currently classified defense
department documents were not properly secret.!”® Gardner gave an
example of excessive secrecy by noting that a leading nuclear physi-
cist—Robert Oppenheimer—had been denied security clearance by
the Atomic Energy Commission in 1954.'>° Inconveniently, Oppen-
heimer kept coming up with valuable, top secret nuclear ideas.'®®
Gardner thought keeping Oppenheimer uninformed was absurd."®

In July 1956, the Moss subcommittee issued its first formal report,
which summed up its initial year of work.'®®> Despite the opposition of
every federal agency that testified, the report concluded:

It, therefore, is now incumbent upon Congress to bring order out of

the present chaos. Congress should establish a uniform and univer-

sal rule on information practices. This rule should authorize and re-

quire full disclosure of information, except for specific exceptions

defined by statute or restricted delegation of authority to withhold

for an assigned reason within the scope of the authority delegated.

The withholding should be subject to judicial review and the burden

of proof should be on the official who withholds information.'%3

Republican Congressman Claire Hoffman filed vigorous dissent-
ing views to the report, asserting that the information powers of the
president—Dwight Eisenhower—could not be lawfully limited.'®*

But the brief statement in the report by Moss and a nearly unani-
mous subcommittee, neatly summarized the heart of what was to be-
come the Freedom of Information Act, an act that could not pass
Congress for another ten long years. A Moss-Hennings amendment

157. See id. at 1739.

158. See id.

159. See id.

160. See id.

161. See id.

162. See id.

163. House Report 84-2947, supra note 146, at 93.

164. Id. at 96-99. The report was unanimous; however, Ranking Member Clare Hoffman (R-
Michigan) filed additional views which were critical of possible legislation regarding public and
congressional access to federal records. See id. Hoffman stated “the right of the citizen, of the
Congress, to be advised of the information possessed by the executive departments is subject to
several limitations, as is the right to a free press, to free speech, to freedom of petition, and every
other right guaranteed by the Constitution. There must be a reason for the exercise of the
right. . . . [The right] is limited by the fact that the Constitution grants to the President certain
authority, imposes upon him certain duties. Acting in performance of those duties, within the
scope of the authority granted, he is under no obligation to explain or justify his acts, either to
individuals or to the Congress.” Id. at 96.
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intended to limit the existing federal Housekeeping Law, giving own-
ership of records to executive agencies, did not change other federal
laws, which were used to deny information to the public.'®> Moss,
Hennings, and their allies had failed to bargain on the tenacity of the
federal bureaucracy—which had noted the reluctance voiced in Presi-
dent Eisenhower’s signing statement on the Moss-Hennings amend-
ment.'®® The Housekeeping amendment was ignored. Federal
agencies continued to cite other provisions of law authorizing them to
withhold information, either because it was not in the “public inter-
est,” the person claiming the information did not have a legitimate
right to get it, or the information might impair national security.'®’
Rarely did President Eisenhower have to make a formal claim of ex-
ecutive privilege. That authority was delegated down the line to rela-
tively low-level bureaucrats, who routinely blocked access to the
public, the press, and Congress.

Another report, issued in 1966 by the full Committee on Govern-
ment Operations in support of Moss’s proposed Freedom of Informa-
tion Act, claimed that improper denials of information requests had
occurred again and again for more than ten years through the admin-
istrations of both political parties.'®® Case after case of withholding of
information was documented. There was no adequate remedy.'®”

The 1966 report, approved by the full Government Operations
Committee, noted many instances of questionable agency denials:

—The National Science Foundation decided it would not be in
the “public interest” to disclose competing cost estimates submitted
by bidders for the award of a multi-million dollar deep sea study;

—The Department of the Navy ruled that telephone directories
fell within the category of information relating to “internal manage-
ment” of the Navy and could not be released;

—The Postmaster General ruled that the public was not “directly
concerned” in knowing the names and salaries of postal employees;

— Federal agencies refused to disclose the opinions of dissenting
members, even where a vote on an issue had been taken; and

—The Board of Engineers for Rivers and Harbors, which ruled
on billions of dollars of federal construction projects, said that “good

165. See House Hearing, supra note 106, at 227.

166. Clarifying and Protecting the Right of the Public to Information, H.R. REP. No. 89-
1497, at 1, 4 (1966) [hereinafter House Report 1497].

167. See House Hearing, supra note 106, at 4-5.

168. See House Report 1497, supra note 166, at 5.

169. See id. at 2, 5-6.
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cause” had not been shown to disclose the minutes of its meetings and
the votes of its members on awarding contracts.'”°

The committee reported that requirements for publication were
so hedged with restrictions that twenty-four separate terms were used
by federal agencies to deny information.!”" These included “top se-
cret,” “secret,” “confidential,” “official use only,” “non-public,” “indi-
vidual company data,” and a seemingly endless list of other words and
phrases.'”?

9 <

VIII. OpprosITION INCREASES

Proponents of a federal information law had other hurdles to
overcome. There were efforts to deny the Moss subcommittee funding
or completely eliminate it.'”> The ASNE committee wrote to the
Chairman of the Government Operations Committee, William Daw-
son, that “the importance of the Committee’s work cannot be exag-
gerated. . . . We who have seen the danger and the need are greatly
heartened, and we would like to see the Committee’s funds, its powers
and its influence vastly expanded.”!”*

The effort to de-fund the Moss committee did not succeed, but
Moss faced other attempts to take away his committee powers. In
1965, near the end of his long investigation, Moss and his staff wrote
and introduced a public information bill—identical to a Senate bill
offered by Senator Edward Long of Missouri (after Senator Hennings’
death in 1960)—which would enact a freedom of information law sim-
ilar to the one outlined in the subcommittee’s first report in 1955.'7°
But Moss’s progress was halted when, suddenly, he was unable to
muster a quorum of subcommittee members necessary to vote on the
bill.

When interviewed by the Albuquerque Journal about what was
happening to the Moss bill, subcommittee member Donald Rumsfeld
suggested that President Johnson’s opposition was the problem.'”® Ac-
cording to the Albuquerque Journal reporter, when asked why the

170. Id. at 5-6.

171. Id. at 6.

172. Id.

173. LeEmov, supra note 21, at 60.

174. Letter from James D. Pope, Exec. Editor, Louisville Courier Journal, to William L.
Dawson, Congressman, U.S. House of Representatives, Chairman, Committee on Gov’t Opera-
tions (Dec. 19, 1956) (on file with the National Archives).

175. See LaDD, supra note 51, at 203-04, 208.

176. Paul R. Wieck, ‘Chill’ Threatens Press Bill, ALBUQUERQUE J., July 11, 1965, at AS.
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subcommittee could not get members to meet and vote on the bill,
Rumsfeld answered, “We always managed to meet before.”!”’

Newspaper columnists Robert Alan and Paul Scott, writing in the
Tulsa World, reported that the Johnson Administration was pushing
to rewrite the bill to give the heads of all departments and agencies
authority to bar publication of official information.'”® An Associated
Press story said that the president had passed the word to jettison the
bill.!”? Moss’s actions in continuing to force a quorum and in replacing
the two absent subcommittee members showed he was determined to
push the bill through, despite the apparent opposition of a president
of his own party and, perhaps, of the seemingly conflicted House
leadership.

The Washington Post editorialized in 1965 that:
Congress should promptly approve the Federal public records law
now reintroduced by Senator Edward V. Long of Missouri and Rep-
resentative John Moss of California. . . . The principles it involves
have been extensively debated for the last decade. . . . Its great con-
tribution to the law is its express acknowledgement that . . . citizens
may resort to the courts to compel disclosure where withholding
violates the [law].!%°

Columnist Drew Pearson used his syndicated column, “Washing-
ton Merry-Go-Round,” to attack government secrecy.'® Pearson
wrote that it took a lengthy barrage of correspondence from Repre-
sentative John Moss, “crusader for freedom of information,” to get
the Defense Department to reveal the facts about the use of plush
private airplanes by defense department officials, even to the
Congress.'®?

Before his confrontations with the Johnson Administration, Moss
had a positive relationship with President John Kennedy on the is-
sue.'® That had led to charges that Moss was being “soft” on an ad-
ministration of his own party.'®* In Moss’s defense, Bruce Ladd, who
worked for Rumsfeld at the time, said that Kennedy was a supporter
of the principle of freedom of information and that Moss was trying to

177. Id.

178. Robert S. Allen & Paul Scott, More Press Controls, TuLsa WoRLD, July 31, 1965, at 6.

179. LADD, supra note 51, at 208.

180. Public Records Law, WasH. Post, TiMmEs HERALD, Mar. 1, 1965, at Al6.

181. See Peter Hannaford, Introduction to DREw PEARSON, WASHINGTON MERRY-GO-
Rounp, THE DREW PEARSON Diaries, 1960-1969, at xvii, xix (Peter Hannaford ed., 2015).

182. Drew Pearson, The Washington Merry-Go-Round Release Sunday, May 28, 1961, http://
auislandora.wrlc.org/islandora/object/pearson % 3A22500.

183. See LaDD, supra note 51, at 199, 205-06.

184. See id. at 201.
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work within the administration to change the attitude of federal agen-
cies.!®> Sigma Delta Chi, the national journalism society, nonetheless
charged that it was a “gentle” Moss who chided the Democratic bu-
reaucrats over secrecy, instead of the old fire-eating Moss of 1955 to
1960, who put scores of Republican bureaucrats on the witness stand
and hammered them relentlessly and publicly.'s°

Ladd, Rumsfeld’s staff member, wrote that the Moss critics had
overlooked the subcommittee’s exhaustive hearings which had de-
fined the secrecy problem. He thought Moss had moved to a less col-
orful phase of his investigation and was attempting a legislative
remedy. Ladd said that Moss was able to establish a working relation-
ship with the Kennedy administration, thus permitting “quiet persua-
sion” to sometimes take the place of public outcries.'®’

Kennedy did initiate one important change in government infor-
mation policy. He gave Moss a letter—at Moss’s request—agreeing to
assert executive privilege only personally and not delegate the power
to lower-level officials of his administration.'®® President Richard
Nixon later furnished a similar pledge.'®®

Republican support for a freedom of information bill, fueled by
Rumsfeld and then Minority Leader Gerald Ford, was new. It was
something that had been decidedly absent during the Eisenhower ad-
ministration. Growing press coverage made the issue better known to
the public.'®® The tide gradually began to turn. Moss waited, looking
for a way to overcome the hesitation—or opposition—of the House
leadership.'®! He decided to ask the Senate to move first.'*?

IX. TnHE SENATE END RUN; EMANUEL CELLER’S GIFT

Moss’s decision to temporarily cede the leadership, of the bill he
had written and an issue he had pursued for ten years, was important.

185. See id. at 199-201; Barry Schrader, Bruce Ladd, NORTHERN STAR, (Jan. 5, 2011), http:/
northernstar.info/alumni/hall_of_fame/bruce-ladd/article_bbd702ae-1911-11e0-ae70-0017a4a78
c22.html.

186. LADD, supra note 51, at 201.

187. Id.

188. Letter from John F. Kennedy, President, U.S., to John E. Moss, Congressman, U.S.
House of Representatives, Chairman, Special Gov’t Info. Subcommittee of the Committee on
Gov’t Operations (Mar. 7, 1962) (on file with the John E. Moss Foundation Website), http:/
www.johnemossfoundation.org/foi/from_jfk-orig.htm.

189. Presidential Statement About Executive Privilege, 76 Pus. PaPErs 184-86 (Mar. 12,
1973).

190. See LADD, supra note 51, at 203.

191. See id. at 203-04.

192. See id.
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With the backing of Democrat Senator Edward Long, Republican
Senator Everett Dirksen and—surprisingly—even the communist-
hunting Senator Joseph McCarthy, the Senate passed a bill identical to
the Moss bill in October 1965.1°° The House, however, still refused to
act on its own committee bill. So the Senate bill was sent over to
the House where it was to be assigned to a committee for
consideration.'”*

In a stunning defeat for information advocates, it was not re-
ferred to Moss’s subcommittee. It was, instead, sent by Speaker John
McCormack to the House Judiciary Committee.!”> And there it
languished.'?¢

When the Senate passed the Long bill and sent it to the House,
Editor and Publisher, the newspaper industry journal, observed that
House members were too involved in “mending fences” to offer the
public hope that anything could be accomplished to get the informa-
tion bill out of the House Judiciary Committee.'*” Editor and Pub-
lisher added, “It might be worth a try if enough newspapers were to
build a bonfire under that august body.”'*®

It was Moss who built the bonfire. He arranged a meeting with
the chairman of the House Judiciary Committee, the dignified Eman-
uel Celler, of Brooklyn.'”® Celler was seventy-six years old when Moss
met with him in 1965.?*° He had been elected to Congress from
Brooklyn’s Tenth Congressional District in 1922 when he was in his
mid-thirties.?*!

One would like to think that when John Moss came to see the
powerful committee chairman, Celler remembered his own economic
struggles as a young man, which were surprisingly similar to Moss’s.
The position of the Democratic leadership—and President Johnson—
on the Freedom of Information bill remained unclear.

Celler helped Moss. He turned jurisdiction of the Freedom of In-
formation bill over to Moss’s subcommittee.?*?

193. 112 Cona. REec. 13007 (1966); see LADD, supra note 51, at 208. See generally S. 1160,
89th Cong. (1965).

194. LapDp, supra note 51, at 208.

195. See id. at 203, 205.

196. See id.

197. Id. at 203.

198. Id.

199. Id. at 203-04.

200. See Celler, Emanuel, BlograpHICAL DIRECTORY OF THE U.S. CoNnG., http://bioguide
.congress.gov/scripts/biodisplay.pl?index=C000264 (last visited Oct. 18, 2017).

201. See id.

202. See LADD, supra note 51, at 203-04.
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Celler’s gift to Moss is almost unheard of in Congress. Ordinarily,
chairmen of major committees do not turn over significant legislation
to a junior member, especially one who is only the chair of a subcom-
mittee. But somehow, Moss had persuaded Celler to give him the
bill.?» Celler may have felt that Moss’s ten-year effort to get a free-
dom of information law through the Congress should not go unrecog-
nized.?** Perhaps Celler wanted to get rid of a hot potato which might
threaten his relations with the White House. Whatever the reason,
Celler’s action proved a momentous one.

Moss constructed the bonfire that newspapers wanted to build
with help from Celler, Rumsfeld, and the House Republicans.?*> With
jurisdiction, and at least a grudging yellow light from the House lead-
ership, the Government Operations Committee favorably reported
out the Moss information bill in May 1966.2°

The fact that Moss had been willing to wait for the Senate to act
and to take up the Senate bill—not a different House bill—was a key
decision. It meant that there would not have to be a possibly divisive
conference committee meeting between the two bodies. The bills were
the same. The House bill, which was identical to the Senate bill, was
reported to the full body and unanimously passed the House on June
20, 1966.2°7 Having passed both the House and Senate, it was sent to
the White House for the president’s signature.?®

X. PrRESIDENTIAL VETO THREAT

The stage was now set for either the final chapter or yet another
defeat for the unborn Freedom of Information Act. The bill was deliv-
ered on June 26, 1966, to President Lyndon Johnson at his Texas ranch
in Johnson City on the Pedernales River.?”® There it sat as the hot
summer days dragged by.

Neither Moss nor Senator Edward Long knew whether Johnson
would sign the bill.?'° The testimony of the Department of Justice in

203. See id.

204. See generally id. at 207.
205. Id. at 203, 210.

206. See id. at 204, 210.

207. See id. at 210.

208. Id.

209. Id. at 210; Thomas Blanton, Freedom of Information at 40, NAT’L SECURITY ARCHIVE
(July 4, 2006), http://nsarchive2.gwu.edu/NSAEBB/NSAEBB194/index.htm.

210. Labpp, supra note 51, at 210.
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1965 had opined the bill was unconstitutional.?!! Speaker McCormack
had let Moss know that the president was displeased with the informa-
tion bill and that the Executive Branch did not like it.>'> Moss had
moved forward against the wishes of the president.?!?

In June 1966, the press reported that things were looking bleak
for the Freedom of Information Act.?!* In an effort to reach an agree-
ment with the White House that would get the bill signed by Johnson,
Moss had met with Attorney General Nicholas Katzenbach.?!> He had
offered a concession. Moss suggested the Department give the House
some language that they would like to see in the House committee
report.?'® Such language, he added, might suggest a more acceptable
interpretation of the parts of the legislation that the White House op-
posed.?’” While offering to accept language in the House report, Moss
stood his ground on the terms of the bill itself: “I want this bill to be
passed. If counsel and the Justice Department can work out reasona-
ble report language and my committee goes along with it, I'll support
it—with the bill as written.”*!®

Moss’s staff and Justice Department lawyers jointly wrote a
House report.?!® It was approved by the committee and released.>*° It
was somewhat different than the text of the legislation. The House
Report suggested that Executive Branch officials would have more
discretion in determining whether authorization existed for them to
apply some of the bill’s exemptions, in order to deny information re-
quests.??! Moss went along with the jointly written report, although
some referred to it as a “sellout.”?*> Benny Kass, Moss’s committee
counsel, later said, “We believed the clear language of the law would
override any negative comments in the House report. If the statute is

211. See House Hearing, supra note 106, at 6-7 (statement of Norbert A. Schlei, Assistant
Att’y Gen., Department of Justice).

212. Lapp, supra note 51, at 205-06.
213. Id.

214. See, e.g., People’s Right to Know at Stake, L.A. TiMEs, June 17, 1966, at B4 (indicating
that, “Although [the Freedom of Information Act’s] passage is deemed a certainty, its fate at the
hands of President Johnson remains in doubt.”).

215. LeEmov, supra note 21, at 66.

216. See LaDpD, supra note 51, at 207.

217. See id.; see also LEmov, supra note 21, at 66.

218. Lemov, supra note 21, at 66 (quoting Kass Interview at 11).
219. Id.

220. Id.

221. Id.

222. Id.
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clear, you don’t look to the legislative history.”?*> More importantly, it
was the price of getting a bill.>** Moss and the bill’s supporters knew
they did not have the votes to override a presidential veto.**

In summary, the primary objections to the FOIA bill raised by
Executive Branch agencies (including the Department of Justice, the
Department of Defense, and the Civil Service Commission), incorpo-
rated the views of the White House. They included major concerns
about disclosure of:

1. information which could damage national defense or foreign

policy interests of the U.S,;

2. inter-agency or intra-agency deliberations which might inhibit

government decision-making;

3. personal files of individuals which should be kept private;

4. information which could impair law enforcement actions of

federal agencies, including the names of FBI informants;

5. trade secrets and other traditionally confidential business in-

formation; and

6. any other information which the president or his deputies

deemed necessary to kept secret because such action was “in the

public interest.”?2°

With significant narrowing limitations, particularly incorporating
judicial review of agency denials of information requests and a shift of
the burden of proof to the government to defend its denials of infor-
mation requests, most of these executive branch objections were in-
corporated in some form into the final FOIA bill.>*”

Moss and his allies now waited. The bill was on Johnson’s desk in
Texas. Moss was not sure whether his agreement with the Department
of Justice, which resulted in the House report language, would lead to
a presidential signature.>*® Moss had also explained the bill to the

223. Id. (quoting Kass Interview at 12); see also 2 Executive Privilege, Secrecy in Government,
Freedom of Information: Hearings on S. 858, S. Con. Res. 30, S.J. Res. 72, S. 1106, S. 1142, S.
1520, S. 1923, and S. 2073 Before the Subcomm. on Intergovernmental Relations of the S. Comm.
on Government Operations and the Subcomm. on Separation of Powers and Administrative Prac-
tice and Procedure of the S. Comm. on the Judiciary, 93d Cong. 126 (1973) [hereinafter Senate
Hearing on Freedom of Information] (testimony of Benny L. Kass, attorney at law) (Kass testi-
fied “I don’t think it was a sellout but in any event it was really the price of getting the bill. It was
my legal advice to both the chairman of this committee and the chairman, Congressman Moss,
that the legislative history only interprets and does not vitiate in any way the legislation and that
the legislation was strong and was there.”).

224. Senate Hearing on Freedom of Information, supra note 223.

225. LEmov, supra note 21, at 66.

226. See 5 U.S.C. § 552 (b) (1)—(9) (West 2007 & Supp. 2017) (amended 2016).

227. See id.

228. LEmov, supra note 21, at 66.

Page 84



2018] JOHN MOSS AND THE ROOTS OF THE FREEDOM OF INFORMATION ACT 29

president during at least two meetings at the White House. Whether
his explanations had been convincing remained unclear.

Rather than recessing for the July 4 holiday, Congress adjourned
that year.?”® The adjournment was significant. Under the Constitution,
if Congress is in adjournment and the president fails to sign legislation
delivered to him within ten days, the bill is “pocket vetoed.”*° No
Congressional vote to override is possible. Thus, if Johnson did not
sign the bill by midnight July 4, 1966, it would be dead.**' The entire
process would have to be repeated again, perhaps in some future
Congress.

Bill Moyers, Lyndon Johnson’s press secretary at the time, had
initially been skeptical of the need for a Freedom of Information Act
and had sided with all federal agencies in opposition to the bill.>*> But
over time, noting broad press support and growing congressional sup-
port for the legislation, Moyers changed his position.>** By July 1966,
he had become a supporter.

Moss told his staff to talk to the press.** He called newspaper
editors all over the country regarding the proposed law.>*>

XI. FOIA BecowmEes Law

On July 4, the last possible day, it appeared that Johnson would
not sign the bill because of his objections to its impact on the powers
of the presidency. Pressure from the press and Congress was in-
tense.?*® The issue had become political. The Republican Policy Com-
mittee had announced support for the legislation. The mid-term
congressional elections were approaching in the fall. The president
was focused on problems of foreign policy, mostly the growing Viet-

229. Id. at 67.

230. Pocket Veto, 4 THE ENcYCLOPEDIA OF THE UNITED STATES CONGRESs (Donald C. Ba-
con et al. eds., 1995).

231. See Telegram from Robert C. Notson, Exec. Editor, The Oregonian, and President,
American Society Newspaper Editors, to Bill Moyers, Press Secretary of President Lyndon B.
Johnson (July 2, 1966) [hereinafter Telegram to Moyers] (on file with the National Security
Archive), https://nsarchive2.gwu.edu/NSAEBB/NSAEBB194/Document %2010.pdf.

232. LeEmov, supra note 21, at 67.

233. See id.; see also, e.g., Telegram to Moyers, supra note 231.

234. LEmov, supra note 21, at 67; see also Bill Moyers, Bill Moyers on the Freedom of Infor-
mation Act, PBS (Apr.5, 2002), http://www.pbs.org/now/commentary/moyers4.html (“only some
last-minute calls to LBJ from a handful of newspaper editors overcame the President’s
reluctance . . . .”).

235. Lemov, supra note 21, at 67; see also Bill Moyers, Bill Moyers on the Freedom of Infor-
mation Act, PBS (Apr.5, 2002), http://www.pbs.org/now/commentary/moyers4.html.

236. See Moyers, supra note 235.
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nam conflict.>*” Domestic issues were no longer Johnson’s priority. At
the last minute, Moyers went to Johnson’s office and recommended
that he sign the bill. Johnson agreed.>*®

At the signing, Johnson issued a statement alluding to his deep
sense of pride that the United States is an open society in which the
people’s right to know is cherished and guarded.?*® But Moyers, his
press secretary at the time, later wrote about what had happened be-
hind the closed doors. According to Moyers:

LBJ had to be dragged kicking and screaming to the signing cere-

mony. [Johnson] hated . . . of journalists rummaging in government

closets; hated them challenging the official view of reality. He dug in

his heels and even threatened to pocket veto the bill after it reached

the White House. Only the courage and political skill of a Congress-

man named John Moss got the bill passed at all, and that was after a

twelve-year battle against his elders in Congress who blinked every

time the sun shined in the dark corridors of power. They managed

to cripple the bill Moss had drafted. And even then, only some last-

minute calls to LBJ from a handful of newspaper editors overcame

the President’s reluctance; he signed . . . [the f—ing thing] as he

called it . . . and then went out to claim credit for it.?*°

So the Freedom of Information Act became law.

The concerns of Moyers, that the bill had been “crippled,” and of
others, that Moss had sold out, did not prove to be correct. Over the
years, the courts have generally adhered to the broad principle of dis-
closure enunciated in the bill and have been critical of agencies at-
tempting to withhold information.>*! The exception has been in cases
involving national security. It is primarily in that area, or where there
is a presidential claim of executive privilege, that the law has failed to
increase government information to the public.?** Executive branch
delays in furnishing documents and the cost of persons and organiza-

237. See, e.g., Kent Germany, Lyndon B. Johnson: Foreign Affairs, MiLLER CTR., https:/
millercenter.org/president/Ibjohnson/foreign-affairs (last visited Nov. 19, 2017) (explaining Presi-
dent’s Johnson’s focus on U.S. foreign affairs, with the Vietnam conflict taking center stage).

238. See Press Release, Office of the White House Press Secretary, Statement by the Presi-
dent Lyndon B. Johnson Upon Signing S. 1160 (July 4, 1966) [hereinafter Press Release Presi-
dent Johnson FOIA Signing], https://nsarchive2.gwu.edu//nsa/foia/FOIARelease66.pdf.

239. Id.

240. Moyers, supra note 235.

241. See, e.g., Hall v. C.LA., 668 F. Supp. 2d 172, at 182, 194 (D.D.C. 2009) (citing McGehee
v. C.ILA., 697 F.2d 1095, 1110 (D.C. Cir. 1983)); see also Nat’l Sec. Counselors v. C.I.A., 960 F.
Supp. 2d 101, 206 (D.D.C. 2013) (citing Mead Data Cent., Inc. v. U.S. Dept. of Air Force, 566
F.2d 242, 261 (D.C. Cir. 1977)).

242. See e.g., Armstrong v. Exec. Office of the President, 90 F.3d 553, 567 (D.C. Cir. 1996);
Kissinger v. Reporters Comm. for Freedom of the Press, 100 S.Ct. 960, 966 (1980).
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tions going to court to retain them remain major problems and a de-
terrent to greater use of the Act.

The legislative struggle that was commenced by Moss in 1954 en-
ded successfully in 1966.>** “Twas a sparkling Fourth [of July] for Fol
[Freedom of Information] crusaders,” said J. Edward Murray, chair-
man of the American Society of Newspaper Editors’ Freedom of In-
formation Act Committee.*** “The long campaign in the never-ending
war for freedom of information was crowned by a signal triumph][,]”
he said.**® “The ‘dead hero’ of the battle was the distinguished news-
paper lawyer Harold L. Cross,” who wrote the basic treatise in
1953.24 The “living hero,” said Murray, “was the distinguished Cali-
fornia Representative John E. Moss, Congress’s most inveterate
FOIA champion.”**’

The Freedom of Information Act has been amended several
times since 1966, most recently in 2016.%*® It has mostly been strength-
ened by Congress—particularly in 1974 and in 1996—to make the
withholding of information by the federal government more difficult,
to apply to electronic records, and to permit attorney’s fees to be
awarded to those whose requests for government data are improperly
denied.>*

As Moss understood, despite the list of exemptions, the principle
of openness had been firmly established. The law is used annually by
as many as 700,000 “persons” (private citizens, newspaper reporters,
organizations and businesses) to obtain government information.?*°

243. See Press Release President Johnson FOIA Signing, supra note 237.

244. Edward J. Murray, ‘Twas a Sparkling Fourth for FOI Crusaders, 500 BULL. OF THE AM.
Soc’y or NEwsPAPER EDITORS, Aug. 1, 1966, at 3.

245. 1d.

246. Id.

247. 1d.

248. FOIA Improvement Act of 2016, Pub. L. No. 114-185, 130 Stat. 538 (2016).

249. See 5 U.S.C. § 552 (a) (4) (E) (West 2007 & Supp. 2017) (amended 2016) (“The court
may assess against the United States reasonable attorney fees and other litigation costs reasona-
bly incurred in any case under this section in which the complainant has substantially pre-
vailed.”); Presidential Statement on Signing the Government in the Sunshine Act, 773 Pus.
PaPERs 2236-37 (Sept. 13, 1974) (“[T]he provision of the Freedom of Information Act which
permits an agency to withhold certain information when authorized to do so by statute has been
narrowed to authorize such withholding only if the statute specifically prohibits disclosure, or
establishes particular criteria for the withholding, or refers to particular types of matters to be
withheld.”); Press Release, Office of the White House Press Secretary, Statement by the Presi-
dent William J. Clinton Upon Signing H.R. 3802 (Oct. 2, 1996), https://nsarchive2.gwu.edu//nsa/
foia/presidentstmt.pdf (“The legislation I sign today brings FOIA into the information and elec-
tronic age by clarifying that it applies to records maintained in electronic format.”).

250. See DEP’T OF JUSTICE, SUMMARY OF ANNUAL FOIA REPORTS FOR FiscAL YEAR 2012
(2012).
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Moss knew the act was not perfect. “You have to make compromises,”
he said.>>! A decade after FOIA’s enactment, he added “If you com-
pare it with today, we’ve made vast progress. If you ask me if we’ve
made enough, the answer is no.”??

Before he died in 1997, Moss recalled that he knew from the be-
ginning that the Freedom of Information Act would require continu-
ing change to deal with new conditions. It would be, he predicted, a
never-ending battle.>>?

XII. FrReepOM OF INFORMATION WORLDWIDE

The “never ending battle” for the Freedom of Information con-
tinues around the world today. According to FreedomInfo.org, today
there are 117 countries with freedom of information laws, or similar
administrative regulations.?>* Some of the most recent to adopt such
laws are Sri Lanka, Togo, and Vietnam.?>*

This proliferation of official legal avenues for citizens to access
much of their government’s information affirms that the “right to
know” is considered a universal value. While the motivations for each
of the 117 countries with Freedom of Information regimes are as va-
ried as the countries themselves, one-near constant remains: rarely
have governments themselves voluntarily opened their files to their
citizens; the legislation has been thrust upon them by journalists, envi-
ronmentalists, historians, and anti-corruption advocates.>>®

The worldwide adoption of freedom of information legislation
can perhaps be categorized into three waves: The Early Adopters, in-
cluding Sweden (the first by 200 years), Finland in 1951, the United
States in 1966 and other countries that adopted freedom of informa-
tion legislation before the end of the Cold War. The Post-Cold War
Openness era, including former Communist and Eastern Bloc states
like Hungary and Bulgaria, but also a plethora of other countries that,
when freed from the worldwide competition of capitalism and com-
munism, were able to become more open. And finally what Thomas S.
Blanton of The National Security Archive has termed “The Openness
Revolution,” a period continuing from the early 1990s to the pre-

251. Interview by Seney with Moss, supra note 1, at 204.

252. Kennedy, supra note 116.

253. LEmov, supra note 21, at 69.

254. List of Countries with FOI Regimes, supra note 6.

255. See id. (indicating that Sri Lanka, Togo, and Vietnam implemented freedom of informa-
tion regimes in 2016).

256. See Thomas S. Blanton, The Openness Revolution: The Rise of a Global Movement for
Freedom of Information, 1 DEv. DiALOGUE 7, 7 (2002).
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sent.?” This latest period has even largely overcome the closed-gov-
ernment backlash of the September 11, 2001 terrorist attacks. Over
sixty countries including India, Mexico, and Tunisia added freedom of
information laws during this period.*®

In 1766, Swedish Riksdag member Anders Chydenius succeeded
in establishing the world’s first freedom of information law, His Maj-
esty’s Gracious Ordinance Relating to Freedom of Writing and of the
Press.>° Tt opened “those recesses of knowledge” previously unavaila-
ble to the Swedish public—including the cost of pine-tar, the com-
modity used to seal ships, a key reason the Ordinance was drafted.?°
The right to know remains built into the Swedish Constitution.?' The
next freedom of information law was not passed until 1951 when Fin-
land, still heavily influenced by its neighbor, passed a law similar to
Sweden’s.?®? But it was not until after John Moss’s successful en-
deavor in 1966 in the United States that other countries in large num-
bers began realizing the importance of—and enacting their own—
freedom of information legislation. France passed its law in 1978.2%
Between 1982 and 1983 commonwealth members Canada, Australia,
and New Zealand each passed their own versions of a freedom of in-
formation law.?** Mirroring the challenges Moss faced, an Australian
senator commented, upon taking governmental power in 1983, “If we
are going to do anything to reform the Freedom of Information Act,
and if we want to, we had better do it in the first fortnight, before the
new government has any secrets to hide.”?*> Of course, simply being
an early adopter of freedom of information legislation, or any
adopter, does not necessarily guarantee that the legislation is well-
drafted or fully enforced.

The second wave of freedom of information laws came after the
end of the Cold War, including—but not exclusive to—the previously
communist states of eastern and central Europe. One scholar, Ivan
Szekely, has written that during the communist era, Eastern Bloc

257. See id. at 12-14.

258. List of Countries with FOI Regimes, supra note 6.

259. See Gustav Bjorkstrand & Juha Mustonen, Introduction: Anders Chydenius’ Legacy To-
day, in THE WORLD’s FIRsT FREEDOM OF INFORMATION AcT 4, 4 (2006).

260. See Juha Manninen, Anders Chydenius and the Origins of World’s First Freedom of
Information Act, in THE WoORLD’s FIRsT FREEDOM OF INFORMATION AcT 18, 41 (2006).

261. See id. at 18.

262. See List of Countries with FOI Regimes, supra note 6.

263. Id.

264. Id.

265. Alan Missen, Freedom of Information- the Australian Experience, 100 FREEDOM OF
InrFo. REV. 42, 43 (2002).
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countries had only “peculiar” or limited sources for transparency:
samizdat, hand-copied, illegally circulated literature, and “the
reimported public sphere” of western broadcast radio, including the
U.S.-produced and broadcast Radio Free Europe and Radio Lib-
erty.>*® But despite this restricted starting position, these previously
communist countries realized the importance of open government and
soon began to institute their own freedom of information laws.
Among the first was Hungary, which, along with privacy protections
has a constitution that, with exceptions, declares the availability of
data of public interest as a fundamental right.?®” Ukraine passed a
freedom of information law in 1992 and enshrined the right in its con-
stitution in 1996.2°® Bulgaria and Romania have also enacted freedom
of information laws, in 2000 and 2001, respectively.?®® While the free-
dom of information laws established in post-communist countries cer-
tainly are not perfectly written or perfectly implemented, information
author Ivan Szekely writes that they are having or have had the de-
sired effect: “In all likelihood, greater transparency has complicated
the lives of people holding high office, people who attempted to ex-
ploit the situation after the democratic transition, and people who
tried to preserve and convert their earlier influence.”*”°

But the Cold War dividend did not only benefit those formerly
communist countries. Other countries including Ireland (1997), Thai-
land (1997), and Japan (1999) also passed freedom of information laws
during this wave.?”! As Blanton writes, each of these three laws was
also the result of a public backlash to government scandal or corrup-
tion.?”> In Ireland, the most damaging scandal was a public “Anti-D”
blood bank in which errors by the Blood Transfusion Service Board
potentially put as many as 100,000 mothers at risk, without initially
raising any alarm.?”® Thailand adopted freedom of information legisla-
tion as part of a wholesale constitutional reform and enacted as a re-

266. Ivan Szekely, Central and Eastern Europe: Starting from Scratch, in THE RIGHT TO
Know: TrRansPARENCY FOrR AN Open WorLD 116, 118 (Ann Florini ed., 2007).

267. See id. at 122.
268. Id. at 123; see also Ukraine Law of Information N.48 Art. 650 (1992).

269. Szekely, supra note 266, at 123-24; see also Law For Access to Public Information of
Bulgaria (2000); Regarding the Free Access to Information of Public Interest Romania (2001).

270. Szekely, supra note 266, at 138.
271. Blanton, supra note 256, at 12-13.
272. Id. at 7, 13.

273. See id. at 12; Caroline O’Doherty, Anti-D Scandal was a Bloody Disgrace, IRisH Exam-
INER (Feb. 21, 2014), http://www.irishexaminer.com/viewpoints/analysis/anti-d-scandal-was-a-
bloody-disgrace-259488.html.
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sult of mass demonstrations against the military regime.?’* In Japan,
local freedom of information laws revealed the billions of yen spent
on food and alcohol by Japanese government officials entertaining
each other—and led to the passage of a national statute.?”>

Finally, the third, continuing wave of countries enacting freedom
of information laws is what Blanton has termed “The Openness
Revolution.”?”® By 2002, there were some forty-five countries that had
established some form of freedom of information legislation.?”” To-
day, fifteen years later, that number has more than doubled to 117
countries, and shows no sign of slowing.?’® The first two phases of
freedom of information laws were primarily spurred from pressure
from below—citizens forcing their governments to share the price of
pine tar, revealing the disparate funding for different school districts,
shining light on government budgets and spending, and disclosing in-
formation about ecological issues.?’® During the third phase, this pres-
sure from below is combined with pressure from above. This increased
pressure from above came and comes from international institutions,
such as the United Nations, which has long declared, “[f]reedom of
information is a fundamental human right . . . .”?* Similarly, other
institutions such as the International Monetary Fund and World Bank
have concluded that better access to information makes for better
markets and better standards of living.?®!

The U.S.-led Open Government Partnership launched in 2011 “to
provide an international platform for domestic reformers committed
to making their governments more open, accountable, and responsive
to citizens[,]” now boasts seventy countries that have committed to

274. Blanton, supra note 256, at 13.

275. Id. at 13-14.

276. Id. at 8.

277. 1d.

278. See List of Countries with FOI Regimes, supra note 6; see also Eight Countries Adopt
FOI Regimes in 2016, FREEDOMINFO.ORG (Dec. 28, 2016), http://www.freedominfo.org/2016/12/
eight-countries-adopt-foi-regimes-2016/.

279. See Thomas S. Blanton, The Global Openness Movement in 2006: 240 Years after the
First Freedom of Information Law, Access to Government Information Now Seen as a Human
Right, in THE WoRLD’s FirsT FREEDOM OF INFORMATION AcT 80, 82 (2006); Blanton, supra
note 256, at 13-14.

280. G.A. Res. 59 (I), at 95 (Dec. 14, 1946); see also ToBy MENDEL, FREEDOM OF INFORMA-
TION: A COMPARATIVE LEGAL SURVEY 7 (2d ed. 2008).

281. See JorRG DECRESsIN, INT'L MONETARY FunD, EUROPE HITTING 1TS STRIDE 46 (2017);
MustapHA KAMEL NABLI, THE WoORLD BANK, BREAKING THE BARRIERS TO HiGHER Eco-
Nomic GROwTH 97-98 (2007).
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work to “develop and implement ambitious open government
reforms.”?%2

A few of the many successes from this Openness Revolution in-
clude India, Mexico, and Tunisia.”®*® After a decades-long fight,
spurred along by multiple, diverse, grassroots efforts to end the gov-
ernment’s monopoly on information, India passed a freedom of infor-
mation law in 2002 and a strengthened law in 2005.2%* The Indian law
includes a provision that Moss was unable to build into the American
FOIA: an Information Commission which (in theory) is the final arbi-
ter responsible for adjudicating disputes between citizens and the gov-
ernment.”® According to one Indian FOI expert, Shekhar Singh,
“perhaps not since the concept of democracy itself was first conceived
has any idea so caught the imagination of the people of India and so
promised to revolutionize the way they will allow themselves to be
governed.”?%¢

Mexico passed its freedom of information law in 2002.%*” In 2006,
the Mexican Constitution was reformed to establish minimum stan-
dards of disclosure at the federal, state, and municipal levels. The law
established a website called “Infomex,” which users can use to send
requests, appeal agency decisions, and consult every request and pub-
lic response ever processed electronically.?®® According to the website
Freedominfo.org, “this type of electronic filing system gives citizens
the ability to view the progress and trajectory of Mexico’s trans-
parency over time, and represents one of the most advanced Web-
based information portals in the world.”?®® The Mexican freedom of
information law also surpasses the U.S. in another key provision that,
at least in theory, forbids hiding or denying information related to
gross human rights violations.?*°

282. How It Works, OpEN Gov’t P’sHip, https://www.opengovpartnership.org/about/about-
ogp/how-it-works (last visited Oct. 21, 2017).

283. MENDEL, supra note 280, at 5, 55, 81; Kouloud Dawahi, Tunisia Breaks Down Govern-
ment’s Secrecy Walls, FREEDOMINFO.ORG (June 16, 2016), http://www.freedominfo.org/2016/06/
tunisia-breaks-down-governments-secrecy-walls/.

284. Shekhar Singh, India: Grassroots Initiatives, in THE RiGHT To KNOw: TRANSPARENCY
FOR AN OPEN WORLD 19, 23-24, 43-45 (Ann Florini ed., 2007).

285. Id. at 45-46.
286. Id. at 52.
287. MENDEL, supra note 280, at 80.

288. Freedom of Information: Overview, FREEDOMINFO.ORG, http://www.freedominfo.org/re
gions/latin-america/mexico/mexico2/ (last visited Oct. 21, 2017).

289. Id.
290. See MENDEL, supra note 280, at 81.
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After establishing itself as perhaps the only successful political
revolution of the Arab Spring, Tunisia further solidified its fledgling
democracy by passing its own freedom of information law in 2016.*!
According to Kouloud Dawahi, the Tunisian law is based upon pub-
lished consensus international norms, and succeeded in part because
Tunisia made a public commitment to be admitted into the interna-
tional Open Government Partnership.”®> Again, this young law sur-
passes the American FOIA in one significant way, requiring the law to
apply to both Tunisia’s central and local governments, each of the its
three branches (executive, legislative, and judiciary), and to other rel-
evant Dbodies, including public enterprises and regulatory
authorities.?”

The international movement toward freedom of information
laws, spurred in part by the American Freedom of Information Act
and its author John Moss, is nothing short of remarkable.

XIII. INTERNATIONAL AND AMERICAN CHALLENGES

At arecent U.S. Senate Judiciary Committee Hearing commemo-
rating the fiftieth anniversary of the U.S. Freedom of Information
Act, Senator Al Franken (D-MN) took issue with a survey showing
that on paper, Russia had a stronger freedom of information law than
the United States.?** “I can’t believe that,” Franken said.?*> He had an
important point; in one year alone the U.S. Freedom of Information
law led to major revelations about Pentagon officials misleading Con-

291. Shelly Culbertson, Tunisia is an Arab Spring Success Story, OBSERVER (Apr. 20, 2016),
http://observer.com/2016/04/tunisia-is-an-arab-spring-success-story/; Kouloud Dawahi, Tunisia
Breaks Down Government’s Secrecy Walls, FREEDOMINFO.ORG (June 16, 2016), http:/
www.freedominfo.org/2016/06/tunisia-breaks-down-governments-secrecy-walls/.

292. Dawabhi, supra note 291.

293. Id. The U.S. law applies only to the federal executive branch. 5 U.S.C. § 552 (f) (West
2007 & Supp. 2017) (amended 2016) (“‘agency’ as defined in section 551(1) of this title includes
any executive department, military department, Government corporation, Government con-
trolled corporation, or other establishment in the executive branch of the Government (includ-
ing the Executive Office of the President), or any independent regulatory agency . . ..”).

294. Senate Judiciary Committee Hearing at 1:14:55, FOIA at Fifty: Has the Sunshine Law’s
Promise Been Fulfilled?, ComMm. oN THE JUDICIARY (July 12, 2016), https://www.judiciary.senate.
gov/hearings/watch?hearingid=891D29A7-5056-A066-6027-F695186CBC6A; see also Country
Data, RigHT TO INFO. RATING, http://www.rti-rating.org/country-data/ (last visited Oct. 21,
2017).

295. Senate Judiciary Committee Hearing at 1:15:24, FOIA at Fifty: Has the Sunshine Law’s
Promise Been Fulfilled?, ComM. oN THE JubpIciary (July 12, 2016), https://www.judiciary.senate.
gov/hearings/watch?hearingid=891D29A7-5056-A066-6027-F695186CBC6A. Having filed free-
dom of information requests in both the United States and Russia, we can attest that Franken
was correct; in actuality the U.S. system works much better than the Russian. http:/
old.svobodainfo.org/en/node/2580.
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gress on the Department of Defense’s handling of sexual assault cases,
the EPA and state decisions that led to lead poisoning of children in
Flint, Michigan, widespread overcharging in Medicare, cheese marked
as being “100% parmesan” actually containing no parmesan, and hun-
dreds more.>®® That is an important yardstick for other governments
because the disclosures directly challenged important executive ac-
tions and functions.

But merely because information requests can win the release of
documents from their governments does not mean that the laws and
their implementation do not need to be improved. Of the 117 freedom
of information laws that exist, many that appear strong on paper are
actually weak in practice. Public servants are often ignorant of, or out-
right hostile to such laws. Judges and ombuds offices are often overly
deferential to their colleagues in governments. Threshold issues, in-
cluding poor record keeping, destruction of documents, and lack of
resources, all too often make requested records difficult or impossible
for the public to find. Unacceptably long delays are all too common.
For instance, in the United States, the National Security Archive has
some FOIA requests that have been pending for two decades.?*’

However, there is progress as well. Countries, including many
cited in this paper, have proven that such obstacles can be overcome.
Perhaps the best way to measure and improve international openness
is for countries to legislate, and to ensure that they actually facilitate
the “Five Fundamentals” of openness. As Blanton has written:

[O]penness advocates have reached consensus on the five funda-

mentals of effective freedom of information statutes:

* First, such statutes begin with the presumption of openness. In

other words, information is not owned by the state; it belongs to the

citizens.

* Second, any exceptions to the presumption must be as narrow as

possible and written in statute, not subject to bureaucratic variation

and the change of administrations.

296. FOIA Commands Headlines as Law Approaches 50th Birthday, NAT'L SECURITY
ARrcHIVE (June 13, 2016), http://nsarchive2.gwu.edu/news/20160613-FOIA-Commands-Head
lines-as-Law-Approaches-50th-Birthday/.

297. NAT’L ARCHIVES AND RECORDS ADMIN., ANNUAL FREEDOM OF INFORMATION AcCT
(FOIA) ReporT VILE. (2015), https://www.archives.gov/files/foia/reports/2015.pdf; see also
Nate Jones, The Long, Ugly Journey of a FOIA Request Through the Referral Black Hole, UN-
REDACTED: NAT'L SECURITY ARCHIVE BLOG (June 3, 2016) [hereinafter The Long, Ugly Jour-
ney of a FOIA Request], https://nsarchive.wordpress.com/2016/06/03/the-long-ugly-journey-of-a-
foia-request-through-the-referral-black-hole/.

Page 94



2018] JOHN MOSS AND THE ROOTS OF THE FREEDOM OF INFORMATION ACT 39

* Third, any exceptions to release must be based on identifiable
harm to specific state interests, not general categories like “national
security” or “foreign relations.”

* Fourth, even where there is identifiable harm, the harm must out-

weigh the public interest served by releasing the information, such

as the general public interest in open and accountable government,

and the specific public interest in exposing waste, fraud, abuse,

criminal activity, and so forth.

* Fifth, a court, an information commissioner, an ombudsperson or

other authority that is independent of the original bureaucracy

holding the information should resolve any dispute over access.”®

Beyond these fundamentals, it is now increasingly clear that, in
the information age, a “sixth fundamental” is required for freedom of
information laws.?*® This policy requires that governments make their
information widely available to and easily usable by the public.>®
Documents likely to be requested under freedom of information laws
should be proactively posted online; releases to requesters—
processed with taxpayer funds—should also be made digitally availa-
ble to the widest possible audience, not shipped in a package and pos-
sibly lost forever in a desk drawer.’!

Even after the passage of the 2016 FOIA Improvement Act,*?
(creating a requirement of reasonably foreseeable harm to a protected
interest, if a request for government information is denied) an honest
appraisal of the American law shows that often in practice—if not in
text—it does not fulfill all of the six principles of openness. In a study
of one recent year, up to sixty percent of all American FOIA requests
were withheld in whole or in part.’*** The government’s FOIA exemp-
tions remain very broad and easy to apply;*** years and decade-long

298. Thomas S. Blanton, The Global Openness Movement in 2006: 240 Years after the First
Freedom of Information Law, Access to Government Information Now Seen as a Human Right,
in THE WoRLD’s FirsT FREEDOM OF INFORMATION AcT 80, 87 (2006).

299. See Lauren Harper, What the US National Action Plan is Missing, UNREDACTED: NAT’L
SEcURITY ARCHIVE BLoG (Nov. 8, 2013), https://nsarchive.wordpress.com/2013/11/08/what-the-
us-national-action-plan-is-missing/.

300. See id.

301. Id.

302. President Obama Signs Freedom of Information Act Improvements into Law, NAT'L SE-
curitYy ARcHIVE (June 30, 2016), http://nsarchive2.gwu.edu/news/20160630-Obama-signs-Free-
dom-of-Information-Act-Improvemnents/. See generally Freedom of Information Improvement
Act of 2016, Pub L. No. 114-185, S. 337, 114th Congress (2016).

303. See Nate Jones, FOIA Statistics Shows the DOJ’s “94.5% Release Rate” is a —Ahem—
“Stretch”, UNREDACTED: NAT'L SECURITY ARCHIVE BrocG (Feb. 29, 2012), https:/nsarchive.
wordpress.com/2012/02/29/foia-statistics-shows-the-dojs-94-5-release-rate-is-a-ahem-stretch/.

304. See Nate Jones, The Next FOIA Fight: The B(5) “Withhold It Because You Want To”
Exemption, UNREDACTED: NAT'L SECURITY ARCHIVE BroG (Mar. 27, 2014), https:/ns
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delays often effectively deny requesters the information they need,?*
and fees are often used to deter people from making requests (even
though they cover just one percent of all government FOIA costs).?°
The Department of Justice (which implements FOIA), the FOIA
Ombuds Office, and the federal courts all too often provide unquali-
fied support to agency withholdings.>"’

But as FOIA’s author, Representative John Moss knew all too
well, this reality should not be surprising. Despite the “vast pro-
gress”?% made in the United States and internationally, there is al-
ways much more to be done to ensure that citizens have full access to
their information.

archive.wordpress.com/2014/03/27/the-next-foia-fight-the-b5-withold-it-because-you-want-to-ex-
emption/.

305. The Long, Ugly Journey of a FOIA Request, supra note 296.

306. Nate Jones, Unnecessary Freedom of Information Act Fees, UNREDACTED: NAT'L SE-
CURITY ARCHIVE BLoG (Mar. 18, 2015), https:/nsarchive.wordpress.com/2015/03/18/unnecessary
-freedom-of-information-act-fees/. https://nsarchive.wordpress.com/2015/03/18/unnecessary-free
dom-of-information-act-fees/.

307. See, e.g., Nat’l Sec. Archive v. Cent. Intelligence Agency, 752 F.3d 461, 463, 468 (D.C.
Cir. 2014); CIA Successfully Conceals Bay of Pigs History, NAT'L SECURITY ARCHIVE (May 21,
2014), http://nsarchive2.gwu.edu/news/20140521/ (quoting Nat’l Sec. Archive, 752 F.3d at 463,
468).

308. Lemov, supra note 21, at 69; see also Kennedy, supra note 116 (quoting author’s 1996
interview with John E. Moss).
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To: liLA) (FB)
Cc: LA) (FBI)
Subject: 350.0rg Results --- UNCLASSIFIED//B3EQ.

SentinelCaseld: | |
SentToSentinel: 5/13/2016 5:33:00 PM

Classification: UNCLASSIFIED//ES¥0

Sent for Approval for RECORD//Sentinel Case

Per your request, this is what we have on the 350.org planned protests:

FBINET:
According to| () |

[dated 05/02/2016:

Environmental activists are calling for “mass action” protests against “bomb trains” and fracked gas or
oil infrastructure during the period of May 4 to 15, 2016.

National activist groups, and regional chapters, have expressed support for protests at rail corridors and
key sites related to production and transport of fossil fuels in the United States and Canada.

To date, the activist group 350.org cites planned protests in:

- Albany, New York (May 14 for protest; training camp during May 11-13);

- Anacortes, Washington (May 14 cited for protest; unstated activities planned for May 13 and 15);

- Denver, Colorado (May 12 and 14);

- Los Angeles, California (May 14);

- Philadelphia, Pennsylvania (May 7);

- St. Augustine, Florida (May 15);

- Vancouver, British Columbia (May 13-14);

- Washington, DC (May 15); and

- Whiting, Indiana, near Chicago (May 14).

Los Angeles, California: Protest march planned to take place on Saturday, May 14, 2016, for the
downtown Los Angeles area, described by activists as “the epicenter of neighborhood and urban drilling
in California — and stronghold of the fossil fuel industry,” during the April 6 preparatory webinar the
organizer from 350.org cited the following reasons as the impetus for the march and protest in Los
Angeles:

- In November 2014, nearly three billion gallons of waste water from oil fracking companies in central
California spilled into water aquifers, compounding issues during an ongoing drought.

- Qil spills into the ocean from offshore oil fracking are common.

- Fracking residue is “dumped in the ocean” and “contaminates aquifers at a time of drought.”

Activists plan to march through downtown Los Angeles on Saturday, May 14, “hitting” a corporate
headquarters in a demand to move to 100% renewable energy “as soon as possible.”

- The demonstration begins with a rally at Los Angeles City Hall, starting at 1:00 Pacific time.

- Protesters will march approximately one mile through downtown Los Angeles, with a stop at SoCal Gas
Headquarters (https://la.breakfree2016.org/logistics/).
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b7C -1
b7E -1
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b7E -1

Pagd ®7v-1869-9501



- The march route will “snake” for approximately 1 mile through the downtown area, with stops at the
offices of SoCal Gas and the Los Angeles City Council.

- In a posting on the promotional website, the organizers of this state, “We’ll let you know the exact
meeting place soon.”

- Participants are urged to “bring: Signs, Bullhorns, Musical Instruments, Walking shoes, Snacks/Food,
Water, You shouldn’t bring: Weapons of any kind, Drugs or illegal contraband.”

- Information on this planned protest may be accessed at: hitips://la. breakfree2i16.orp/logistics/ *

For each of the planned events, promotional materials seek volunteers willing to engage in civil
disobedience and risk arrest to block access to ports or to "Stop the Bomb Trains."

Organizers recommend that prospective protesters who do not live near locations of planned
demonstrations travel to participate or support the cause by other means, such as fundraising, making
phone calls, and supporting social media advocacy campaigns.

350.org are referenced in multiple FBI investigations and assessments for their planned protests and
disruptions.

UNET/Open Source:

b7E -3
350.org is a climate-focused online campaign founded by writer/activistl bé -5
b7C -5
No further information regarding specific LA targets.
Let me know if you have any questions.
Thanks,
b6 -1
b7C -1

Pagd ©8v-1869-9502



Classification: UNCLASSIFIED//ES¥0

Pagd ®9v-1869-9503



Gl?&lllr%lian

This article is more than 4 years old

Revealed: FBI violated its own rules
while spying on Keystone XL
opponents

Houston investigation amounted to ‘substantial non-compliance’ of

rules
Internal memo labels pipeline opponents as ‘environmental
extremists’
FBI failed to get approval before it opened files on protesters in Texas
Paul Lewis in
Washington and
Adam Federman
Tue 12 May 2015
06.59 EDT

Documents show for the first time how FBI agents have been closely monitoring anti-Keystone activists
in violation of its guidelines. Photograph: Guardian

The FBI breached its own internal rules when it spied on campaigners against the Keystone XL
pipeline, failing to get approval before it cultivated informants and opened files on individuals
protesting against the construction of the pipeline in Texas, documents reveal.

Internal agency documents show for the first time how FBI agents have been closely
monitoring anti-Keystone activists, in violation of guidelines designed to prevent the agency
from becoming unduly involved in sensitive political issues.
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The hugely contentious Keystone XL pipeline, which is awaiting approval from the Obama
administration, would transport tar sands oil from Canada to the Texas Gulf coast.

It has been strongly opposed for years by a coalition of environmental groups, including some
involved in nonviolent civil disobedience who have been monitored by federal law
enforcement agencies.

The documents reveal that one FBI investigation, run from its Houston field office, amounted
to “substantial non-compliance” of Department of Justice rules that govern how the agency
should handle sensitive matters.

One FBI memo, which set out the rationale for investigating campaigners in the Houston area,
touted the economic advantages of the pipeline while labelling its opponents “environmental
extremists”.

An FBI memo labels opponents of the controversial pipeline as
‘environmental extremists'. Photograph: Guardian

An FBI memo detailing ‘non-compliance’ by the Houston field
office. Photograph: Guardian

“Many of these extremists believe the debates over pollution, protection of wildlife, safety, and
property rights have been overshadowed by the promise of jobs and cheaper oil prices,” the FBI
document states. “The Keystone pipeline, as part of the oil and natural gas industry, is vital to
the security and economy of the United States.”
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The documents are among more than 80 pages of previously confidential FBI files obtained by
the Guardian and Earth Island Journal after a request under the Freedom of Information Act.

Between November 2012 and June 2014, the documents show, the FBI collated inside
knowledge about forthcoming protests, documented the identities of individuals
photographing oil-related infrastructure, scrutinised police intelligence and cultivated at least
one informant.

It is unclear whether the source or sources were protesters-turned-informants, private
investigators or hackers. One source is referred to in the documents as having had “good access
and a history of reliable reporting”.

The FBI investigation targeted Tar Sands Blockade, a direct action group that was at the time
campaigning in southern Texas.

However, the partially redacted documents reveal the investigation into anti-Keystone activists
occurred without prior approval of the top lawyer and senior agent in the Houston field office,
a stipulation laid down in rules provided by the attorney general.

Confronted by evidence contained in the cache of documents, the agency admitted that “FBI
approval levels required by internal policy were not initially obtained” for the investigation,
but said the failure was remedied and later reported internally.

The FBI files appear to suggest the Houston branch of the investigation was opened in early
2013, several months after a high-level strategy meeting between the agency and TransCanada,
the company building the pipeline.

For a period of time - possibly as long as eight months - agents acting beyond their authority
were monitoring activists aligned with Tar Sands Blockade.

Tar Sands Blockade appeared on the FBI’s radar in late 2012, not long after the group began
organising in east Houston, the end destination for Keystone’s 1,660-mile pipeline.

Environmental activists affiliated with the group were committed to peaceful civil
disobedience that can involve minor infractions of law, such as trespass. But they had no
history of violent or serious crime.

Ron Seifert, a key organiser at Tar Sands Blockade, said dozens of campaigners were arrested in
Texas for protest-related activity around that time, but not one of them was accused of violent
crime or property destruction.

The group focused on Houston’s heavily industrialised neighbourhood of Manchester, where
the Valero Energy Corporation has a massive refinery capable of processing heavy crude oil.

Between early November 2012 and June 2014, the documents show, the FBI collated inside-
knowledge about forthcoming protests, documented the identities of individuals
photographing oil-related infrastructure, scrutinised police intelligence and cultivated at least
one informant.
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'The Houston Division had identified an emerging threat from
environmental extremists targeting construction projects of the
TransCanada Keystone XL Pipeline within the Houston Domain.'
Photograph: Guardian

It is unclear whether the source or sources were protesters-turned-informants, private
investigators or hackers. One source is referred to in the documents as having had “good
access, and a history of reliable reporting”.

At one point, the FBI’s Houston office said it would share with TransCanada “any pertinent
intelligence regarding any threats” to the company in advance of a forthcoming protest.

One of the files refers to Houston police officers who stopped two men and a woman taking
photographs near the city’s industrial port, noting they were using a “large and sophisticated
looking” camera.

Two of the individuals were described as having larger subject files in the FBI’s Guardian
Threat Tracking System.

In another incident, the license plate belonging to a Silver Dodge was dutifully entered into the
FBI’s database, after a “source” spotted the driver and another man photographing a building
associated with TransCanada.

Sensitive matters

The FBI rules, laid out in the FBI’s Domestic Investigations and Operations Guide, dictate that
special care should be taken over sensitive investigations such as those targeting elected
officials, journalists and political organisations.

FBI work on “sensitive investigative matters” requires prior approval of both the chief division
counsel (CDC), the top lawyer in the field office, and the special agent in charge (SAC).

Both are supposed to consider the severity of the threat and the consequences of “adverse
impact on civil liberties and public confidence” should the investigation be made public.
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Tar Sands Blockade occupy the corporate offices of TransCanada in
January 2013. Photograph: Laura Borealis/Tar Sands Blockade

However, neither Houston’s CDC or SAC were consulted in relation to the FBI’s monitoring of
Tar Sands Blockade activists, the documents show.

Explaining the breach of protocols, the FBI said in a statement that it was committed to “act
properly under the law”.

“While the FBI approval levels required by internal policy were not initially obtained, once
discovered, corrective action was taken, non-compliance was remedied, and the oversight was
properly reported through the FBI’s internal oversight mechanism,” it said.

The FBI did not deny opening an investigation into anti-Keystone campaigners, and said it was
compelled to “take the initiative to secure and protect activities and entities which may be
targeted for terrorism or espionage”.

But the precise nature of the FBI’s investigation, which continued for almost a year after the
Houston Division acknowledged it had violated protocol, remains unclear.

The documents appear to suggest the investigation was one branch of a wider set of
investigations, possibly including anti-Keystone activists elsewhere in the country.

The documents connect the investigation into anti-Keystone activists to other “domestic
terrorism issues” in the agency and show there was some liaison with the local FBI “assistant
weapons of mass destruction coordinator”.

Mike German, a former FBI agent, who assisted the Guardian in deciphering the bureau’s
documentation, said they indicated the agency had opened a category of investigation that is
known in agency parlance as an “assessment”.

Introduced as part of an expansion of FBI powers after 9/11, assessments allow agents to open
intrusive investigations into individuals or groups, even if they have no reason to believe they
are breaking the law.

German, now a fellow at the Brennan Center for Justice in New York, said the documents also
raised questions over collusion between law enforcement and TransCanada.
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“It is clearly troubling that these documents suggest the FBI interprets its national security
mandate as protecting private industry from political criticism,” he said.

According to the FBI documents, the FBI concluded there were “no adverse consequences”
emanating from its failure to seek approval for the sensitive investigation, noting the mistake
was later “remedied”.

The investigation continued for 11 months after the mistake was spotted. It was closed after the
FBI’s Houston division acknowledged its failure to find sufficient evidence of “extremist
activity”.

Before closing the case, however, agents noted the existence of a file that was to be used as a
repository for future intelligence “regarding the Keystone XL pipeline”.

Since then, at least a dozen anti-tar sands campaigners in Oregon, Washington, and Idaho have
been contacted by the FBI. The agency has said they are not under investigation.

Adam Federman is a contributing editor of Earth Island Journal
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U.S Department of Justice Certification of Identity

FORM APPROVED OMB NO
1103-0016 EXPIRES 05/31/2020

Privacy Act Statement. In accordance with 28 CFR Section 16.41(d) personal data sufficient to identify the individuals submitting requests by
mail under the Privacy Act of 1974, 5 U.S.C. Section 552a, is required. The purpose of this solicitation is to ensure that the records of individuals
who are the subject of U.S. Department of Justice systems of records are not wrongfully disclosed by the Department. Requests will not be
processed if this information is not furnished. False information on this form may subject the requester to criminal penalties under 18 U.S.C.
Section 1001 and/or 5 U.S.C. Section 552a(i)(3).

Public reporting burden for this collection of information is estimated to average 0.50 hours per response, including the time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of
information. Suggestions for reducing this burden may be submitted to the Office of Information and Regulatory Affairs, Office of Management
and Budget, Public Use Reports Project (1103-0016), Washington, DC 20503.

Full Name of Requester '

Citizenship Status Social Security Number *
Current Address
Date of Birth Place of Birth

OPTIONAL: Authorization to Release Information to Another Person

This form is also to be completed by a requester who is authorizing information relating to himself or herself to be released to another person.

Further, pursuant to 5 U.S.C. Section 552a(b), I authorize the U.S. Department of Justice to release any and all information relating to me to:

Print or Type Name

I declare under penalty of perjury under the laws of the United States of America that the foregoing is true and correct, and that I am the person
named above, and I understand that any falsification of this statement is punishable under the provisions of 18 U.S.C. Section 1001 by a fine of
not more than $10,000 or by imprisonment of not more than five years or both, and that requesting or obtaining any record(s) under false
pretenses is punishable under the provisions of 5 U.S.C. 552a(i)(3) by a fine of not more than $5,000.

Signature * Date

lName of individual who is the subject of the record(s) sought.

? Individual submitting a request under the Privacy Act of 1974 must be either “a citizen of the United States or an alien lawfully
admitted for permanent residence,” pursuant to 5 U.S.C. Section 552a(a)(2). Requests will be processed as Freedom of Information Act
requests pursuant to 5 U.S.C. Section 552, rather than Privacy Act requests, for individuals who are not United States citizens or aliens
lawfully admitted for permanent residence.

3Providing your social security number is voluntary. You are asked to provide your social security number only to facilitate the
identification of records relating to you. Without your social security number, the Department may be unable to locate any or all records
pertaining to you.

Signature of individual who is the subject of the record sought.

FORM DOJ-361
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CLDC

1430 Willamette St. #359

Eugene, OR 97401

Phone: 541-687-9180 Fax: 541-804-7391
E-Mail: cbrinson@cldc.org Web: www.cldc.org

Date: April 17,2018
Attn: USDA Forest Service, FOIA Liaison (Region 6)

Date range of request: January 1, 2017 — April 17, 2018

Subject of the request: G
- —
—

Civil Liberties Defense Center, a 501(c)(3) nonprofit, is requesting any and all

records regarding || N

Information requested:

This request is for any and all records maintained by or under the control of the
USDA Forest Service that contain any reference to || R IINNENGEGEGEGEGEGEGEGEE . o1
other reasonably identifying information pertaining to || j I were created
during the date range noted above.

Mr. Otte was contacted by Forest Service personnel on November 5, 2017 in the
Willamette National Forest. We are seeking all records related to this encounter
as well as any additional records referencing |Jlill. “Cascadia Forest Defenders,”
or protestors involved in a protest on or around November 5, 2017 in the vicinity of
Forest Service Road 705. The encounter involved several Forest Service personnel,
including Christopher Kuykendall and a Ranger identified as “R. Thompson.” The
incident occurred on Forest Service road 705.

Please search for any and all records concerning the subject, including but not
limited to the following:

a) Main file and main file equivalents, including all administrative and
appendix pages;

b) Do Not File records;

c¢) Channelized records, search records, including search records of any kind

used to process this request;
d) ELSUR records;
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e) Index cards or copies of law enforcement notes;

f) Records that are or were maintained in SAC safes;
g) Any exhibits; and

h) Abstract records.

The CLDC is requesting any and all records concerning the subject in any way,
including but not limited to those listed in the General Index and any and all other
indices.

Please disclose all identifiable records within this request, even if reports based on
those records may have been sent to other Forest Service offices, state and local
government offices, even though there may be duplications between sets of files.

In excising material (if required), please black out rather than white out or cut out
material.

For your further reference, please note that records responsive to this request may
include information concerning other people who are deceased and/or public figures.
In that case, the law requires greater disclosure of this information.

The Civil Liberties Defense Center is willing to pay up to $25 for the processing of
this request. Please inform me if the estimated fees will exceed this limit before
processing my request.

The CLDC is seeking information for personal and educational use. This request is
for nonprofit use and any disclosures made pursuant to this request are not for
commercial use.

Thank you for your consideration,

Cooper Brinson
Staff Attorney, Civil Liberties Defense Center
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AMERICAN CIVIL LIBERTIES
UNION FOUNDATION

NATIONAL OFFICE

125 BROAD STREET, 18TH
FL.

NEW YORK, NY 10004-2400
T/212.549.2500
WWW.ACLU.ORG

OFFICERS AND DIRECTORS
SUSAN N. HERMAN
PRESIDENT

ANTHONY D. ROMERO
EXECUTIVE DIRECTOR

ROBERT B. REMAR
TREASURER

January 23, 2018

Federal Bureau of Investigation

Attn: FOI/PA Request

Record/Information Dissemination Section
170 Marcel Drive

Winchester, VA 22602-4843

Fax: (540) 868-4391/4997

Email: foiparequest@ic.fbi.gov

Melissa Golden (née Kassier)

Lead Paralegal and FOIA Specialist

Office of Legal Counsel

Room 5511, 950 Pennsylvania Avenue, N.W.
Department of Justice

Washington, DC 20530-0001

Fax: (202) 514-2053

Email: usdoj-officeoflegalcounsel@usdoj.gov

OSD/JS FOIA Requester Service Center
Office of Freedom of Information

1155 Defense Pentagon

Washington, DC 20301-1155

Fax: (571) 372-0500

Nicole Barksdale-Perry (Acting)

The Privacy Office

U.S. Department of Homeland Security
245 Murray Lane SW

STOP-0655

Washington, D.C. 20528-0655

Fax: (202) 343-4011

Email: foia@hq.dhs.gov

U.S. Army Humphreys Engineer Support Center
Attention: CEHEC-OC

7701 Telegraph Road

Alexandria, Virginia 22315-3860

Fax: (703) 428-7633

National FOIA Office
Bureau of Land Management
Attn: FOIA Office (WO-640)
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AMERICAN CIVIL LIBERTIES
UNION FOUNDATION

1849 C St. N.W.

Washington, DC 20240

Fax: (202) 245-0050

Email: bim wo_foia@blm.gov

Re: Request Under Freedom of Information Act
(Expedited Processing & Fee Waiver Requested)

To Whom It May Concern:

The American Civil Liberties Union and the American Civil Liberties
Union Foundation (together, the “ACLU”) submit this Freedom of Information
Act (“FOIA”) request (the “Request”) for records pertaining to cooperation
between federal, state, and local law enforcement entities and between federal
law enforcement entities and private security companies around preparations for
anticipated protests against the Keystone XL pipeline.

|. Background

On January 27, 2017, the White House released its Presidential
Memorandum Regarding Construction of the Keystone XL Pipeline, which
expedited the approval process for the Canada-to-Texas oil pipeline that
President Barack Obama had previously rejected.” Two months later, President
Donald "l;mmp announced that his administration had formally approved the
pipeline.

These decisions generated intense public controversy and debate. The
president’s approval of the Keystone XL Pipeline set the stage for renewed
protest against oil pipelines, which activist groups say accelerate climate change,

" The American Civil Liberties Union Foundation is a 26 U.S.C. § 501(c)(3) organization
that provides legal representation free of charge to individuals and organizations in civil rights
and civil liberties cases, educates the public about civil rights and civil liberties issues across the
country, directly lobbies legislators, and mobilizes the American Civil Liberties Union’s
members to lobby their legislators. The American Civil Liberties Union is a separate non-profit,
26 U.S.C. § 501(c)(4) membership organization that educates the public about the civil liberties
implications of pending and proposed state and federal legislation, provides analysis of pending
and proposed legislation, directly lobbies legislators, and mobilizes its members to lobby their
legislators.

? See Presidential Memorandum Regarding Construction of the Keystone XL Pipeline (Jan.
24, 2017), https://www.whitehouse.gov/presidential-actions/presidential-memorandum-
regarding-construction-keystone-xI-pipeline/; Elise Labott & Dan Berman, Obama Rejects
Keystone XL Pipeline, CNN (Nov. 6, 2015), http://www.cnn.com/2015/11/06/politics/keystone-
xl-pipeline-decision-rejection-kerry/index html.

? Elise Labott & Jeremy Diamond, Trump Administration Approves Keystone XL Pipeline,
CNN (Mar. 24, 2017), http://www.cnn.com/2017/03/23/politics/keystone-xl-pipeline-trump-
approve/index.html.
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threaten clean water reserves, and invade cultural sites of American Indian
tribes.* In response to the president’s announcement, then-chairman of the
Standing Rock Sioux tribe, David Archambault 11, stated, “We opposed
Keystone before, and we’ll oppose it again.”® Environmental groups, too, have
made clear their intention to protest Keystone XL’s construction; one prominent
group has invited advocates to sign a “Pledge of Resistance,” which includes a
commitment to “participate in peaceful direct action that may result in my arrest,
should construction begin on the Keystone XL pipeline.”

Government officials have consequently made clear their intention to
prevent a repeat of the prolonged protests against the Dakota Access Pipeline,
which drew thousands of activists to the North Dakota site, sparked physical
confrontation with law enforcement authorities, and captured worldwide
attention.” Officials have pursued numerous strategies for impeding these
protests, such as asking the federal government for guidance on the possibility
of prosecuting protestors under domestic terrorism laws,® enacting legislation
that allows a governor or sheriff to prohibit groups numbering more than 20
from gathering on public land,” and fostering cooperation between federal, state,
and local law enforcement entities and private security contractors.'’ As a

* Heather Brady, 4 Key Impacts of the Keystone XL and Dakota Access Pipelines, National
Geographic (Jan. 25, 2017), https://news nationalgeographic.com/2017/01/impact-keystone-
dakota-access-pipeline-environment-global-warming-oil-health/.

> Stand with Standing Rock, Standing Rock Sioux Chairman Responds to Keystone Pipeline
Permit Approval (Mar. 24, 2017), http://standwithstandingrock.net/standing-rock-sioux-
chairman-responds-keystone-pipeline-permit-approval/.

% Bold Alliance, Sign the Keystone XL Pledge of Resistance (last visited Dec. 27, 2017),
https://boldalliance.webaction.org/p/dia/action3/common/public/?action KEY=20257; see also
Michael McLaughlin, Keystone XL Protestors Won'’t Back Down After Trump Approval,
Huffington Post (Mar. 24, 2017), https://www huffingtonpost.com/entry/keystone-xl-protesters-
trump-approval us 58d55333e4b02a2eaab3819e.

7 See, e.g., Paul Hammel, Nebraska Law Enforcement, Keystone XL Pipeline Foes Prepare
for Possible Protests, Omaha World-Herald (Apr. 11, 2017),
http://www.omaha.com/news/nebraska/nebraska-law-enforcement-keystone-xI-pipeline-foes-
prepare-for-possible/article d85522c¢1-73cd-541¢-98f2-f9b3375e8a3¢ html.

¥ Timothy Gardner, U.S. Lawmakers Ask DOJ If Terrorism Law Covers Pipeline Activists,
Reuters (Oct. 23, 2017), https://www.reuters.com/article/us-usa-pipelines-activism/u-s-
lawmakers-ask-doj-if-terrorism-law-covers-pipeline-activists-idUSKBN1CS2XY.

? South Dakota Senate Bill 176 (Mar. 27, 2017), https://www.courthousenews.com/wp-
content/uploads/2017/03/SB-176.pdf.

' Alleen Brown, Nebraska Approves Keystone XL Pipeline as Opponents Face
Criminalization of Protests, The Intercept (Nov. 20, 2017),
https://theintercept.com/2017/11/20/nebraska-approves-keystone-xl-pipeline-as-opponents-face-
criminalization-of-protests/; Lincoln Police Prepare for All Scenarios as Pipeline Protests Near,
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further threat to activists who may wish to repeat their actions at the Dakota
Access Pipeline, the Guardian reports that Joint Terrorism Task Force agents
have attempted to contact multiple individuals involved with the North Dakota
anti-pipeline movement.''

Evidence of cooperation among law enforcement officials and private
corporations in the area of oil pipeline protests has been widely documented. On
May 27, 2017, The Intercept published internal documents of the security firm
TigerSwan that revealed close cooperation between TigerSwan, state police
forces, and federal law enforcement in at least five states around the Dakota
Access Pipeline.'? For example, a TigerSwan situation report on March 29, 2016
explicitly named the state and federal actors in attendance at a joint meeting the
day before: “Met with the Des Moines Field Office of the FBI, with the Omaha
and Sioux Fall offices joining by conference call. Also in attendance were
representatives of the Joint Terrorism Task Force, Department of Homeland
Security . . . Topics covered included the current threat assessment of the
pipeline, the layout of current security assets and persons of interests. The FBI
seemed were [sic] very receptive . . . follow-up meetings with individuals will
be scheduled soon[.]”" The Intercept also published communications detailing
coordination “between a wide range of local, state, and federal agencies,”
including the revelation that the FBI participated in law enforcement operations
related to the Dakota Access Pipeline protests.'* Finally, a review of federal
lobbying disclosure forms by DeSmog, a blog focused on topics related to
climate change, has revealed that the National Sheriffs’ Association was

1011 Now (Aug. 1, 2017), http://www.101 1now.com/content/news/Lincoln-Police-prepare-for-
all-scenarios-as-pipeline-protests--437938853.html.

"' Sam Levin, Revealed: FBI Terrorism Taskforce Investigating Standing Rock Activists,
The Guardian (Feb. 10, 2017), https://www.theguardian.com/us-news/2017/feb/10/standing-
rock-fbi-investigation-dakota-access.

12 Alleen Brown, Will Parrish, and Alice Speri, Leaked Documents Reveal Counterterrorism
Tactics Used at Standing Rock to “Defeat Pipeline Insurgencies”, The Intercept (May 27,
2017), https://theintercept.com/2017/05/27/leaked-documents-reveal-security-firms-
counterterrorism-tactics-at-standing-rock-to-defeat-pipeline-insurgencies/.

' Alleen Brown, Will Parrish, and Alice Speri, TigerSwan Responded to Pipeline
Vandalism by Launching Multistate Dragnet, The Intercept (Aug. 26, 2017),
https://theintercept.com/2017/08/26/dapl-security-firm-tigerswan-responded-to-pipeline-
vandalism-by-launching-multistate-dragnet/.

4 Brown, Parrish & Speri, Leaked Documents Reveal Counterterrorism Tactics; see also
Intel Group Email Thread, The Intercept (May 27, 2017),
https://theintercept.com/document/2017/05/27/intel-group-email-thread/ (documenting FBI
participation in law enforcement operations around the Dakota Access Pipeline protests).
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lobbying Congress for surplus military gear and on issues related to the Dakota
Access Pipeline."

Law enforcement officials have signaled that such cooperation will assist
them in responding to future protests against Keystone XL and other oil
pipelines. For example, on April 11, 2017, the Omaha Herald reported that
Morton County, North Dakota Sheriff Kyle Kirchmeier, whose department was
involved in responding to the Dakota Access Pipeline protests, has been in
communication with other states over how to respond to oil pipeline protestors.'°

Such indications and the recent existence of cooperation on this exact
issue raise important questions about federal agencies’ level of collaboration
with state and local governments and with private security contractors in
connection with oil pipeline protest actions. These questions are especially
important given the uncertainty around whether and to what extent the
government was engaged in surveillance of Dakota Access Pipeline protestors.'’
The First Amendment protects political speech from the threat of undue

government scrutiny, and the extent of such scrutiny is currently unknown.'®

To provide the American public with information about federal
cooperation with state and local governments and with private security
contractors over possible oil pipeline protests, the ACLU seeks such information
through this FOIA request.

1. Requested Records

' Steven Horn & Curtis Waltman, In Heat of Dakota Access Protests, National Sheriffs’
Association Lobbied for More Military Gear, DeSmog (Apr. 27, 2017),
https://www.desmogblog.com/2017/04/27/dakota-access-sheriffs-lobbying-military-gear.

' Paul Hammel, Nebraska Law Enforcement, Keystone XL Pipeline Foes Prepare for
Possible Protests, Omaha World Herald (Apr. 11, 2017),
http://www.omaha.com/news/nebraska/nebraska-law-enforcement-keystone-xI-pipeline-foes-
prepare-for-possible/article d85522c¢1-73cd-541¢-98f2-f9b3375e8a3¢ html.

17 Alyssa Newcomb, Daniel A. Medina, Emmanuelle Saliba, and Chiara A. Sottile, A¢
Dakota Pipeline, Protestors Questions of Surveillance and ‘Jamming’ Linger, NBC (Oct. 31,
2016), https://www.nbcnews.com/storyline/dakota-pipeline-protests/dakota-pipeline-protesters-
questions-surveillance-jamming-linger-n675866; Morgan Chalfant, ACLU Challenges Warrant
to Search Facebook Page of Dakota Access Opponents, The Hill (Mar. 9, 2017),
http://thehill.com/policy/cybersecurity/32313 1 -aclu-challenges-police-effort-to-search-facebook-
page-of-dakota-access.

'8 See Motion to Quash Search Warrant, American Civil Liberties Union, In Re Search
Warrant No. 17403639 Served On Facebook at 5 (filed Mar. 8, 2017),
https://www.aclu.org/sites/default/files/field document/motion_to quash - filed.pdf.
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With respect to all agencies listed above, the ACLU seeks the release of
all records' created since January 27, 2017, concerning:

(1) Legal and policy analyses and recommendations related to law
enforcement funding for and staffing around oil pipeline protests. Such
recommendations may include, but are not limited to, declarations of a state of
emergency by state and local entities in order to marshal additional funds, and
requests by state or local entities for federal agencies to provide funding or
personnel for counter-protest operations; and

(2) Travel of federal employees to speaking engagements, private
and public meetings, panels, and conferences on the subject of preparation for
oil pipeline protests and/or cooperation with private corporations in furtherance
thereof; and

3) Meeting agendas, pamphlets, and other distributed matter at
speaking engagements, private and public meetings, panels, and conferences
where federal employees are present to discuss preparation for oil pipeline
protests and/or cooperation with private corporations in furtherance thereof; and

(4) Communications between federal employees and state or local
law enforcement entities or employees thereof, and between federal employees
and private security companies or employees thereof, discussing cooperation in
preparation for oil pipeline protests.

With respect to the Office of the Secretary of Defense, the ACLU seeks
the release of all records created since January 27, 2017, concerning:

(5) Purchases, requests for purchase, and requests by state and local
law enforcement officials of riot gear, including but not limited to tear gas,
concussion grenades, and water cannons, from the U.S. Department of
Defense’s Law Enforcement Support Office, also known as the 1033 program.

With respect to the form of production, see 5 U.S.C. § 552(a)(3)(B), the
ACLU requests that responsive electronic records be provided electronically in
their native file format, if possible. Alternatively, the ACLU requests that the
records be provided electronically in a text-searchable, static-image format
(PDF), in the best image quality in the agency’s possession, and that the records
be provided in separate, Bates-stamped files.

111. Application for Expedited Processing

' For the purposes of this Request, “records” are collectively defined to include, but are
not limited to, final drafts of legal and policy memoranda; guidance documents; instructions;
training documents; formal and informal presentations; directives; contracts or agreements; and
memoranda of understanding.
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The ACLU requests expedited processing pursuant to 5 U.S.C.
§ 552(a)(6)(E).20 There is a “compelling need” for these records, as defined in
the statute, because the information requested is “urgen[tly]” needed by an
organization primarily engaged in disseminating information “to inform the
public concerning actual or alleged Federal Government activity.” 5
U.S.C. § 552(a)(6)(E)(v)(ID).

A. The ACLU is an organization primarily engaged in disseminating
information in order to inform the public about actual or alleged
government activity.

The ACLU is “primarily engaged in disseminating information” within
the meaning of the statute. 5 U.S.C. § 552(a)(6)(E)(v)(IT).*! Obtaining
information about government activity, analyzing that information, and widely
publishing and disseminating that information to the press and public are critical
and substantial components of the ACLU’s work and are among its primary
activities. See ACLU v. DOJ, 321 F. Supp. 2d 24, 29 n.5 (D.D.C. 2004) (finding
non-profit public interest group that “gathers information of potential interest to
a segment of the public, uses its editorial skills to turn the raw material into a
distinct work, and distributes that work to an audience” to be “primarily engaged
in disseminating information™).**

The ACLU regularly publishes STAND, a print magazine that reports on
and analyzes civil liberties-related current events. The magazine is disseminated
to over 980,000 people. The ACLU also publishes regular updates and alerts via
email to over 3.1 million subscribers (both ACLU members and non-members).
These updates are additionally broadcast to over 3.8 million social media
followers. The magazine as well as the email and social-media alerts often
include descriptions and analysis of information obtained through FOIA
requests.

The ACLU also regularly issues press releases to call attention to
documents obtained through FOIA requests, as well as other breaking news,”

20 See also 28 C.F.R. § 16.5(e); 32 C.F.R. § 286.8(¢); 6 C.F.R. § 5.5(¢).
21 See also 28 C.F.R. 16.5(e)(1)(ii); 32 C.F.R. § 286.8(e)(1)(i)(B); 6 C.F.R. § 5.5(e)(1)(ii).

** Courts have found that the ACLU as well as other organizations with similar missions
that engage in information-dissemination activities similar to the ACLU are “primarily engaged
in disseminating information.” See, e.g., Leadership Conference on Civil Rights v. Gonzales,
404 F. Supp. 2d 246, 260 (D.D.C. 2005); ACLU, 321 F. Supp. 2d at 29 n.5; Elec. Privacy Info.
Ctr.v. DOD, 241 F. Supp. 2d 5, 11 (D.D.C. 2003).

3 See, e. g., Press Release, American Civil Liberties Union, U.S. Releases Drone Strike
‘Playbook’ in Response to ACLU Lawsuit (Aug. 6, 2016), https://www.aclu.org/news/us-
releases-drone-strike-playbook-response-aclu-lawsuit; Press Release, American Civil Liberties
Union, Secret Documents Describe Graphic Abuse and Admit Mistakes (June 14, 2016),
https://www.aclu.org/news/cia-releases-dozens-torture-documents-response-aclu-lawsuit; Press
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and ACLU attorneys are interviewed frequently for news stories about
documents released through ACLU FOIA requests.>*

Similarly, the ACLU publishes reports about government conduct and
civil liberties issues based on its analysis of information derived from various
sources, including information obtained from the government through FOIA
requests. This material is broadly circulated to the public and widely available
to everyone for no cost or, sometimes, for a small fee. ACLU national projects
regularly publish and disseminate reports that include a description and analysis
of government documents obtained through FOIA requests.”> The ACLU also
regularly publishes books, “know your rights” materials, fact sheets, and

Release, American Civil Liberties Union, U.S. Releases Targeted Killing Memo in Response to
Long-Running ACLU Lawsuit (June 23, 2014), https://www.aclu.org/national-security/us-
releases-targeted-killing-memo-response-long-running-aclu-lawsuit; Press Release, American
Civil Liberties Union, Justice Department White Paper Details Rationale for Targeted Killing of
Americans (Feb. 4, 2013), https://www.aclu.org/national-security/justice-department-white-
paper-details-rationale-targeted-killing-americans; Press Release, American Civil Liberties
Union, Documents Show FBI Monitored Bay Area Occupy Movement (Sept. 14, 2012),
https://www.aclu.org/news/documents-show-tbi-monitored-bay-area-occupy-movement-
insidebayareacom.

* See, e.g., Cora Currier, TSA’s Own Files Show Doubtful Science Behind Its Behavioral
Screen Program, The Intercept, Feb. 8, 2017, https://theintercept.com/2017/02/08/tsas-own-
files-show-doubtful-science-behind-its-behavior-screening-program/ (quoting ACLU attorney
Hugh Handeyside); Karen DeYoung, Newly Declassified Document Sheds Light on How
President Approves Drone Strikes, Wash. Post, Aug. 6, 2016, http://wapo.st/2jy62cW (quoting
former ACLU deputy legal director Jameel Jaffer); Catherine Thorbecke, What Newly Released
CIA Documents Reveal About ‘Torture’ in Its Former Detention Program, ABC, June 15, 2016,
http://aben.ws/2jy40d3 (quoting ACLU staff attorney Dror Ladin); Nicky Woolf, US Marshals
Spent $10M on Equipment for Warrantless Stingray Device, Guardian, Mar. 17, 2016,
https://www.theguardian.com/world/2016/mar/17/us-marshals-stingray-surveillance-airborne
(quoting ACLU attorney Nate Wessler); David Welna, Government Suspected of Wanting CIA
Torture Report to Remain Secret, NPR, Dec. 9, 2015, http://n.pr/2jy2p71 (quoting ACLU project
director Hina Shamsi).

» See, e.g., Hugh Handeyside, New Documents Show This TSA Program Blamed for
Profiling Is Unscientific and Unreliable — But Still It Continues (Feb. 8, 2017, 11:45 AM),
https://www.aclu.org/blog/speak-freely/new-documents-show-tsa-program-blamed-profiling-
unscientific-and-unreliable-still; Carl Takei, ACLU-Obtained Emails Prove that the Federal
Bureau of Prisons Covered Up Its Visit to the CIA’s Torture Site (Nov. 22,2016, 3:15 PM),
https://www.aclu.org/blog/speak-freely/aclu-obtained-emails-prove-federal-bureau-prisons-
covered-its-visit-cias-torture; Brett Max Kaufman, Details Abound in Drone ‘Playbook’ —
Except for the Ones That Really Matter Most (Aug. 8, 2016, 5:30 PM), https://www.aclu.org/
blog/speak-freely/details-abound-drone-playbook-except-ones-really-matter-most; Nathan
Freed Wessler, ACLU- Obtained Documents Reveal Breadth of Secretive Stingray Use in
Florida (Feb. 22, 2015, 5:30 PM), https://www.aclu.org/blog/free-future/aclu-obtained-
documents-reveal-breadth-secretive-stingray-use-florida; Ashley Gorski, New NSA Documents
Shine More Light into Black Box of Executive Order 12333 (Oct. 30, 2014, 3:29 PM),
https://www.aclu.org/blog/new-nsa-documents-shine-more-light-black-box-executive-order-
12333; ACLU, ACLU Eye on the FBI: Documents Reveal Lack of Privacy Safeguards and
Guidance in Government’s “Suspicious Activity Report” Systems (Oct. 29, 2013),
https://www.aclu.org/sites/default/files/assets/eye on fbi - sars.pdf.
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educational brochures and pamphlets designed to educate the public about civil
liberties issues and government policies that implicate civil rights and liberties.

The ACLU publishes a widely read blog where original editorial content
reporting on and analyzing civil rights and civil liberties news is posted daily.
See https://www.aclu.org/blog. The ACLU creates and disseminates original
editorial and educational content on civil rights and civil liberties news through
multi-media projects, including videos, podcasts, and interactive features. See
https://www.aclu.org/multimedia. The ACLU also publishes, analyzes, and
disseminates information through its heavily visited website, www.aclu.org.
The website addresses civil rights and civil liberties issues in depth, provides
features on civil rights and civil liberties issues in the news, and contains many
thousands of documents relating to the issues on which the ACLU is focused.
The ACLU’s website also serves as a clearinghouse for news about ACLU
cases, as well as analysis about case developments, and an archive of case-
related documents. Through these pages, and with respect to each specific civil
liberties issue, the ACLU provides the public with educational material, recent
news, analyses of relevant Congressional or executive branch action,
government documents obtained through FOIA requests, and further in-depth
analytic and educational multi-media features.

The ACLU website includes many features on information obtained
through the FOIA.*® For example, the ACLU’s “Predator Drones FOIA”
webpage, https://www.aclu.org/national-security/predator-drones-foia, contains
commentary about the ACLU’s FOIA request, press releases, analysis of the
FOIA documents, numerous blog posts on the issue, documents related to
litigation over the FOIA request, frequently asked questions about targeted
killing, and links to the documents themselves. Similarly, the ACLU maintains
an online “Torture Database,” a compilation of over 100,000 pages of FOIA
documents that allows researchers and the public to conduct sophisticated
searches of FOIA documents relating to government policies on rendition,

*® See, e.g., Nathan Freed Wessler & Dyan Cortez, FBI Releases Details of ‘Zero-Day’
Exploit Decisionmaking Process (June 26, 2015, 11:00 AM), https://www.aclu.org/blog/free-
future/fbi-releases-details-zero-day-exploit-decisionmaking-process; Nathan Freed Wessler, FBI
Documents Reveal New Information on Baltimore Surveillance Flights (Oct. 30, 2015, 8:00
AM), https://www.aclu.org/blog/free-future/fbi-documents-reveal-new-information-baltimore-
surveillance-flights; ACLU v. DOJ — FOIA Case for Records Relating to the Killing of Three
U.S. Citizens, ACLU Case Page, https://www.aclu.org/national-security/anwar-al-awlaki-foia-
request; ACLU v. Department of Defense, ACLU Case Page, https://www.aclu.org/cases/aclu-v-
department-defense; Mapping the FBI: Uncovering Abusive Surveillance and Racial Profiling,
ACLU Case Page, https://www.aclu.org/mappingthefbi; Bagram FOIA, ACLU Case Page
https://www.aclu.org/cases/bagram-foia; CSRT FOIA, ACLU Case Page, https://www.aclu.org/
national-security/csrt-foia; ACLU v. DOJ — Lawsuit to Enforce NSA Warrantless Surveillance
FOIA Request, ACLU Case Page, https://www.aclu.org/aclu-v-doj-lawsuit-enforce-nsa-
warrantless-surveillance-foia-request; Patriot FOIA, ACLU Case Page, https://www.aclu.org/
patriot-foia; NSL Documents Released by DOD, ACLU Case Page, https://www.aclu.org/nsl-
documents-released-dod?redirect=cpredirect/32088.
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detention, and interrogation.27

The ACLU has also published a number of charts and explanatory
materials that collect, summarize, and analyze information it has obtained
through the FOIA. For example, through compilation and analysis of
information gathered from various sources—including information obtained
from the government through FOIA requests—the ACLU created an original
chart that provides the public and news media with a comprehensive summary
index of Bush-era Office of Legal Counsel memos relating to interrogation,
detention, rendition, and surveillance.”® Similarly, the ACLU produced an
analysis of documents released in response to a FOIA request about the TSA’s
behavior detection program?’; a summary of documents released in response to a
FOIA request related to the FISA Amendments Act®’; a chart of original
statistics about the Defense Department’s use of National Security Letters based
on its own analysis of records obtained through FOIA requests®'; and an analysis
of documents obtained through FOIA requests about FBI surveillance flights
over Baltimore.>

The ACLU plans to analyze, publish, and disseminate to the public the
information gathered through this Request. The records requested are not
sought for commercial use and the requesters plan to disseminate the
information disclosed as a result of this Request to the public at no cost.

B. The records sought are urgently needed to inform the public about
actual or alleged government activity.

" The Torture Database, ACLU, https://www.thetorturedatabase.org; see also Countering
Violent Extremism FOIA Database, ACLU, https://www.aclu.org/foia-collection/cve-foia-
documents; TSA Behavior Detection FOIA Database, ACLU, https://www.aclu.org/foia-
collection/tsa-behavior-detection-foia-database; Targeted Killing FOIA Database, ACLU,
https://www.aclu.org/foia-collection/targeted-killing-foia-database.

** Index of Bush-Era OLC Memoranda Relating to Interrogation, Detention, Rendition
and/or Surveillance, ACLU (Mar. 5, 2009), https://www.aclu.org/sites/default/files/pdfs/
safefree/ olcmemos_2009 0305.pdf.

* Bad Trip: Debunking the TSA’s ‘Behavior Detection’ Program, ACLU (2017),
https://www.aclu.org/sites/default/files/field_document/dem17-tsa_detection_report-v02.pdf.

30 Summary of FISA Amendments Act FOIA Documents Released on November 29, 2010,
ACLU, https://www.aclu.org/files/pdfs/natsec/faafoia20101129/20101129Summary.pdf.

3! Statistics on NSL’s Produced by Department of Defense, ACLU, https://www.aclu.org/
other/statistics-nsls-produced-dod.

32 Nathan Freed Wessler, FBI Documents Reveal New Information on Baltimore
Surveillance Flights (Oct. 30,2015, 8:00 AM), https://www.aclu.org/blog/free-future/fbi-
documents-reveal-new-information-baltimore-surveillance-flights.
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These records are urgently needed to inform the public about actual or
alleged government activity. See 5 U.S.C. § 552(a)(6)(E)(v)(I).** Specifically,
the requested records relate to forthcoming cooperation between federal, state,
and local law enforcement entities and between federal law enforcement entities
and private security companies around preparations for protests against the
Keystone XL pipeline. As discussed in Part I, supra, oil pipelines, protests
against them, and law enforcements responses to these protests are the subject of
widespread public controversy and media attention.* The records sought relate
to a matter of widespread and exceptional media interest in planned oil
pipelines, protests against them, and law enforcement responses to these
protests.

Given the foregoing, the ACLU has satisfied the requirements for
expedited processing of this Request.

1. Application for Waiver or Limitation of Fees

The ACLU requests a waiver of document search, review, and
duplication fees on the grounds that disclosure of the requested records is in the
public interest and because disclosure is “likely to contribute significantly to
public understanding of the operations or activities of the government and is not
primarily in the commercial interest of the requester.” 5 U.S.C.

§ 552(a)(4)(A)(iii).”> The ACLU also requests a waiver of search fees on the
grounds that the ACLU qualifies as a “representative of the news media” and the
records are not sought for commercial use. 5 U.S.C. § 552(a)(4)(A)(ii1)(IT).

A. The Request is likely to contribute significantly to public understanding
of the operations or activities of the government and is not primarily in
the commercial interest of the ACLU.

As discussed above, credible media and other investigative accounts
underscore the substantial public interest in the records sought through this
Request. Given the ongoing and widespread media attention to this issue, the
records sought will significantly contribute to public understanding of an issue
of profound public importance. Because little specific information about
cooperation between federal, state, and local law enforcement entities and
between federal entities and private security companies around anticipated
pipeline protests is publicly available, the records sought are certain to
contribute significantly to the public’s understanding of what type of efforts the
federal government is undertaking in preparation for protests against the
Keystone XL pipeline.

3 See also 28 C.F.R. 16.5(e)(1)(ii); 32 C.F.R. § 286.8(e)(1)(i)(B); 6 C.F.R. § 5.5(e)(1)(ii).
** See supra notes 47 and accompanying text.

3 See also 28 C.F.R. § 16.10(k)(2); 32 C.F.R. § 286.12(1)(1); 6 C.F.R. § 5.11(k)(1).
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The ACLU is not filing this Request to further its commercial interest.
As described above, any information disclosed by the ACLU as a result of this
FOIA Request will be available to the public at no cost. Thus, a fee waiver
would fulfill Congress’s legislative intent in amending FOIA. See Judicial
Watch, Inc. v. Rossotti, 326 F.3d 1309, 1312 (D.C. Cir. 2003) (““Congress
amended FOIA to ensure that it be liberally construed in favor of waivers for
noncommercial requesters.” (quotation marks omitted)).

B. The ACLU is a representative of the news media and the records are not
sought for commercial use.

The ACLU also requests a waiver of search fees on the grounds that the
ACLU qualifies as a “representative of the news media” and the records are not
sought for commercial use. 5 U.S.C. § 552(a)(4)(A)(ii)(I).*® The ACLU meets
the statutory and regulatory definitions of a “representative of the news media”
because it is an “entity that gathers information of potential interest to a segment
of the public, uses its editorial skills to turn the raw materials into a distinct
work, and distributes that work to an audience.” 5 U.S.C.
§ 552(a)(4)(A)(ii)(II1)*7; see also Nat’l Sec. Archive v. DOD, 880 F.2d 1381,
1387 (D.C. Cir. 1989) (finding that an organization that gathers information,
exercises editorial discretion in selecting and organizing documents, “devises
indices and finding aids,” and “distributes the resulting work to the public” is a
“representative of the news media” for purposes of the FOIA); Serv. Women'’s
Action Network v. DOD, 888 F. Supp. 2d 282 (D. Conn. 2012) (requesters,
including ACLU, were representatives of the news media and thus qualified for
fee waivers for FOIA requests to the Department of Defense and Department of
Veterans Affairs); ACLU of Wash. v. DOJ, No. C09-0642RSL, 2011 WL
887731, at *10 (W.D. Wash. Mar. 10, 2011) (finding that the ACLU of
Washington is an entity that “gathers information of potential interest to a
segment of the public, uses its editorial skills to turn the raw materials into a
distinct work, and distributes that work to an audience™); ACLU, 321 F. Supp.
2d at 30 n.5 (finding non-profit public interest group to be “primarily engaged in
disseminating information). The ACLU is therefore a “representative of the
news media” for the same reasons it is “primarily engaged in the dissemination
of information.”

Furthermore, courts have found other organizations whose mission,
function, publishing, and public education activities are similar in kind to the
ACLU’s to be “representatives of the news media” as well. See, e.g., Cause of
Action v. IRS, 125 F. Supp. 3d 145 (D.C. Cir. 2015); Elec. Privacy Info. Ctr.,
241 F. Supp. 2d at 10—15 (finding non-profit public interest group that

3 See also 28 C.F.R. 16.10(k)(2)(ii)(B); 32 C.F.R. § 286.12 (I)2)(ii)(b); 6 C.F.R. §
5.11(k)(2)(ii).

37 See also 28 C.F.R. 16.10(b)(6); 32 C.F.R. § 286.12(b)(6); 6 C.F.R. § 5.11(b)(6).
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disseminated an electronic newsletter and published books was a “representative
of the news media” for purposes of the FOIA); Nat’l Sec. Archive, 880 F.2d at
1387; Judicial Watch, Inc. v. DOJ, 133 F. Supp. 2d 52, 53-54 (D.D.C. 2000)
(finding Judicial Watch, self-described as a “public interest law firm,” a news
media requester).”®

On account of these factors, fees associated with responding to FOIA
requests are regularly waived for the ACLU as a “representative of the news
media.”® As was true in those instances, the ACLU meets the requirements for
a fee waiver here.

Pursuant to applicable statutes and regulations, the ACLU expects a
determination regarding expedited processing within 10 days. See 5 U.S.C.
§ 552(a)(6)(E)(ii); 28 C.F.R. 16.5(e)(4); 32 C.F.R.§ 286.8(¢e)(1); 6 C.F.R. §
5.5(e)(4).

If the Request is denied in whole or in part, the ACLU asks that you
justify all deletions by reference to specific exemptions to FOIA. The ACLU
expects the release of all segregable portions of otherwise exempt material. The
ACLU reserves the right to appeal a decision to withhold any information or
deny a waiver of fees.

¥ Courts have found these organizations to be “representatives of the news media” even
though they engage in litigation and lobbying activities beyond their dissemination of
information / public education activities. See, e.g., Elec. Privacy Info. Ctr., 241 F. Supp. 2d 5;
Nat’l Sec. Archive, 880 F.2d at 1387; see also Leadership Conference on Civil Rights, 404 F.

Supp. 2d at 260; Judicial Watch, Inc., 133 F. Supp. 2d at 53—54.

% In August 2017, CBP granted a fee-waiver request regarding a FOIA request for records
relating to a muster sent by CBP in April 2017. In May 2017, CBP granted a fee-waiver request
regarding a FOIA request for documents related to electronic device searches at the border. In
April 2017, the CIA and the Department of State granted fee-waiver requests in relation to a
FOIA request for records related to the legal authority for the use of military force in Syria. In
March 2017, the Department of Defense Office of Inspector General, the CIA, and the
Department of State granted fee-waiver requests regarding a FOIA request for documents related
to the January 29, 2017 raid in al Ghayil, Yemen. In May 2016, the FBI granted a fee-waiver
request regarding a FOIA request issued to the DOJ for documents related to Countering Violent
Extremism Programs. In April 2013, the National Security Division of the DOJ granted a fee-
waiver request with respect to a request for documents relating to the FISA Amendments Act.
Also in April 2013, the DOJ granted a fee-waiver request regarding a FOIA request for
documents related to “national security letters” issued under the Electronic Communications
Privacy Act. In August 2013, the FBI granted the fee-waiver request related to the same FOIA
request issued to the DOJ. In June 2011, the DOJ National Security Division granted a fee
waiver to the ACLU with respect to a request for documents relating to the interpretation and
implementation of a section of the PATRIOT Act. In March 2009, the State Department granted
a fee waiver to the ACLU with regard to a FOIA request for documents relating to the detention,
interrogation, treatment, or prosecution of suspected terrorists.
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Thank you for your prompt attention to this matter. Please furnish the
applicable records to:

Jacob Hutt

American Civil Liberties Union
125 Broad Street, 18th Floor
New York, New York 10004
T:212.519.7809
jhutt@aclu.org

I affirm that the information provided supporting the request for
expedited processing is true and correct to the best of my knowledge and belief.
See 5 U.S.C. § 552(a)(6)(E)(vi).

Respectfully,
AMERICAN CIVIL LIBERTIES
UNION FOUNDATION

Alex Rate

Legal Director

ACLU of Montana
P.O. Box 9138
Missoula, MT 59807

T: 406.224.1447
ratea@aclumontana.org

Amy Miller

Legal Director

ACLU of Nebraska

134 S. 13th St. #1010
Lincoln, NE 68508

T: 402.476.8091 ext. 106
amiller@aclunebraska.org

/s/ Jacob J. Hutt

Jacob J. Hutt

American Civil Liberties Union
Foundation

125 Broad Street, 18th Floor

New York, NY 10004

T:212.519.7809

jhutt@aclu.org

Courtney A. Bowie*

Legal Director

ACLU of North Dakota
P.O. Box 1190

Fargo, ND 58107
T:201.284.9500
cbowie@aclu.org

* Admitted in MS, AL, and
MA (inactive)

Heather Smith
Executive Director
ACLU of South Dakota
P.O.Box 1170

Sioux Falls, SD 57101
T: 605.362.2661
heather.smith@aclu.org
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Title 3—

The President

Executive Order 13526 of December 29, 2009

Classified National Security Information

This order prescribes a uniform system for classifying, safeguarding, and
declassifying national security information, including information relating
to defense against transnational terrorism. Our democratic principles require
that the American people be informed of the activities of their Government.
Also, our Nation’s progress depends on the free flow of information both
within the Government and to the American people. Nevertheless, throughout
our history, the national defense has required that certain information be
maintained in confidence in order to protect our citizens, our democratic
institutions, our homeland security, and our interactions with foreign nations.
Protecting information critical to our Nation’s security and demonstrating
our commitment to open Government through accurate and accountable
application of classification standards and routine, secure, and effective
declassification are equally important priorities.

NOW, THEREFORE, I, BARACK OBAMA, by the authority vested in me
as President by the Constitution and the laws of the United States of America,
it is hereby ordered as follows:

PART 1—ORIGINAL CLASSIFICATION

Section 1.1. Classification Standards. (a) Information may be originally classi-
fied under the terms of this order only if all of the following conditions
are met:

(1) an original classification authority is classifying the information;

(2) the information is owned by, produced by or for, or is under the
control of the United States Government;

(3) the information falls within one or more of the categories of information
listed in section 1.4 of this order; and

(4) the original classification authority determines that the unauthorized
disclosure of the information reasonably could be expected to result in
damage to the national security, which includes defense against
transnational terrorism, and the original classification authority is able
to identify or describe the damage.

(b) If there is significant doubt about the need to classify information,

it shall not be classified. This provision does not:

(1) amplify or modify the substantive criteria or procedures for classifica-
tion; or

(2) create any substantive or procedural rights subject to judicial review.

(c) Classified information shall not be declassified automatically as a result
of any unauthorized disclosure of identical or similar information.

(d) The unauthorized disclosure of foreign government information is pre-
sumed to cause damage to the national security.
Sec. 1.2. Classification Levels. (a) Information may be classified at one of
the following three levels:
(1) “Top Secret” shall be applied to information, the unauthorized disclo-
sure of which reasonably could be expected to cause exceptionally grave
damage to the national security that the original classification authority
is able to identify or describe.

(2) “Secret” shall be applied to information, the unauthorized disclosure
of which reasonably could be expected to cause serious damage to the
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national security that the original classification authority is able to identify
or describe.

(3) “Confidential”’ shall be applied to information, the unauthorized disclo-

sure of which reasonably could be expected to cause damage to the national

security that the original classification authority is able to identify or

describe.

(b) Except as otherwise provided by statute, no other terms shall be
used to identify United States classified information.

(c) If there is significant doubt about the appropriate level of classification,
it shall be classified at the lower level.
Sec. 1.3. Classification Authority. (a) The authority to classify information
originally may be exercised only by:

(1) the President and the Vice President;

(2) agency heads and officials designated by the President; and

(3) United States Government officials delegated this authority pursuant

to paragraph (c) of this section.

(b) Officials authorized to classify information at a specified level are
also authorized to classify information at a lower level.

(c) Delegation of original classification authority.

(1) Delegations of original classification authority shall be limited to the
minimum required to administer this order. Agency heads are responsible
for ensuring that designated subordinate officials have a demonstrable
and continuing need to exercise this authority.

(2) “Top Secret” original classification authority may be delegated only
by the President, the Vice President, or an agency head or official des-
ignated pursuant to paragraph (a)(2) of this section.

(3) “Secret” or “Confidential” original classification authority may be
delegated only by the President, the Vice President, an agency head or
official designated pursuant to paragraph (a)(2) of this section, or the
senior agency official designated under section 5.4(d) of this order, pro-
vided that official has been delegated “Top Secret” original classification
authority by the agency head.

(4) Each delegation of original classification authority shall be in writing
and the authority shall not be redelegated except as provided in this
order. Each delegation shall identify the official by name or position.

(5) Delegations of original classification authority shall be reported or
made available by name or position to the Director of the Information
Security Oversight Office.

(d) All original classification authorities must receive training in proper
classification (including the avoidance of over-classification) and declassifica-
tion as provided in this order and its implementing directives at least
once a calendar year. Such training must include instruction on the proper
safeguarding of classified information and on the sanctions in section 5.5
of this order that may be brought against an individual who fails to classify
information properly or protect classified information from unauthorized
disclosure. Original classification authorities who do not receive such manda-
tory training at least once within a calendar year shall have their classification
authority suspended by the agency head or the senior agency official des-
ignated under section 5.4(d) of this order until such training has taken
place. A waiver may be granted by the agency head, the deputy agency
head, or the senior agency official if an individual is unable to receive
such training due to unavoidable circumstances. Whenever a waiver is grant-
ed, the individual shall receive such training as soon as practicable.

(e) Exceptional cases. When an employee, government contractor, licensee,
certificate holder, or grantee of an agency who does not have original classi-
fication authority originates information believed by that person to require
classification, the information shall be protected in a manner consistent
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with this order and its implementing directives. The information shall be
transmitted promptly as provided under this order or its implementing direc-
tives to the agency that has appropriate subject matter interest and classifica-
tion authority with respect to this information. That agency shall decide
within 30 days whether to classify this information.

Sec. 1.4. Classification Categories. Information shall not be considered for
classification unless its unauthorized disclosure could reasonably be expected
to cause identifiable or describable damage to the national security in accord-
ance with section 1.2 of this order, and it pertains to one or more of
the following:

(a) military plans, weapons systems, or operations;
(b) foreign government information;

(c) intelligence activities (including covert action), intelligence sources
or methods, or cryptology;

(d) foreign relations or foreign activities of the United States, including
confidential sources;

(e) scientific, technological, or economic matters relating to the national
security;

(f) United States Government programs for safeguarding nuclear materials
or facilities;

(g) vulnerabilities or capabilities of systems, installations, infrastructures,
projects, plans, or protection services relating to the national security; or
(h) the development, production, or use of weapons of mass destruction.
Sec. 1.5. Duration of Classification. (a) At the time of original classification,
the original classification authority shall establish a specific date or event
for declassification based on the duration of the national security sensitivity
of the information. Upon reaching the date or event, the information shall
be automatically declassified. Except for information that should clearly
and demonstrably be expected to reveal the identity of a confidential human
source or a human intelligence source or key design concepts of weapons
of mass destruction, the date or event shall not exceed the time frame
established in paragraph (b) of this section.

(b) If the original classification authority cannot determine an earlier spe-
cific date or event for declassification, information shall be marked for
declassification 10 years from the date of the original decision, unless the
original classification authority otherwise determines that the sensitivity
of the information requires that it be marked for declassification for up
to 25 years from the date of the original decision.

(c) An original classification authority may extend the duration of classi-
fication up to 25 years from the date of origin of the document, change
the level of classification, or reclassify specific information only when the
standards and procedures for classifying information under this order are
followed.

(d) No information may remain classified indefinitely. Information marked
for an indefinite duration of classification under predecessor orders, for
example, marked as “Originating Agency’s Determination Required,” or clas-
sified information that contains incomplete declassification instructions or
lacks declassification instructions shall be declassified in accordance with
part 3 of this order.

Sec. 1.6. Identification and Markings. (a) At the time of original classification,
the following shall be indicated in a manner that is immediately apparent:

(1) one of the three classification levels defined in section 1.2 of this

order;

(2) the identity, by name and position, or by personal identifier, of the
original classification authority;

(3) the agency and office of origin, if not otherwise evident;

(4) declassification instructions, which shall indicate one of the following:
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(A) the date or event for declassification, as prescribed in section 1.5(a);

(B) the date that is 10 years from the date of original classification,
as prescribed in section 1.5(b);

(C) the date that is up to 25 years from the date of original classification,
as prescribed in section 1.5(b); or

(D) in the case of information that should clearly and demonstrably
be expected to reveal the identity of a confidential human source or
a human intelligence source or key design concepts of weapons of mass
destruction, the marking prescribed in implementing directives issued pur-
suant to this order; and

(5) a concise reason for classification that, at a minimum, cites the applica-

ble classification categories in section 1.4 of this order.

(b) Specific information required in paragraph (a) of this section may
be excluded if it would reveal additional classified information.

(c) With respect to each classified document, the agency originating the
document shall, by marking or other means, indicate which portions are
classified, with the applicable classification level, and which portions are
unclassified. In accordance with standards prescribed in directives issued
under this order, the Director of the Information Security Oversight Office
may grant and revoke temporary waivers of this requirement. The Director
shall revoke any waiver upon a finding of abuse.

(d) Markings or other indicia implementing the provisions of this order,
including abbreviations and requirements to safeguard classified working
papers, shall conform to the standards prescribed in implementing directives
issued pursuant to this order.

(e) Foreign government information shall retain its original classification
markings or shall be assigned a U.S. classification that provides a degree
of protection at least equivalent to that required by the entity that furnished
the information. Foreign government information retaining its original classi-
fication markings need not be assigned a U.S. classification marking provided
that the responsible agency determines that the foreign government markings
are adequate to meet the purposes served by U.S. classification markings.

(f) Information assigned a level of classification under this or predecessor
orders shall be considered as classified at that level of classification despite
the omission of other required markings. Whenever such information is
used in the derivative classification process or is reviewed for possible
declassification, holders of such information shall coordinate with an appro-
priate classification authority for the application of omitted markings.

(g) The classification authority shall, whenever practicable, use a classified
addendum whenever classified information constitutes a small portion of
an otherwise unclassified document or prepare a product to allow for dissemi-
nation at the lowest level of classification possible or in unclassified form.

(h) Prior to public release, all declassified records shall be appropriately
marked to reflect their declassification.

Sec. 1.7. Classification Prohibitions and Limitations. (a) In no case shall

information be classified, continue to be maintained as classified, or fail
to be declassified in order to:

(1) conceal violations of law, inefficiency, or administrative error;
(2) prevent embarrassment to a person, organization, or agency;
(3) restrain competition; or

(4) prevent or delay the release of information that does not require

protection in the interest of the national security.

(b) Basic scientific research information not clearly related to the national
security shall not be classified.

(c) Information may not be reclassified after declassification and release
to the public under proper authority unless:
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(1) the reclassification is personally approved in writing by the agency
head based on a document-by-document determination by the agency that
reclassification is required to prevent significant and demonstrable damage
to the national security;

(2) the information may be reasonably recovered without bringing undue
attention to the information;

(3) the reclassification action is reported promptly to the Assistant to
the President for National Security Affairs (National Security Advisor)
and the Director of the Information Security Oversight Office; and

(4) for documents in the physical and legal custody of the National Ar-
chives and Records Administration (National Archives) that have been
available for public use, the agency head has, after making the determina-
tions required by this paragraph, notified the Archivist of the United
States (Archivist), who shall suspend public access pending approval of
the reclassification action by the Director of the Information Security
Oversight Office. Any such decision by the Director may be appealed
by the agency head to the President through the National Security Advisor.
Public access shall remain suspended pending a prompt decision on the
appeal.

(d) Information that has not previously been disclosed to the public under
proper authority may be classified or reclassified after an agency has received
a request for it under the Freedom of Information Act (5 U.S.C. 552), the
Presidential Records Act, 44 U.S.C. 2204(c)(1), the Privacy Act of 1974
(5 U.S.C. 552a), or the mandatory review provisions of section 3.5 of this
order only if such classification meets the requirements of this order and
is accomplished on a document-by-document basis with the personal partici-
pation or under the direction of the agency head, the deputy agency head,
or the senior agency official designated under section 5.4 of this order.
The requirements in this paragraph also apply to those situations in which
information has been declassified in accordance with a specific date or
event determined by an original classification authority in accordance with
section 1.5 of this order.

(e) Compilations of items of information that are individually unclassified
may be classified if the compiled information reveals an additional associa-
tion or relationship that:

(1) meets the standards for classification under this order; and

(2) is not otherwise revealed in the individual items of information.

Sec. 1.8. Classification Challenges. (a) Authorized holders of information
who, in good faith, believe that its classification status is improper are
encouraged and expected to challenge the classification status of the informa-
tion in accordance with agency procedures established under paragraph
(b) of this section.

(b) In accordance with implementing directives issued pursuant to this
order, an agency head or senior agency official shall establish procedures
under which authorized holders of information, including authorized holders
outside the classifying agency, are encouraged and expected to challenge
the classification of information that they believe is improperly classified
or unclassified. These procedures shall ensure that:

(1) individuals are not subject to retribution for bringing such actions;

(2) an opportunity is provided for review by an impartial official or
panel; and

(3) individuals are advised of their right to appeal agency decisions to
the Interagency Security Classification Appeals Panel (Panel) established
by section 5.3 of this order.

(c) Documents required to be submitted for prepublication review or other
administrative process pursuant to an approved nondisclosure agreement
are not covered by this section.
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Sec. 1.9. Fundamental Classification Guidance Review. (a) Agency heads
shall complete on a periodic basis a comprehensive review of the agency’s
classification guidance, particularly classification guides, to ensure the guid-
ance reflects current circumstances and to identify classified information
that no longer requires protection and can be declassified. The initial funda-
mental classification guidance review shall be completed within 2 years
of the effective date of this order.

(b) The classification guidance review shall include an evaluation of classi-
fied information to determine if it meets the standards for classification
under section 1.4 of this order, taking into account an up-to-date assessment
of likely damage as described under section 1.2 of this order.

(c) The classification guidance review shall include original classification
authorities and agency subject matter experts to ensure a broad range of
perspectives.

(d) Agency heads shall provide a report summarizing the results of the
classification guidance review to the Director of the Information Security
Oversight Office and shall release an unclassified version of this report
to the public.

PART 2—DERIVATIVE CLASSIFICATION

Sec. 2.1. Use of Derivative Classification. (a) Persons who reproduce, extract,
or summarize classified information, or who apply classification markings
derived from source material or as directed by a classification guide, need
not possess original classification authority.
(b) Persons who apply derivative classification markings shall:
(1) be identified by name and position, or by personal identifier, in a
manner that is immediately apparent for each derivative classification
action;

(2) observe and respect original classification decisions; and

(3) carry forward to any newly created documents the pertinent classifica-
tion markings. For information derivatively classified based on multiple
sources, the derivative classifier shall carry forward:

(A) the date or event for declassification that corresponds to the longest
period of classification among the sources, or the marking established
pursuant to section 1.6(a)(4)(D) of this order; and

(B) a listing of the source materials.

(c) Derivative classifiers shall, whenever practicable, use a classified adden-
dum whenever classified information constitutes a small portion of an other-
wise unclassified document or prepare a product to allow for dissemination
at the lowest level of classification possible or in unclassified form.

(d) Persons who apply derivative classification markings shall receive

training in the proper application of the derivative classification principles
of the order, with an emphasis on avoiding over-classification, at least once
every 2 years. Derivative classifiers who do not receive such training at
least once every 2 years shall have their authority to apply derivative classi-
fication markings suspended until they have received such training. A waiver
may be granted by the agency head, the deputy agency head, or the senior
agency official if an individual is unable to receive such training due to
unavoidable circumstances. Whenever a waiver is granted, the individual
shall receive such training as soon as practicable.
Sec. 2.2. Classification Guides. (a) Agencies with original classification au-
thority shall prepare classification guides to facilitate the proper and uniform
derivative classification of information. These guides shall conform to stand-
ards contained in directives issued under this order.

(b) Each guide shall be approved personally and in writing by an official
who:

(1) has program or supervisory responsibility over the information or

is the senior agency official; and
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(2) is authorized to classify information originally at the highest level

of classification prescribed in the guide.

(c) Agencies shall establish procedures to ensure that classification guides
are reviewed and updated as provided in directives issued under this order.

(d) Agencies shall incorporate original classification decisions into classi-
fication guides on a timely basis and in accordance with directives issued
under this order.

(e) Agencies may incorporate exemptions from automatic declassification
approved pursuant to section 3.3(j) of this order into classification guides,
provided that the Panel is notified of the intent to take such action for
specific information in advance of approval and the information remains
in active use.

(f) The duration of classification of a document classified by a derivative
classifier using a classification guide shall not exceed 25 years from the
date of the origin of the document, except for:

(1) information that should clearly and demonstrably be expected to reveal

the identity of a confidential human source or a human intelligence source

or key design concepts of weapons of mass destruction; and

(2) specific information incorporated into classification guides in accord-
ance with section 2.2(e) of this order.
PART 3—DECLASSIFICATION AND DOWNGRADING

Sec. 3.1. Authority for Declassification. (a) Information shall be declassified
as soon as it no longer meets the standards for classification under this
order.

(b) Information shall be declassified or downgraded by:

(1) the official who authorized the original classification, if that official

is still serving in the same position and has original classification authority;

(2) the originator’s current successor in function, if that individual has
original classification authority;

(3) a supervisory official of either the originator or his or her successor
in function, if the supervisory official has original classification authority;
or (4) officials delegated declassification authority in writing by the agency
head or the senior agency official of the originating agency.

(c) The Director of National Intelligence (or, if delegated by the Director
of National Intelligence, the Principal Deputy Director of National Intel-
ligence) may, with respect to the Intelligence Community, after consultation
with the head of the originating Intelligence Community element or depart-
ment, declassify, downgrade, or direct the declassification or downgrading
of information or intelligence relating to intelligence sources, methods, or
activities.

(d) It is presumed that information that continues to meet the classification
requirements under this order requires continued protection. In some excep-
tional cases, however, the need to protect such information may be out-
weighed by the public interest in disclosure of the information, and in
these cases the information should be declassified. When such questions
arise, they shall be referred to the agency head or the senior agency official.
That official will determine, as an exercise of discretion, whether the public
interest in disclosure outweighs the damage to the national security that
might reasonably be expected from disclosure. This provision does not:

(1) amplify or modify the substantive criteria or procedures for classifica-

tion; or

(2) create any substantive or procedural rights subject to judicial review.

(e) If the Director of the Information Security Oversight Office determines
that information is classified in violation of this order, the Director may
require the information to be declassified by the agency that originated
the classification. Any such decision by the Director may be appealed to
the President through the National Security Advisor. The information shall
remain classified pending a prompt decision on the appeal.

Page 134



714

Federal Register/Vol. 75, No. 2/Tuesday, January 5, 2010/Presidential Documents

(f) The provisions of this section shall also apply to agencies that, under
the terms of this order, do not have original classification authority, but
had such authority under predecessor orders.

(g) No information may be excluded from declassification under section
3.3 of this order based solely on the type of document or record in which
it is found. Rather, the classified information must be considered on the
basis of its content.

(h) Classified nonrecord materials, including artifacts, shall be declassified
as soon as they no longer meet the standards for classification under this
order.

(i) When making decisions under sections 3.3, 3.4, and 3.5 of this order,
agencies shall consider the final decisions of the Panel.
Sec. 3.2. Transferred Records.

(a) In the case of classified records transferred in conjunction with a
transfer of functions, and not merely for storage purposes, the receiving
agency shall be deemed to be the originating agency for purposes of this
order.

(b) In the case of classified records that are not officially transferred
as described in paragraph (a) of this section, but that originated in an
agency that has ceased to exist and for which there is no successor agency,
each agency in possession of such records shall be deemed to be the origi-
nating agency for purposes of this order. Such records may be declassified
or downgraded by the agency in possession of the records after consultation
with any other agency that has an interest in the subject matter of the
records.

(c) Classified records accessioned into the National Archives shall be
declassified or downgraded by the Archivist in accordance with this order,
the directives issued pursuant to this order, agency declassification guides,
and any existing procedural agreement between the Archivist and the relevant
agency head.

(d) The originating agency shall take all reasonable steps to declassify
classified information contained in records determined to have permanent
historical value before they are accessioned into the National Archives.
However, the Archivist may require that classified records be accessioned
into the National Archives when necessary to comply with the provisions
of the Federal Records Act. This provision does not apply to records trans-
ferred to the Archivist pursuant to section 2203 of title 44, United States
Code, or records for which the National Archives serves as the custodian
of the records of an agency or organization that has gone out of existence.

(e) To the extent practicable, agencies shall adopt a system of records
management that will facilitate the public release of documents at the time
such documents are declassified pursuant to the provisions for automatic
declassification in section 3.3 of this order.

Sec. 3.3 Automatic Declassification.

(a) Subject to paragraphs (b)-(d) and (g)-(j) of this section, all classified
records that (1) are more than 25 years old and (2) have been determined
to have permanent historical value under title 44, United States Code, shall
be automatically declassified whether or not the records have been reviewed.
All classified records shall be automatically declassified on December 31
of the year that is 25 years from the date of origin, except as provided
in paragraphs (b)-(d) and (g)-(j) of this section. If the date of origin of
an individual record cannot be readily determined, the date of original
classification shall be used instead.

(b) An agency head may exempt from automatic declassification under
paragraph (a) of this section specific information, the release of which should
clearly and demonstrably be expected to:

(1) reveal the identity of a confidential human source, a human intelligence

source, a relationship with an intelligence or security service of a foreign
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government or international organization, or a nonhuman intelligence
source; or impair the effectiveness of an intelligence method currently
in use, available for use, or under development;

(2) reveal information that would assist in the development, production,
or use of weapons of mass destruction;

(3) reveal information that would impair U.S. cryptologic systems or activi-
ties;

(4) reveal information that would impair the application of state-of-the-
art technology within a U.S. weapon system;

(5) reveal formally named or numbered U.S. military war plans that remain
in effect, or reveal operational or tactical elements of prior plans that
are contained in such active plans;

(6) reveal information, including foreign government information, that
would cause serious harm to relations between the United States and
a foreign government, or to ongoing diplomatic activities of the United
States;

(7) reveal information that would impair the current ability of United
States Government officials to protect the President, Vice President, and
other protectees for whom protection services, in the interest of the national
security, are authorized;

(8) reveal information that would seriously impair current national security
emergency preparedness plans or reveal current vulnerabilities of systems,
installations, or infrastructures relating to the national security; or

(9) violate a statute, treaty, or international agreement that does not permit
the automatic or unilateral declassification of information at 25 years.
(c)(1) An agency head shall notify the Panel of any specific file series
of records for which a review or assessment has determined that the informa-
tion within that file series almost invariably falls within one or more of
the exemption categories listed in paragraph (b) of this section and that
the agency proposes to exempt from automatic declassification at 25 years.

(2) The notification shall include:
(A) a description of the file series;

(B) an explanation of why the information within the file series is
almost invariably exempt from automatic declassification and why the
information must remain classified for a longer period of time; and

(C) except when the information within the file series almost invariably
identifies a confidential human source or a human intelligence source
or key design concepts of weapons of mass destruction, a specific date
or event for declassification of the information, not to exceed December
31 of the year that is 50 years from the date of origin of the records.

(3) The Panel may direct the agency not to exempt a designated file
series or to declassify the information within that series at an earlier
date than recommended. The agency head may appeal such a decision
to the President through the National Security Advisor.

(4) File series exemptions approved by the President prior to December
31, 2008, shall remain valid without any additional agency action pending
Panel review by the later of December 31, 2010, or December 31 of
the year that is 10 years from the date of previous approval.

(d) The following provisions shall apply to the onset of automatic declas-
sification:

(1) Classified records within an integral file block, as defined in this

order, that are otherwise subject to automatic declassification under this

section shall not be automatically declassified until December 31 of the

year that is 25 years from the date of the most recent record within
the file block.
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(2) After consultation with the Director of the National Declassification
Center (the Center) established by section 3.7 of this order and before
the records are subject to automatic declassification, an agency head or
senior agency official may delay automatic declassification for up to five
additional years for classified information contained in media that make
a review for possible declassification exemptions more difficult or costly.

(3) Other than for records that are properly exempted from automatic
declassification, records containing classified information that originated
with other agencies or the disclosure of which would affect the interests
or activities of other agencies with respect to the classified information
and could reasonably be expected to fall under one or more of the exemp-
tions in paragraph (b) of this section shall be identified prior to the
onset of automatic declassification for later referral to those agencies.

(A) The information of concern shall be referred by the Center established
by section 3.7 of this order, or by the centralized facilities referred to
in section 3.7(e) of this order, in a prioritized and scheduled manner
determined by the Center.

(B) If an agency fails to provide a final determination on a referral
made by the Center within 1 year of referral, or by the centralized facilities
referred to in section 3.7(e) of this order within 3 years of referral, its
equities in the referred records shall be automatically declassified.

(C) If any disagreement arises between affected agencies and the Center
regarding the referral review period, the Director of the Information Secu-
rity Oversight Office shall determine the appropriate period of review
of referred records.

(D) Referrals identified prior to the establishment of the Center by section
3.7 of this order shall be subject to automatic declassification only in
accordance with subparagraphs (d)(3)(A)—(C) of this section.

(4) After consultation with the Director of the Information Security Over-
sight Office, an agency head may delay automatic declassification for
up to 3 years from the date of discovery of classified records that were
inadvertently not reviewed prior to the effective date of automatic declas-
sification.

(e) Information exempted from automatic declassification under this section
shall remain subject to the mandatory and systematic declassification review
provisions of this order.

(f) The Secretary of State shall determine when the United States should
commence negotiations with the appropriate officials of a foreign government
or international organization of governments to modify any treaty or inter-
national agreement that requires the classification of information contained
in records affected by this section for a period longer than 25 years from
the date of its creation, unless the treaty or international agreement pertains
to information that may otherwise remain classified beyond 25 years under
this section.

(g) The Secretary of Energy shall determine when information concerning
foreign nuclear programs that was removed from the Restricted Data category
in order to carry out provisions of the National Security Act of 1947, as
amended, may be declassified. Unless otherwise determined, such informa-
tion shall be declassified when comparable information concerning the
United States nuclear program is declassified.

(h) Not later than 3 years from the effective date of this order, all records
exempted from automatic declassification under paragraphs (b) and (c) of
this section shall be automatically declassified on December 31 of a year
that is no more than 50 years from the date of origin, subject to the following:

(1) Records that contain information the release of which should clearly
and demonstrably be expected to reveal the following are exempt from
automatic declassification at 50 years:
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(A) the identity of a confidential human source or a human intelligence
source; or

(B) key design concepts of weapons of mass destruction.

(2) In extraordinary cases, agency heads may, within 5 years of the onset
of automatic declassification, propose to exempt additional specific infor-
mation from declassification at 50 years.

(3) Records exempted from automatic declassification under this paragraph

shall be automatically declassified on December 31 of a year that is no

more than 75 years from the date of origin unless an agency head, within

5 years of that date, proposes to exempt specific information from declas-

sification at 75 years and the proposal is formally approved by the Panel.

(i) Specific records exempted from automatic declassification prior to the
establishment of the Center described in section 3.7 of this order shall
be subject to the provisions of paragraph (h) of this section in a scheduled
and prioritized manner determined by the Center.

(j) At least 1 year before information is subject to automatic declassification
under this section, an agency head or senior agency official shall notify
the Director of the Information Security Oversight Office, serving as Executive
Secretary of the Panel, of any specific information that the agency proposes
to exempt from automatic declassification under paragraphs (b) and (h)
of this section.

(1) The notification shall include:

(A) a detailed description of the information, either by reference to
information in specific records or in the form of a declassification guide;

(B) an explanation of why the information should be exempt from
automatic declassification and must remain classified for a longer period
of time; and

(C) a specific date or a specific and independently verifiable event
for automatic declassification of specific records that contain the informa-
tion proposed for exemption.

(2) The Panel may direct the agency not to exempt the information or
to declassify it at an earlier date than recommended. An agency head
may appeal such a decision to the President through the National Security
Advisor. The information will remain classified while such an appeal
is pending.

(k) For information in a file series of records determined not to have
permanent historical value, the duration of classification beyond 25 years
shall be the same as the disposition (destruction) date of those records
in each Agency Records Control Schedule or General Records Schedule,
although the duration of classification shall be extended if the record has
been retained for business reasons beyond the scheduled disposition date.
Sec. 3.4. Systematic Declassification Review.

(a) Each agency that has originated classified information under this order
or its predecessors shall establish and conduct a program for systematic
declassification review for records of permanent historical value exempted
from automatic declassification under section 3.3 of this order. Agencies
shall prioritize their review of such records in accordance with priorities
established by the Center.

(b) The Archivist shall conduct a systematic declassification review pro-
gram for classified records:
(1) accessioned into the National Archives; (2) transferred to the Archivist
pursuant to 44 U.S.C. 2203; and (3) for which the National Archives
serves as the custodian for an agency or organization that has gone out
of existence.
Sec. 3.5. Mandatory Declassification Review.
(a) Except as provided in paragraph (b) of this section, all information
classified under this order or predecessor orders shall be subject to a review
for declassification by the originating agency if:
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(1) the request for a review describes the document or material containing
the information with sufficient specificity to enable the agency to locate
it with a reasonable amount of effort;

(2) the document or material containing the information responsive to
the request is not contained within an operational file exempted from
search and review, publication, and disclosure under 5 U.S.C. 552 in
accordance with law; and

(3) the information is not the subject of pending litigation.

(b) Information originated by the incumbent President or the incumbent
Vice President; the incumbent President’s White House Staff or the incumbent
Vice President’s Staff; committees, commissions, or boards appointed by
the incumbent President; or other entities within the Executive Office of
the President that solely advise and assist the incumbent President is exempt-
ed from the provisions of paragraph (a) of this section. However, the Archivist
shall have the authority to review, downgrade, and declassify papers or
records of former Presidents and Vice Presidents under the control of the
Archivist pursuant to 44 U.S.C. 2107, 2111, 2111 note, or 2203. Review
procedures developed by the Archivist shall provide for consultation with
agencies having primary subject matter interest and shall be consistent with
the provisions of applicable laws or lawful agreements that pertain to the
respective Presidential papers or records. Agencies with primary subject
matter interest shall be notified promptly of the Archivist’s decision. Any
final decision by the Archivist may be appealed by the requester or an
agency to the Panel. The information shall remain classified pending a
prompt decision on the appeal.

(c) Agencies conducting a mandatory review for declassification shall de-
classify information that no longer meets the standards for classification
under this order. They shall release this information unless withholding
is otherwise authorized and warranted under applicable law.

(d) If an agency has reviewed the requested information for declassification
within the past 2 years, the agency need not conduct another review and
may instead inform the requester of this fact and the prior review decision
and advise the requester of appeal rights provided under subsection (e)
of this section.

(e) In accordance with directives issued pursuant to this order, agency
heads shall develop procedures to process requests for the mandatory review
of classified information. These procedures shall apply to information classi-
fied under this or predecessor orders. They also shall provide a means
for administratively appealing a denial of a mandatory review request, and
for notifying the requester of the right to appeal a final agency decision
to the Panel.

(f) After consultation with affected agencies, the Secretary of Defense
shall develop special procedures for the review of cryptologic information;
the Director of National Intelligence shall develop special procedures for
the review of information pertaining to intelligence sources, methods, and
activities; and the Archivist shall develop special procedures for the review
of information accessioned into the National Archives.

(g) Documents required to be submitted for prepublication review or other
administrative process pursuant to an approved nondisclosure agreement
are not covered by this section.

(h) This section shall not apply to any request for a review made to
an element of the Intelligence Community that is made by a person other
than an individual as that term is defined by 5 U.S.C. 552a(a)(2), or by
a foreign government entity or any representative thereof.

Sec. 3.6. Processing Requests and Reviews. Notwithstanding section 4.1(i)
of this order, in response to a request for information under the Freedom
of Information Act, the Presidential Records Act, the Privacy Act of 1974,
or the mandatory review provisions of this order:
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(a) An agency may refuse to confirm or deny the existence or nonexistence
of requested records whenever the fact of their existence or nonexistence
is itself classified under this order or its predecessors.

(b) When an agency receives any request for documents in its custody
that contain classified information that originated with other agencies or
the disclosure of which would affect the interests or activities of other
agencies with respect to the classified information, or identifies such docu-
ments in the process of implementing sections 3.3 or 3.4 of this order,
it shall refer copies of any request and the pertinent documents to the
originating agency for processing and may, after consultation with the origi-
nating agency, inform any requester of the referral unless such association
is itself classified under this order or its predecessors. In cases in which
the originating agency determines in writing that a response under paragraph
(a) of this section is required, the referring agency shall respond to the
requester in accordance with that paragraph.

(c) Agencies may extend the classification of information in records deter-
mined not to have permanent historical value or nonrecord materials, includ-
ing artifacts, beyond the time frames established in sections 1.5(b) and
2.2(f) of this order, provided:

(1) the specific information has been approved pursuant to section 3.3(j)

of this order for exemption from automatic declassification; and

(2) the extension does not exceed the date established in section 3.3(j)

of this order.
Sec. 3.7. National Declassification Center. (a) There is established within
the National Archives a National Declassification Center to streamline declas-
sification processes, facilitate quality-assurance measures, and implement
standardized training regarding the declassification of records determined
to have permanent historical value. There shall be a Director of the Center
who shall be appointed or removed by the Archivist in consultation with
the Secretaries of State, Defense, Energy, and Homeland Security, the Attor-
ney General, and the Director of National Intelligence.

(b) Under the administration of the Director, the Center shall coordinate:

(1) timely and appropriate processing of referrals in accordance with sec-

tion 3.3(d)(3) of this order for accessioned Federal records and transferred

presidential records.

(2) general interagency declassification activities necessary to fulfill the
requirements of sections 3.3 and 3.4 of this order;

(3) the exchange among agencies of detailed declassification guidance
to enable the referral of records in accordance with section 3.3(d)(3) of
this order;

(4) the development of effective, transparent, and standard declassification
work processes, training, and quality assurance measures;

(5) the development of solutions to declassification challenges posed by
electronic records, special media, and emerging technologies;

(6) the linkage and effective utilization of existing agency databases and
the use of new technologies to document and make public declassification
review decisions and support declassification activities under the purview
of the Center; and

(7) storage and related services, on a reimbursable basis, for Federal records

containing classified national security information.

(c) Agency heads shall fully cooperate with the Archivist in the activities
of the Center and shall:

(1) provide the Director with adequate and current declassification guid-

ance to enable the referral of records in accordance with section 3.3(d)(3)

of this order; and

(2) upon request of the Archivist, assign agency personnel to the Center
who shall be delegated authority by the agency head to review and exempt
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or declassify information originated by their agency contained in records
accessioned into the National Archives, after consultation with subject-
matter experts as necessary.

(d) The Archivist, in consultation with representatives of the participants
in the Center and after input from the general public, shall develop priorities
for declassification activities under the purview of the Center that take
into account the degree of researcher interest and the likelihood of declas-
sification.

(e) Agency heads may establish such centralized facilities and internal
operations to conduct internal declassification reviews as appropriate to
achieve optimized records management and declassification business proc-
esses. Once established, all referral processing of accessioned records shall
take place at the Center, and such agency facilities and operations shall
be coordinated with the Center to ensure the maximum degree of consistency
in policies and procedures that relate to records determined to have perma-
nent historical value.

(f) Agency heads may exempt from automatic declassification or continue
the classification of their own originally classified information under section
3.3(a) of this order except that in the case of the Director of National
Intelligence, the Director shall also retain such authority with respect to
the Intelligence Community.

(g) The Archivist shall, in consultation with the Secretaries of State, De-
fense, Energy, and Homeland Security, the Attorney General, the Director
of National Intelligence, the Director of the Central Intelligence Agency,
and the Director of the Information Security Oversight Office, provide the
National Security Advisor with a detailed concept of operations for the
Center and a proposed implementing directive under section 5.1 of this
order that reflects the coordinated views of the aforementioned agencies.

PART 4—SAFEGUARDING

Sec. 4.1. General Restrictions on Access.
(a) A person may have access to classified information provided that:

(1) a favorable determination of eligibility for access has been made by
an agency head or the agency head’s designee;

(2) the person has signed an approved nondisclosure agreement; and

(3) the person has a need-to-know the information.

(b) Every person who has met the standards for access to classified informa-
tion in paragraph (a) of this section shall receive contemporaneous training
on the proper safeguarding of classified information and on the criminal,
civil, and administrative sanctions that may be imposed on an individual
who fails to protect classified information from unauthorized disclosure.

(c) An official or employee leaving agency service may not remove classi-
fied information from the agency’s control or direct that information be
declassified in order to remove it from agency control.

(d) Classified information may not be removed from official premises
without proper authorization.

(e) Persons authorized to disseminate classified information outside the
executive branch shall ensure the protection of the information in a manner
equivalent to that provided within the executive branch.

(f) Consistent with law, executive orders, directives, and regulations, an
agency head or senior agency official or, with respect to the Intelligence
Community, the Director of National Intelligence, shall establish uniform
procedures to ensure that automated information systems, including networks
and telecommunications systems, that collect, create, communicate, compute,
disseminate, process, or store classified information:

(1) prevent access by unauthorized persons;

(2) ensure the integrity of the information; and
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(3) to the maximum extent practicable, use:

(A) common information technology standards, protocols, and interfaces
that maximize the availability of, and access to, the information in a
form and manner that facilitates its authorized use; and

(B) standardized electronic formats to maximize the accessibility of infor-
mation to persons who meet the criteria set forth in section 4.1(a) of
this order.

(g) Consistent with law, executive orders, directives, and regulations, each
agency head or senior agency official, or with respect to the Intelligence
Community, the Director of National Intelligence, shall establish controls
to ensure that classified information is used, processed, stored, reproduced,
transmitted, and destroyed under conditions that provide adequate protection
and prevent access by unauthorized persons.

(h) Consistent with directives issued pursuant to this order, an agency
shall safeguard foreign government information under standards that provide
a degree of protection at least equivalent to that required by the government
or international organization of governments that furnished the information.
When adequate to achieve equivalency, these standards may be less restrictive
than the safeguarding standards that ordinarily apply to U.S. “Confidential”
information, including modified handling and transmission and allowing
access to individuals with a need-to-know who have not otherwise been
cleared for access to classified information or executed an approved non-
disclosure agreement.

(1)(1) Classified information originating in one agency may be disseminated
to another agency or U.S. entity by any agency to which it has been made
available without the consent of the originating agency, as long as the
criteria for access under section 4.1(a) of this order are met, unless the
originating agency has determined that prior authorization is required for
such dissemination and has marked or indicated such requirement on the
medium containing the classified information in accordance with imple-
menting directives issued pursuant to this order.

(2) Classified information originating in one agency may be disseminated
by any other agency to which it has been made available to a foreign
government in accordance with statute, this order, directives implementing
this order, direction of the President, or with the consent of the originating
agency. For the purposes of this section, “foreign government” includes
any element of a foreign government, or an international organization
of governments, or any element thereof.

(3) Documents created prior to the effective date of this order shall not
be disseminated outside any other agency to which they have been made
available without the consent of the originating agency. An agency head
or senior agency official may waive this requirement for specific informa-
tion that originated within that agency.

(4) For purposes of this section, the Department of Defense shall be consid-
ered one agency, except that any dissemination of information regarding
intelligence sources, methods, or activities shall be consistent with direc-
tives issued pursuant tosection 6.2(b) of this order.

(5) Prior consent of the originating agency is not required when referring
records for declassification review that contain information originating
in more than one agency.

Sec. 4.2 Distribution Controls.

(a) The head of each agency shall establish procedures in accordance
with applicable law and consistent with directives issued pursuant to this
order to ensure that classified information is accessible to the maximum
extent possible by individuals who meet the criteria set forth in section
4.1(a) of this order.

(b) In an emergency, when necessary to respond to an imminent threat
to life or in defense of the homeland, the agency head or any designee
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may authorize the disclosure of classified information (including information
marked pursuant to section 4.1(i)(1) of this order) to an individual or individ-
uals who are otherwise not eligible for access. Such actions shall be taken
only in accordance with directives implementing this order and any proce-
dure issued by agencies governing the classified information, which shall
be designed to minimize the classified information that is disclosed under
these circumstances and the number of individuals who receive it. Informa-
tion disclosed under this provision or implementing directives and proce-
dures shall not be deemed declassified as a result of such disclosure or
subsequent use by a recipient. Such disclosures shall be reported promptly
to the originator of the classified information. For purposes of this section,
the Director of National Intelligence may issue an implementing directive
governing the emergency disclosure of classified intelligence information.

(c) Each agency shall update, at least annually, the automatic, routine,
or recurring distribution mechanism for classified information that it distrib-
utes. Recipients shall cooperate fully with distributors who are updating
distribution lists and shall notify distributors whenever a relevant change
in status occurs.

Sec. 4.3. Special Access Programs. (a) Establishment of special access pro-
grams. Unless otherwise authorized by the President, only the Secretaries
of State, Defense, Energy, and Homeland Security, the Attorney General,
and the Director of National Intelligence, or the principal deputy of each,
may create a special access program. For special access programs pertaining
to intelligence sources, methods, and activities (but not including military
operational, strategic, and tactical programs), this function shall be exercised
by the Director of National Intelligence. These officials shall keep the number
of these programs at an absolute minimum, and shall establish them only
when the program is required by statute or upon a specific finding that:

(1) the vulnerability of, or threat to, specific information is exceptional;
and

(2) the normal criteria for determining eligibility for access applicable
to information classified at the same level are not deemed sufficient to
protect the information from unauthorized disclosure.

(b) Requirements and limitations.

(1) Special access programs shall be limited to programs in which the
number of persons who ordinarily will have access will be reasonably
small and commensurate with the objective of providing enhanced protec-
tion for the information involved.

(2) Each agency head shall establish and maintain a system of accounting
for special access programs consistent with directives issued pursuant
to this order.

(3) Special access programs shall be subject to the oversight program
established under section 5.4(d) of this order. In addition, the Director
of the Information Security Oversight Office shall be afforded access to
these programs, in accordance with the security requirements of each
program, in order to perform the functions assigned to the Information
Security Oversight Office under this order. An agency head may limit
access to a special access program to the Director of the Information
Security Oversight Office and no more than one other employee of the
Information Security Oversight Office or, for special access programs that
are extraordinarily sensitive and vulnerable, to the Director only.

(4) The agency head or principal deputy shall review annually each special
access program to determine whether it continues to meet the requirements
of this order.

(5) Upon request, an agency head shall brief the National Security Advisor,
or a designee, on any or all of the agency’s special access programs.

(6) For the purposes of this section, the term ‘“agency head” refers only
to the Secretaries of State, Defense, Energy, and Homeland Security, the
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Attorney General, and the Director of National Intelligence, or the principal

deputy of each.

(c) Nothing in this order shall supersede any requirement made by or
under 10 U.S.C. 119.

Sec. 4.4. Access by Historical Researchers and Certain Former Government
Personnel.

(a) The requirement in section 4.1(a)(3) of this order that access to classified
information may be granted only to individuals who have a need-to-know
the information may be waived for persons who:

(1) are engaged in historical research projects;

(2) previously have occupied senior policy-making positions to which
they were appointed or designated by the President or the Vice President;
or

(3) served as President or Vice President.

(b) Waivers under this section may be granted only if the agency head
or senior agency official of the originating agency:

(1) determines in writing that access is consistent with the interest of

the national security;

(2) takes appropriate steps to protect classified information from unauthor-
ized disclosure or compromise, and ensures that the information is safe-
guarded in a manner consistent with this order; and

(3) limits the access granted to former Presidential appointees or designees
and Vice Presidential appointees or designees to items that the person
originated, reviewed, signed, or received while serving as a Presidential
or Vice Presidential appointee or designee.

PART 5—IMPLEMENTATION AND REVIEW

Sec. 5.1. Program Direction. (a) The Director of the Information Security
Oversight Office, under the direction of the Archivist and in consultation
with the National Security Advisor, shall issue such directives as are nec-
essary to implement this order. These directives shall be binding on the
agencies. Directives issued by the Director of the Information Security Over-
sight Office shall establish standards for:

(1) classification, declassification, and marking principles;

(2) safeguarding classified information, which shall pertain to the handling,

storage, distribution, transmittal, and destruction of and accounting for
classified information;

(3) agency security education and training programs;
) agency self-inspection programs; and

(4
(5) classification and declassification guides.
(b) The Archivist shall delegate the implementation and monitoring func-

tions of this program to the Director of the Information Security Oversight
Office.

(c) The Director of National Intelligence, after consultation with the heads

of affected agencies and the Director of the Information Security Oversight
Office, may issue directives to implement this order with respect to the
protection of intelligence sources, methods, and activities. Such directives
shall be consistent with this order and directives issued under paragraph
(a) of this section.
Sec. 5.2. Information Security Oversight Office. (a) There is established within
the National Archives an Information Security Oversight Office. The Archivist
shall appoint the Director of the Information Security Oversight Office, sub-
ject to the approval of the President.

(b) Under the direction of the Archivist, acting in consultation with the
National Security Advisor, the Director of the Information Security Oversight
Office shall:

(1) develop directives for the implementation of this order;
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(2) oversee agency actions to ensure compliance with this order and its
implementing directives;

(3) review and approve agency implementing regulations prior to their
issuance to ensure their consistency with this order and directives issued
under section 5.1(a) of this order;

(4) have the authority to conduct on-site reviews of each agency’s program
established under this order, and to require of each agency those reports
and information and other cooperation that may be necessary to fulfill
its responsibilities. If granting access to specific categories of classified
information would pose an exceptional national security risk, the affected
agency head or the senior agency official shall submit a written justification
recommending the denial of access to the President through the National
Security Advisor within 60 days of the request for access. Access shall
be denied pending the response;

(5) review requests for original classification authority from agencies or
officials not granted original classification authority and, if deemed appro-
priate, recommend Presidential approval through the National Security
Advisor;

(6) consider and take action on complaints and suggestions from persons
within or outside the Government with respect to the administration of
the program established under this order;

(7) have the authority to prescribe, after consultation with affected agencies,
standardization of forms or procedures that will promote the implementa-
tion of the program established under this order;

(8) report at least annually to the President on the implementation of
this order; and

(9) convene and chair interagency meetings to discuss matters pertaining
to the program established by this order.

Sec. 5.3. Interagency Security Classification Appeals Panel.

(a) Establishment and administration.

(1) There is established an Interagency Security Classification Appeals
Panel. The Departments of State, Defense, and Justice, the National Ar-
chives, the Office of the Director of National Intelligence, and the National
Security Advisor shall each be represented by a senior-level representative
who is a full-time or permanent part-time Federal officer or employee
designated to serve as a member of the Panel by the respective agency
head. The President shall designate a Chair from among the members
of the Panel.

(2) Additionally, the Director of the Central Intelligence Agency may ap-
point a temporary representative who meets the criteria in paragraph
(a)(1) of this section to participate as a voting member in all Panel delibera-
tions and associated support activities concerning classified information
originated by the Central Intelligence Agency.

(3) A vacancy on the Panel shall be filled as quickly as possible as
provided in paragraph (a)(1) of this section.

(4) The Director of the Information Security Oversight Office shall serve
as the Executive Secretary of the Panel. The staff of the Information
Security Oversight Office shall provide program and administrative support
for the Panel.

(5) The members and staff of the Panel shall be required to meet eligibility
for access standards in order to fulfill the Panel’s functions.

(6) The Panel shall meet at the call of the Chair. The Chair shall schedule
meetings as may be necessary for the Panel to fulfill its functions in
a timely manner.

(7) The Information Security Oversight Office shall include in its reports
to the President a summary of the Panel’s activities.
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(b) Functions. The Panel shall:

(1) decide on appeals by persons who have filed classification challenges
under section 1.8 of this order;

(2) approve, deny, or amend agency exemptions from automatic declas-
sification as provided in section 3.3 of this order;

(3) decide on appeals by persons or entities who have filed requests
for mandatory declassification review under section 3.5 of this order;
and

(4) appropriately inform senior agency officials and the public of final

Panel decisions on appeals under sections 1.8 and 3.5 of this order.

(c) Rules and procedures. The Panel shall issue bylaws, which shall be
published in the Federal Register. The bylaws shall establish the rules and
procedures that the Panel will follow in accepting, considering, and issuing
decisions on appeals. The rules and procedures of the Panel shall provide
that the Panel will consider appeals only on actions in which:

(1) the appellant has exhausted his or her administrative remedies within

the responsible agency;

(2) there is no current action pending on the issue within the Federal
courts; and

(3) the information has not been the subject of review by the Federal

courts or the Panel within the past 2 years.

(d) Agency heads shall cooperate fully with the Panel so that it can
fulfill its functions in a timely and fully informed manner. The Panel shall
report to the President through the National Security Advisor any instance
in which it believes that an agency head is not cooperating fully with
the Panel.

(e) The Panel is established for the sole purpose of advising and assisting
the President in the discharge of his constitutional and discretionary authority
to protect the national security of the United States. Panel decisions are
committed to the discretion of the Panel, unless changed by the President.

(f) An agency head may appeal a decision of the Panel to the President
through the National Security Advisor. The information shall remain classi-
fied pending a decision on the appeal.

Sec. 5.4. General Responsibilities. Heads of agencies that originate or handle
classified information shall:

(a) demonstrate personal commitment and commit senior management
to the successful implementation of the program established under this
order;

(b) commit necessary resources to the effective implementation of the
program established under this order;

(c) ensure that agency records systems are designed and maintained to
optimize the appropriate sharing and safeguarding of classified information,
and to facilitate its declassification under the terms of this order when
it no longer meets the standards for continued classification; and

(d) designate a senior agency official to direct and administer the program,
whose responsibilities shall include:

(1) overseeing the agency’s program established under this order, provided
an agency head may designate a separate official to oversee special access
programs authorized under this order. This official shall provide a full
accounting of the agency’s special access programs at least annually;

(2) promulgating implementing regulations, which shall be published in
the Federal Register to the extent that they affect members of the public;

(3) establishing and maintaining security education and training programs;

(4) establishing and maintaining an ongoing self-inspection program, which
shall include the regular reviews of representative samples of the agency’s
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original and derivative classification actions, and shall authorize appro-
priate agency officials to correct misclassification actions not covered by
sections 1.7(c) and 1.7(d) of this order; and reporting annually to the
Director of the Information Security Oversight Office on the agency’s self-
inspection program;

(5) establishing procedures consistent with directives issued pursuant to
this order to prevent unnecessary access to classified information, including
procedures that:

(A) require that a need for access to classified information be established
before initiating administrative clearance procedures; and

(B) ensure that the number of persons granted access to classified infor-
mation meets the mission needs of the agency while also satisfying oper-
ational and security requirements and needs;

(6) developing special contingency plans for the safeguarding of classified
information used in or near hostile or potentially hostile areas;

(7) ensuring that the performance contract or other system used to rate
civilian or military personnel performance includes the designation and
management of classified information as a critical element or item to
be evaluated in the rating of:

(A) original classification authorities;
(B) security managers or security specialists; and

(C) all other personnel whose duties significantly involve the creation
or handling of classified information, including personnel who regularly
apply derivative classification markings;

(8) accounting for the costs associated with the implementation of this
order, which shall be reported to the Director of the Information Security
Oversight Office for publication;

(9) assigning in a prompt manner agency personnel to respond to any
request, appeal, challenge, complaint, or suggestion arising out of this
order that pertains to classified information that originated in a component
of the agency that no longer exists and for which there is no clear successor
in function; and

(10) establishing a secure capability to receive information, allegations,
or complaints regarding over-classification or incorrect classification within
the agency and to provide guidance to personnel on proper classification
as needed.
Sec. 5.5. Sanctions. (a) If the Director of the Information Security Oversight
Office finds that a violation of this order or its implementing directives
has occurred, the Director shall make a report to the head of the agency
or to the senior agency official so that corrective steps, if appropriate, may
be taken.

(b) Officers and employees of the United States Government, and its
contractors, licensees, certificate holders, and grantees shall be subject to
appropriate sanctions if they knowingly, willfully, or negligently:

(1) disclose to unauthorized persons information properly classified under

this order or predecessor orders;

(2) classify or continue the classification of information in violation of
this order or any implementing directive;

(3) create or continue a special access program contrary to the requirements
of this order; or

(4) contravene any other provision of this order or its implementing direc-

tives.

(c) Sanctions may include reprimand, suspension without pay, removal,
termination of classification authority, loss or denial of access to classified
information, or other sanctions in accordance with applicable law and agency
regulation.
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(d) The agency head, senior agency official, or other supervisory official
shall, at a minimum, promptly remove the classification authority of any
individual who demonstrates reckless disregard or a pattern of error in
applying the classification standards of this order.

(e) The agency head or senior agency official shall:
(1) take appropriate and prompt corrective action when a violation or
infraction under paragraph (b) of this section occurs; and

(2) notify the Director of the Information Security Oversight Office when
a violation under paragraph (b)(1), (2), or (3) of this section occurs.
PART 6—GENERAL PROVISIONS

Sec. 6.1. Definitions. For purposes of this order:
(a) “Access” means the ability or opportunity to gain knowledge of classi-
fied information.

(b) “Agency” means any ‘“Executive agency,” as defined in 5 U.S.C. 105;
any “Military department” as defined in 5 U.S.C. 102; and any other entity
within the executive branch that comes into the possession of classified
information.

(c) “Authorized holder” of classified information means anyone who satis-
fies the conditions for access stated in section 4.1(a) of this order.

(d) “Automated information system’ means an assembly of computer hard-
ware, software, or firmware configured to collect, create, communicate, com-
pute, disseminate, process, store, or control data or information.

(e) “Automatic declassification’”” means the declassification of information
based solely upon:

(1) the occurrence of a specific date or event as determined by the original

classification authority; or

(2) the expiration of a maximum time frame for duration of classification

established under this order.

(f) “Classification” means the act or process by which information is
determined to be classified information.

(g) “Classification guidance” means any instruction or source that pre-
scribes the classification of specific information.

(h) “Classification guide” means a documentary form of classification
guidance issued by an original classification authority that identifies the
elements of information regarding a specific subject that must be classified
and establishes the level and duration of classification for each such element.

(i) “Classified national security information” or ‘“classified information”
means information that has been determined pursuant to this order or any
predecessor order to require protection against unauthorized disclosure and
is marked to indicate its classified status when in documentary form.

(j) “Compilation” means an aggregation of preexisting unclassified items
of information.

(k) “Confidential source” means any individual or organization that has
provided, or that may reasonably be expected to provide, information to
the United States on matters pertaining to the national security with the
expectation that the information or relationship, or both, are to be held
in confidence.

(I) “Damage to the national security” means harm to the national defense
or foreign relations of the United States from the unauthorized disclosure
of information, taking into consideration such aspects of the information
as the sensitivity, value, utility, and provenance of that information.

(m) “Declassification” means the authorized change in the status of infor-
mation from classified information to unclassified information.

(n) “Declassification guide”” means written instructions issued by a declas-
sification authority that describes the elements of information regarding
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a specific subject that may be declassified and the elements that must
remain classified.

(o) “Derivative classification” means the incorporating, paraphrasing, re-
stating, or generating in new form information that is already classified,
and marking the newly developed material consistent with the classification
markings that apply to the source information. Derivative classification in-
cludes the classification of information based on classification guidance.
The duplication or reproduction of existing classified information is not
derivative classification.

(p) “Document” means any recorded information, regardless of the nature
of the medium or the method or circumstances of recording.

(q) “Downgrading” means a determination by a declassification authority
that information classified and safeguarded at a specified level shall be
classified and safeguarded at a lower level.

(r) “File series” means file units or documents arranged according to
a filing system or kept together because they relate to a particular subject
or function, result from the same activity, document a specific kind of
transaction, take a particular physical form, or have some other relationship
arising out of their creation, receipt, or use, such as restrictions on access
or use.

(s) “Foreign government information”” means:

(1) information provided to the United States Government by a foreign
government or governments, an international organization of governments,
or any element thereof, with the expectation that the information, the
source of the information, or both, are to be held in confidence;

(2) information produced by the United States Government pursuant to
or as a result of a joint arrangement with a foreign government or govern-
ments, or an international organization of governments, or any element
thereof, requiring that the information, the arrangement, or both, are to
be held in confidence; or

(3) information received and treated as ‘“foreign government information”
under the terms of a predecessor order.

(t) “Information” means any knowledge that can be communicated or
documentary material, regardless of its physical form or characteristics, that
is owned by, is produced by or for, or is under the control of the United
States Government.

(u) “Infraction” means any knowing, willful, or negligent action contrary
to the requirements of this order or its implementing directives that does
not constitute a “‘violation,” as defined below.

(v) “Integral file block” means a distinct component of a file series, as
defined in this section, that should be maintained as a separate unit in
order to ensure the integrity of the records. An integral file block may
consist of a set of records covering either a specific topic or a range of
time, such as a Presidential administration or a 5-year retirement schedule
within a specific file series that is retired from active use as a group.
For purposes of automatic declassification, integral file blocks shall contain
only records dated within 10 years of the oldest record in the file block.

(w) “Integrity” means the state that exists when information is unchanged
from its source and has not been accidentally or intentionally modified,
altered, or destroyed.

(x) “Intelligence” includes foreign intelligence and counterintelligence as
defined by Executive Order 12333 of December 4, 1981, as amended, or
by a successor order.

(y) “Intelligence activities” means all activities that elements of the Intel-
ligence Community are authorized to conduct pursuant to law or Executive
Order 12333, as amended, or a successor order.
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(z) “Intelligence Community” means an element or agency of the U.S.
Government identified in or designated pursuant to section 3(4) of the Na-
tional Security Act of 1947, as amended, or section 3.5(h) of Executive
Order 12333, as amended.

(aa) “Mandatory declassification review” means the review for declassifica-
tion of classified information in response to a request for declassification
that meets the requirements under section 3.5 of this order.

(bb) “Multiple sources” means two or more source documents, classifica-
tion guides, or a combination of both.

(cc) “National security” means the national defense or foreign relations
of the United States.

(dd) “Need-to-know” means a determination within the executive branch
in accordance with directives issued pursuant to this order that a prospective
recipient requires access to specific classified information in order to perform
or assist in a lawful and authorized governmental function.

(ee) “Network” means a system of two or more computers that can ex-
change data or information.

(ff) “Original classification” means an initial determination that informa-
tion requires, in the interest of the national security, protection against
unauthorized disclosure.

(gg) “Original classification authority” means an individual authorized
in writing, either by the President, the Vice President, or by agency heads
or other officials designated by the President, to classify information in
the first instance.

(hh) “Records” means the records of an agency and Presidential papers
or Presidential records, as those terms are defined in title 44, United States
Code, including those created or maintained by a government contractor,
licensee, certificate holder, or grantee that are subject to the sponsoring
agency’s control under the terms of the contract, license, certificate, or
grant.

(ii) “Records having permanent historical value” means Presidential papers
or Presidential records and the records of an agency that the Archivist
has determined should be maintained permanently in accordance with title
44, United States Code.

(jj) “Records management’” means the planning, controlling, directing, orga-
nizing, training, promoting, and other managerial activities involved with
respect to records creation, records maintenance and use, and records disposi-
tion in order to achieve adequate and proper documentation of the policies
and transactions of the Federal Government and effective and economical
management of agency operations.

(kk) “Safeguarding” means measures and controls that are prescribed to
protect classified information.

(11) “Self-inspection” means the internal review and evaluation of indi-
vidual agency activities and the agency as a whole with respect to the
implementation of the program established under this order and its imple-
menting directives.

(mm) “Senior agency official” means the official designated by the agency
head under section 5.4(d) of this order to direct and administer the agency’s
program under which information is classified, safeguarded, and declassified.

(nn) “Source document” means an existing document that contains classi-
fied information that is incorporated, paraphrased, restated, or generated
in new form into a new document.

(oo) “Special access program’” means a program established for a specific
class of classified information that imposes safeguarding and access require-
ments that exceed those normally required for information at the same
classification level.
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(pp) “Systematic declassification review’” means the review for declassifica-
tion of classified information contained in records that have been determined
by the Archivist to have permanent historical value in accordance with
title 44, United States Code.

(qq) “Telecommunications” means the preparation, transmission, or com-
munication of information by electronic means.

(rr) “Unauthorized disclosure” means a communication or physical transfer
of classified information to an unauthorized recipient.

(ss) “U.S. entity” includes:
(1) State, local, or tribal governments;

2) State, local, and tribal law enforcement and firefighting entities;

4) regional, state, local, and tribal emergency management entities, includ-
ng State Adjutants General and other appropriate public safety entities;
or

(
(3) public health and medical entities;
(
i

(5) private sector entities serving as part of the nation’s Critical Infrastruc-
ture/Key Resources.

(tt) “Violation” means:

(1) any knowing, willful, or negligent action that could reasonably be
expected to result in an unauthorized disclosure of classified information;

(2) any knowing, willful, or negligent action to classify or continue the
classification of information contrary to the requirements of this order
or its implementing directives; or

(3) any knowing, willful, or negligent action to create or continue a special
access program contrary to the requirements of this order.

(uu) “Weapons of mass destruction” means any weapon of mass destruction
as defined in 50 U.S.C. 1801(p).

Sec. 6.2. General Provisions. (a) Nothing in this order shall supersede any
requirement made by or under the Atomic Energy Act of 1954, as amended,
or the National Security Act of 1947, as amended. “Restricted Data” and
“Formerly Restricted Data” shall be handled, protected, classified, down-
graded, and declassified in conformity with the provisions of the Atomic
Energy Act of 1954, as amended, and regulations issued under that Act.

(b) The Director of National Intelligence may, with respect to the Intel-
ligence Community and after consultation with the heads of affected depart-
ments and agencies, issue such policy directives and guidelines as the
Director of National Intelligence deems necessary to implement this order
with respect to the classification and declassification of all intelligence
and intelligence-related information, and for access to and dissemination
of all intelligence and intelligence-related information, both in its final form
and in the form when initially gathered. Procedures or other guidance issued
by Intelligence Community element heads shall be in accordance with such
policy directives or guidelines issued by the Director of National Intelligence.
Any such policy directives or guidelines issued by the Director of National
Intelligence shall be in accordance with directives issued by the Director
of the Information Security Oversight Office under section 5.1(a) of this
order.

(c) The Attorney General, upon request by the head of an agency or
the Director of the Information Security Oversight Office, shall render an
interpretation of this order with respect to any question arising in the
course of its administration.

(d) Nothing in this order limits the protection afforded any information
by other provisions of law, including the Constitution, Freedom of Informa-
tion Act exemptions, the Privacy Act of 1974, and the National Security
Act of 1947, as amended. This order is not intended to and does not
create any right or benefit, substantive or procedural, enforceable at law
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[FR Doc. E9-31418
Filed 1-4-10; 11:15 am)]
Billing code 7515-01-P

by a party against the United States, its departments, agencies, or entities,
its officers, employees, or agents, or any other person. The foregoing is
in addition to the specific provisos set forth in sections 1.1(b), 3.1(c) and
5.3(e) of this order.

(e) Nothing in this order shall be construed to obligate action or otherwise
affect functions by the Director of the Office of Management and Budget
relating to budgetary, administrative, or legislative proposals.

(f) This order shall be implemented subject to the availability of appropria-
tions.

(g) Executive Order 12958 of April 17, 1995, and amendments thereto,
including Executive Order 13292 of March 25, 2003, are hereby revoked
as of the effective date of this order.

Sec. 6.3. Effective Date. This order is effective 180 days from the date
of this order, except for sections 1.7, 3.3, and 3.7, which are effective
immediately.

Sec. 6.4. Publication. The Archivist of the United States shall publish this
Executive Order in the Federal Register.

THE WHITE HOUSE,
December 29, 2010.
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one or more persons using the Twitter account @ALT uscis. Specifically, the Request sought

the following:

1y

2)

3)

4)

)

All records, including but not limited to opinions, memoranda, directives, guidelines,
checklists, or criteria, from January 1, 2017, that mention one or more of the
following terms:

a. @ALT uscis;

b. @ALT _USCIS

c. “ALT Immigration”; or
d. “ALT uscis”™;

All e-mail communications to or from Special Agent Adam Hoffman from January 1,
2017, including communications on which Mr. Hoffman was carbon copied (“CC*d”)
or blind carbon copied (“BCC’d”), that mention one or more of the following terms:

@ALT _uscis;

@ALT _USCIS;

“ALT Immigration™; or
“ALT uscis”; or
“Twitter account”

o e o

All e-mail communications to or from Special Agent in Charge Stephen P. Caruso
from January 1, 2017, including communications on which Mr. Caruso was CC’d or
BCC’d, that mention one or more of the following terms:

@ALT uscis;
@ALT USCIS;
“ALT Immigration”;
“ALT uscis”; or
“Twitter account”

o po o

All records, including but not limited to opinions, memoranda, directives, guidelines,
checklists, or criteria, discussing applicable authority (including but not limited to 19
U.S.C. § 1509), from January 1, 2016, used by CBP to compel the production of
records to unmask the identity of persons using databases, social media programs, and
other software.

All records, including but not limited to opinions, memoranda, directives, guidelines,
checklists, or criteria, from January 1, 2016, discussing applicable authority for a
recipient of a summons notice issued by CBP pursuant to 19 U.S.C. § 1509 to object
to compliance with such summons.
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Ex. A at 4-5. The Request included a request for a fee benefit as a representative of the news
media, as well as a request for a fee waiver. Ex. A at 5.

Ms. Nelson received a confirmation e-mail containing the content of the Request on April
17,2017. Ex. A at 1. The confirmation e-mail assigned the Request tracking number CBP-
2017-049451. Id

M:s. Nelson has received two automated e-mail communications from
CBPFOIA@cbp.dhs.gov since submitting the Request. True and correct copies of these e-mail
communications are attached, collectively, as Exhibit B. On April 18,2017, Ms. Nelson
received an e-mail indicating that the Request tracking number was changed from CBP-2017-
04951 to CBP-OIT-2017-049451. Ex. B at 1. The e-mail contained boilerplate stated that such
an action “is normally due to the request being transferred to another agency (for example, EPA
to Dept. of Commerce) or to a sub-agency to process it.” Id. On April 27, 2017, Ms. Nelson
received a second e-mail communication which indicated that the Request tracking number had
been changed back to CBP-2017-049451 from CBP-OIT-2017-049451. Ex. B at 2. The second
e-mail communication contained the same language as the first e-mail communication, and
provided no further explanation for the tracking number change. Ex. B at 2.

As of the date of this appeal, 50 days after Ms. Nelson submitted the Request on behalf of
the Reporters Committee, no further communication from DHS and/or CBP has been received,
no determination has been made with respect to the Request, and no responsive records have
been produced.

I1. Argument
Under FOIA, an agency is required to make a “determination” with regard to a request

within twenty business days of its receipt. 5 U.S.C. § 552(a)(6)(A)(i). To satisfy this
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requirement, the agency “must at least: (i) gather and review the documents; (ii) determine and
communicate the scope of the documents it intends to produce and withhold, and the reasons for
withholding any documents; and (iii) inform the requester that it can appeal whatever portion of
the ‘determination’ is adverse.” Citizens for Responsibility & Ethics in Wash. v. FEC, 711 F.3d
180, 188 (D.C. Cir. 2013) (“CREW”). FOIA allows an agency to extend the date by which it
may make a determination by no more than “ten working days” in “unusual circumstances,” 5
U.S.C. § 552(a)(6)(B)(1), including “the need for consultation, which shall be conducted with all
practicable speed, with another agency having a substantial interest in the determination of the
request or among two or more components of the agency having substantial subject-matter
interest therein,” id. § 552(a)(6)(B)(iii)(III).

In this case, DHS and/or its division, CBP, has failed to make a “determination”
concerning the Reporters Committee’s Request within twenty business days, or even thirty
business days, assuming arguendo that the requests involve “unusual circumstances” as defined
by FOIA. CBP confirmed, by email, receipt of the Request on April 17, 2017. Accordingly, the
agency received the Request fifty days ago, and has clearly violated FOIA’s statutory deadline.
See 5 U.S.C. § 552(a)(6)(A)(i); id. § 552(a)(6)(B)(1); id. § 552(a)(6)(B)(iii)(I1I). Further, the
agency has not provided an estimated date of completion for the Request, despite its legal
obligation to do so. 5 U.S.C. § 552(a)(7)(B).

DHS and/or CBP have not communicated the scope of the documents it intends to
produce and withhold, communicated any reasons for the withholding of any documents, or
produced any documents in response to the Request. Accordingly, the agency is in violation of
its statutory duties under FOIA. See 5 U.S.C. § 552(a)(6)(A)(i); id. § 552(a)(6)(B)(i); id. §

552(a)(6)(B)(iii)(II[); CREW, 711 F.3d at 188.
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Jennifer A. Nelson
Stanton Foundation Media Litigation Fellow
THE REPORTERS COMMITTEE FOR FREEDOM OF THE PRESS

Enclosure(s)

cc: Katie Townsend
Litigation Director

Adam A. Marshall
Knight Foundation Litigation Attorney

THE REPORTERS COMMITTEE FOR
FREEDOM OF THE PRESS
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Tuesday, June 6, 2017 at 5:51:38 PM Eastern Daylight Time

Subject: FOIA Request CBP-2017-049451 Submitted

Date: Monday, April 17, 2017 at 2:47:37 PM Eastern Daylight Time
From: CBPFOIA@cbp.dhs.gov

To: jnelson@rcfp.org

This message is to confirm your request submission to the FOIAonline application: View Reguest. Request
information is as follows:

Tracking Number: CBP-2017-049451

Requester Name: Jennifer A. Nelson

Date Submitted: 04/17/2017

Request Status: Submitted

Description: 1) All records, including but not limited to opinions, memoranda, directives, guidelines, checklists,
or criteria, from January 1, 2017, that mention one or more of the following terms: a. @ALT_uscis; b.
@ALT_USCIS c. “ALT Immigration”; or d. “ALT_uscis”; 2) All e-mail communications to or from Special Agent
Adam Hoffman from January 1, 2017, including communications on which Mr. Hoffman was carbon copied
(“CC’d”}) or blind carbon copied (“BCC’d”}, that mention one or more of the following terms: a. @ALT_uscis; b.
@ALT_USCIS; c. “ALT Immigration”; or d. “ALT_uscis”; or e. “Twitter account” 3) All e-mail communications to
or from Special Agent in Charge Stephen P. Caruso from January 1, 2017, including communications on which
Mr. Caruso was CC’d or BCC’d, that mention one or more of the following terms: a. @ALT _uscis; b.
@ALT_USCIS; c. “ALT Immigration”; d. “ALT_uscis”; or e. “Twitter account” 4) All records, including but not
limited to opinions, memoranda, directives, guidelines, checklists, or criteria, discussing applicable authority
(including but not limited to 19 U.S.C. § 1509), from January 1, 2016, used by CBP to compel the production of
records to unmask the identity of persons using databases, social media programs, and other software. 5) All
records, including but not limited to opinions, memoranda, directives, guidelines, checklists, or criteria, from
January 1, 2016, discussing applicable authority for a recipient of a summons notice issued by CBP pursuant to
19 U.S.C. § 1509 to object to compliance with such summons.
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amassed audiences of Twitter users (“followers”) numbering in the tens of thousands or

more.4

Like many social media platforms, Twitter allows users to choose whether to
identify themselves publicly; users who wish to remain anonymous select a user name
using a pseudonym that does not disclose the speaker’s true identity. Pseudonymity of
the speaker(s) is a hallmark of these “alternative agency” accounts; these users are
motivated to preserve their anonymity to ensure that they may speak freely without fear
of the negative consequences that could follow if identified as the source of critical
commentary concerning the Administration and/or specific agencies.” Such motivation is
likely to be especially significant for users who are currently employed by the very
agency targeted by the “alternative” commentary, as these users could face retaliation,
harassment, and even the loss of their employment if their identities are revealed.®

One of these “alternative agency” accounts, @ALT uscis, has amassed more than
194,000 followers and drafted more than 9,000 tweets since its creation in January 2017.
The commentary published by @ALT _uscis has criticized immigration policies with
which the user(s) disagree, including President Trump’s immigration Executive Order
and his proposal to build a wall along the U.S.-Mexico border.® In addition, the
@ALT _uscis account has highlighted what the user(s) view as a history of
mismanagement at the agency, and has regularly leveled criticism at CBP’s practices.9

On March 17, 2017, an agent within CBP transmitted to Twitter by fax a
summons (“CBP Summons,” attached as Exhibit A) ordering it to produce certain records
pertaining to the @ALT _uscis account, includin% “*[u]ser names, account login, phone
numbers, mailing addresses, and I.P. addresses.”’® The CBP Summons invoked as
authority 19 U.S.C. § 1509, an administrative provision of the Tariff Act of 1930 which
authorizes the agency to comPel production of a narrow class of records related to the
importation of merchandise.

4 See, e.g. @RogueNASA, TWITTER (Apr. 13, 2017, 2:37 PM), https:/twitter.com/roguenasa (903K
followers as of Apr. 13, 2017); @A ltNatParkSer, TWITTER (Apr. 13, 2017, 2:38 PM),
https://Atwitter.com/altnatparkser (89K followers as of Apr. 13, 2017); @AIlt_NIH, TWITTER (Apr. 13,2017,
2:40 PM), https://twitter.com/alt_nih (224K followers as of Apr. 13, 2017).

> Alleen Brown, Rogue Twitter Accounts Fight To Preserve The Voice Of Government Science, THE
INTERCEPT, Mar. 11, 2017, https://theintercept.com/2017/03/11/rogue-twitter-accounts-fight-to-preserve-
the-voice-of-government-science/ (noting that several “alternative agency” accounts are administered by
current agency employees who wish to preserve their anonymity “out of fear of workplace retaliation and
pressure to shut down their accounts™).

S 1d

7 See @ALT _uscis, TWITTER (Apr. 13,2017, 3:10 PM), https:/twitter.com/alt_uscis (194K followers as of
Apr. 13,2017).

* 1d.

? See id. (Feb. 3, 2017 tweet alleging that CBP agents were “walking public area of [airport] terminals
approaching brown people mentioning they look like a suspect”).
1% See Exhibit A at 3.

1 See 19 U.S.C. § 1509,
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Twitter filed suit against CBP and DHS on April 6, 2017, arguing that the First
Amendment barred the CBP Summons.'? The next day, CBP withdrew its summons, and
Twitter voluntarily dismissed its claims without prejudice.'®

L. Reguested Records

Pursuant to the FOIA, I, on behalf of RCFP, request copies of the following:

1) All records, including but not limited to opinions, memoranda, directives,
guidelines, checklists, or criteria, from January 1, 2017, that mention one or
more of the following terms:

a. @ALT uscis;
b. @ALT USCIS
c. “ALT Immigration™; or
d. “ALT uscis”;

2) All e-mail communications to or from Special Agent Adam Hoffman from
January 1, 2017, including communications on which Mr. Hoffman was
carbon copied (“CC’d”) or blind carbon copied (“BCC’d"”), that mention one
or more of the following terms:

@ALT _uscis;

@ALT USCIS;

“ALT Immigration”; or
“ALT_uscis”; or
“Twitter account”

oo o

3) All e-mail communications to or from Special Agent in Charge Stephen P.
Caruso from January 1, 2017, including communications on which Mr.
Caruso was CC’d or BCC’d, that mention one or more of the following terms:

a. @ALT uscis;

b. @ALT _USCIS;

c. “ALT Immigration”;
d. “ALT uscis”; or

e. “Twitter account”

4) All records, including but not limited to opinions, memoranda, directives,
guidelines, checklists, or criteria, discussing applicable authority (including
but not limited to 19 U.8.C. § 1509), from January 1, 2016, used by CBP to

"> Complaint, Twitter, Inc. v. U.S. Dep't of Homeland Security, et al., No. 3:17-cv-01916 (N.D. Cal. Apr. 6,
2017).

" Mike Isaac, U.S. Blinks in Clash With Twitter; Drops Order to Unmask Anti-Trump Account, N.Y.
TIMES, Apr. 7, 2017, https://www.nytimes.com/2017/04/07/technology/us-blinks-in-clash-with-twitter-
drops-order-to-unmask-anti-trump-account.html.
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compel the production of records to unmask the identity of persons using
databases, social media programs, and other software.

5) All records, including but not limited to opinions, memoranda, directives,
guidelines, checklists, or criteria, from January 1, 2016, discussing applicable
authority for a recipient of a summons notice issued by CBP pursuant to 19
U.S.C. § 1509 to object to compliance with such summons.

I would like to receive the information in electronic form, preferably PDFs. If
possible, please also provide PDFs that have been subjected to optical character
recognition (“OCR”) or are otherwise electronically searchable, in order to facilitate
public access to the content of the information.

11. Fee Benefit and Fee Waiver Requested

As a representative of the news media, RCFP requests a fee benefit which would
require it to pay only for the direct cost of duplication after the first 100 pages of
responsive records. 5 U.S.C. § 552(a)(4)(A)(ii)(1]). In the event that records responsive
to this request exceed 100 pages, I am willing to pay up to $50.00 in duplication fees.
Please inform me if fees will exceed that amount before proceeding.

RCFP also seeks a fee waiver pursuant to 5 U.S.C. § 552(a)(4)(A)(iii) because
disclosure is “likely to contribute significantly to public understanding of the operations
or activities of the government and is not primarily in the commercial interest of the
requester.” Id.; see also 6 C.F.R. § 5.11 (k)(i)-(ii) (stating fees will be waived where
disclosure is in the public interest and not primarily in the commercial interest of the
requester).

In accordance with 5 U.S.C. § 552(a)(4)(A)(iii), disclosure is “likely to contribute
significantly to public understanding of the operations or activities of the government”
within the meaning of the statute because the Reporters Committee is a nonprofit
association of news reporters and editors that publishes information to educate the public
about the state of the press. In addition to regularly obtaining information about
government activities that touch and concern members of the press and the First
Amendment, RCFP also engages in analyzing and publishing that information.'* For
instance, RCFP routinely posts articles on its website'® and on its social media
accounts,'® emails out newsletters, and publishes a quarterly magazine, The News Media

" ACLU v. Dep’t of Justice, 321 F. Supp. 2d 24, 30 n.5 (D.D.C. 2004) (finding that a non-profit public
interest group that “gathers information of potential interest to a segment of the public, uses its editorial
skills to turn the raw material into a distinct work, and distributes that work to an audience” is “primarily
engaged in disseminating information™) (citation omitted).

!> REPORTERS COMMITTEE FOR FREEDOM OF THE PRESS, https://www.rcfp.org/ (last visited Apr. 13, 2017).
1% See @rcfp, TWITTER (Apr. 13,2017, 12:14 PM), https://twitter.com/rcfp (7,712 followers as of Apr. 13,
2017); The Reporters Committee for Freedom of the Press, FACEBOOK (Apr. 13, 2017),
https://www.facebook.com/ReportersCommittee/ (6,393 “likes” as of Apr. 13, 2017).
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Barbara W. Wall

Vice President h

Associate General Counsel

February 10, 2009
VIA FIRST-CLASS MAIL

Manager, Disclosure Services and Administrative Operations
Communications Division

Mail Stop 3-2

Office of the Comptroller of the Currency

Washington, DC 20219

Re: Freedom of Information Act request denial

To Whom It May Concern:

[ represent USA TODAY, and I write to appeal your Jan. 16, 2009 partial denial of reporter
Kathy Chu’s Nov. 13, 2008 Freedom of Information Act request. USA TODAY appeals both
the redaction of identifying information from written correspondence and the withholding of
documents related to the retail sweep program.

Releasing the information is both appropriate and expedient, given President Obama’s
unmistakable instruction that government err on the side of openness. As you know, the
President has directed that the FOIA "be administered with a clear presumption: In the face of
doubt, openness prevails." Memorandum on the Freedom of Information Act, 74 Fed. Reg. 15,
4683 (Jan. 26, 2009). This instruction is unambiguous: "All agencies should adopt a presumption
in favor of disclosure, in order to renew their commitment to the principles embodied in FOIA,
and to usher in a new era of open Government. The presumption of disclosure should be applied
to all decisions involving FOIA." Id. Your partial denial was contrary to the spirit of open
government described in the President’s directive. You cited numerous FOIA exemptions as
sufficient reason for withholding information, yet you failed to provide any analysis as to why
these exemptions apply.

In redacting the banks’ identifying information from the written correspondence and withholding
unspecified documents, you cited three FOIA exemptions: 5 U.S.C. 552(b)(4), which pertains to
trade secrets or commercial financial information, furnished in confidence, that relates to the
business, personal, or financial affairs of any person; 5 U.S.C. 552(b)(5), which relates to an
intra-agency or interagency memorandum or letter not routinely available by law to a private
party in litigation; and 5 U.S.C. 552(b)(8), which relates to examination, operating, or condition
reports prepared by agencies that regulate financial institutions. Your letter utterly fails to
demonstrate how any of these three exemptions require the redaction of bank names.

The letters that your office provided, with the identifying information redacted, do not contain
trade secrets or commercial financial information provided by a person that would be covered
under 552(b)(4). The letters involve routine information about government regulation. They do

7950 Jones Branch e McLean, VA 22107 ¢ 703-854-6951 ¢ FAX: 703-854-2031
bwall@gannett.com
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not contain financial information provided by the banks. See Philadelphia Newspapers, Inc. v.
Dep’t of Health & Human Servs., 69 F. Supp. 2d 63, 67 (audit documents created by HHS not
financial information “obtained from a person”); Maydak v. Dep’t of Justice., 254 F. Supp. 2d
23,49 (D.D.C. 2003) (agency staff member’s meeting notes do not fall within exemption
because that exemption does not apply to information generated by government that is not
“obtained from a person”). The documents requested by USA TODAY are related to
government supervision and regulation, not confidential, commercial information. Your agency
has failed to demonstrate how supervision of a government program in any way involves the sort
of trade secrets covered by this exemption.

You also did not explain how 552(b)(5)’s exemption for inter-agency memorandums or inter-
agency memorandums applies to this information. This correspondence is between the
Comptroller’s office and individual financial institutions. Nothing in the plain language of the
statute indicates that this exemption applies to communications between an agency and an
outside party. See Federal Open Mkt. Comm v. Merrill, 443 U.S. 340, 352 (1979) (“Exemption 5
was intended to allow an agency to withhold intra-agency memoranda which would not
routinely be disclosed to a private party through the discovery process in litigation with the
agency) (emphasis added, citation and internal quotation marks omitted).

Nor is redaction required by 552(b)(8). The narrow exemption applies only to information
“contained in or related to examination, operating, or condition reports prepared by, on behalf of,
or for the use of an agency responsible for the regulation or supervision of financial institutions.”
See, e.g., Gregory v. FDIC, 631 F.2d 896 (D.C. Cir. 1980) (FDIC bank examiner report covered
by Exemption 8). The letters in this FOIA request do not involve routine bank examination,
regulation, or inspections, for which this exemption is intended. They involve government retail
sweep programs.

You have not provided a single reason as to why any of this very basic information should be
redacted and withheld under the three FOIA exemptions. Because you are unable to do so, you
should immediately provide the documents that you withheld and copies of the letters without
redaction.

Further, even if your agency is unwilling to reconsider its position, I ask that you provide an
index of those records deemed exempt. Your agency denied access to responsive records
without providing so much as a general characterization of what those records are. I therefore
request that you provide a written index of the documents that the Comptroller has deemed
exempt from disclosure, as required under Vaughn v. Rosen, 484 F.2d 820, 827 (D.C. Cir. 1973),
cert. denied, 415 U.S. 977 (1974). Such an index must "describe each document or portion
thereof withheld." King v. U.S. Dep't of Justice, 830 F.2d 210, 223-24 (D.C. Cir. 1987).

I look forward to your prompt reply.

Sincerely,

Barbara W. Wall
Cc: Kathy Chu
Jeff Kosseff

7950 Jones Branch e McLean, VA 22107 e 703-854-6951 ¢ FAX: 703-854-2031
bwall@gannett.com Page 168
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Alex Rate
American Civil Liberties Union

of Montana Foundation, Inc.

P.O. Box 9138

Missoula, MT 59807
Telephone: (406) 203-3375
ratea@aclumontana.org

Brett Max Kaufman*

American Civil Liberties Union
Foundation
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Telephone: (212) 549-2603

bkaufman@aclu.org

*Pro Hac Vice Forthcoming
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AMERICAN CIVIL LIBERTIES
UNION
125 Broad Street—18th Floor
New York, NY 10004,

AMERICAN CIVIL LIBERTIES
UNION FOUNDATION
125 Broad Street—18th Floor
New York, NY 10004,

AMERICAN CIVIL LIBERTIES
UNION OF MONTANA
FOUNDATION, Inc.

P.O. Box 9138

Missoula, MT 59807,

Plaintiffs,
V.

DEPARTMENT OF DEFENSE
1400 Defense Pentagon
Washington, DC 20301,

DEPARTMENT OF HOMELAND
SECURITY
Washington, DC 20528

DEPARTMENT OF THE INTERIOR
1849 C Street, N.W.
Washington, DC 20240

DEPARTMENT OF JUSTICE
950 Pennsylvania Avenue,
N.W.
Washington, DC 20530,

Defendants.
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Introduction

1. This is an action under the Freedom of Information Act (“FOIA™), 5
U.S.C. § 552, for injunctive and other appropriate relief. Plaintiffs American Civil
Liberties Union, the American Civil Liberties Union Foundation (together, the
“ACLU”), and the ACLU of Montana Foundation, Inc. (“ACLU-MT”) seek the
immediate release of records pertaining to cooperation between federal, state, and
local law enforcement entities and between federal law enforcement entities and
private security companies around preparations for anticipated protests against the
Keystone XL Pipeline.

2. In March 2017, President Donald Trump announced that he had
formally approved construction of the Keystone XL Pipeline, a decision which
generated intense public controversy and debate. The approval triggered calls for
protest of the oil pipeline, similar to Standing Rock protests against the Dakota
Access Pipeline in 2016. The Dakota Access Pipeline protests were met with a
sustained response from law enforcement to shut down protest encampments,
surveil protest activity, and prosecute protestors. Of particular note, as documented
by The Intercept, this law enforcement response involved collaboration between
federal and state or local law enforcement entities, and between governmental

entities and private security companies.
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3. With a new wave of environmental and Indigenous protests expected

in response to Keystone XL, similar law enforcement coordination is anticipated in

response to these protests. For example, on April 11, 2017, the Omaha World

Herald reported that Morton County, North Dakota Sheriff Kyle Kirchmeier,

whose department was involved in responding to the Dakota Access Pipeline

protests, has been in communication with other states over how to respond to oil

pipeline protestors.

4, Plaintiffs have obtained, through Right-to-Know requests to state and

local entities, documentation that demonstrates coordination and collaboration with

federal agencies, including, but not limited to, the following:

a.

In collaboration with the Montana Highway Patrol, the U.S.
Department of Justice (“DOJ”) presented a Social Networking and
Cyber Awareness training in Circle, MT.

DOJ hosted an “anti-terrorism” training in Fort Harrison.

The Bureau of Land Management (“BLM”) hosted a “Large
Incident Planning Meeting” in Miles City, MT on June 12, 2018.
The Federal Emergency Management Agency (“FEMA™) hosted
“Field Force Operations” trainings in Sidney, MT and Glendive,

MT.
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e. The Department of Homeland Security (“DHS”) and FEMA
conducted a “Field Force Operations” training in Billings, MT on
October 24, 2016.

f. DOJ conducted a “law enforcement sensitive briefing
about...criminal activity and protest activity” in January 2018.

5. These highly coordinated law enforcement responses to
environmental and Indigenous protests raise questions about the Defendants’ level
of collaboration with state and local governments and with private security
companies in anticipation of Keystone XL protests. Governmental surveillance of
protests, and undue scrutiny of political speech, is a matter of great public concern.

6. Despite this public concern, little is currently known about the level of
collaboration between federal, state, local, and private entities in preparation for
Keystone XL protests. Limited publicly available evidence, in the form of
memoranda and email correspondence, suggests that federal agencies are already
preparing for these protests. But this evidence 1s sparse, and Plaintiffs seek wider
disclosure of information about law enforcement coordination and collaboration.

7. Plaintiffs believe that public agencies are involved in pre-emptive
planning and coordination with private, local, and federal entities to assist in

efforts to further suppress Indigenous rights and environmental justice activism.
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8. Disclosure of the records Plaintiffs seek through this action would
greatly benefit the public. It would contribute significantly to the public’s
understanding of how deeply the federal government is involved in supporting
state law enforcement efforts in response to environmental and Indigenous protest;
how extensively law enforcement entities delegate responsibilities to private
security contractors; and how comprehensively law enforcement entities have

surveilled activists in anticipation of protests.

Jurisdiction and Venue

0. This Court has both subject-matter jurisdiction over this action and
personal jurisdiction over the parties pursuant to 5 U.S.C. § 552(a)(4)(B). This
Court also has subject-matter jurisdiction over this action pursuant to 28 U.S.C.
§ 1331.

10.  Venue is proper in this District under 5 U.S.C. § 552(a)(4)(B).

11.  Venue is proper in this Division under Local Rule 3.2(b) and Mont.
Code Ann. § 25-2—-125, as Missoula County is where Plaintiff American Civil

Liberties Union of Montana’s primary office is located.

Parties
12.  Plaintiff American Civil Liberties Union is a nationwide, non-profit,

nonpartisan 26 U.S.C. § 501(c)(4) organization with more than 2 million members

Page 174



Case 9:18-cv-00154-DWM Document 1 Filed 09/04/18 Page 7 of 18

dedicated to the constitutional principles of liberty and equality. The American
Civil Liberties Union is committed to ensuring that the American government acts
in compliance with the Constitution and the law. The American Civil Liberties
Union is also committed to principles of transparency and accountability in
government, and seeks to ensure that the American public is informed about the
conduct of its government in matters that affect civil liberties. Obtaining
information about governmental activity, analyzing that information, and widely
publishing and disseminating it to the press and the public (in both its raw and
analyzed forms) is a critical and substantial component of the American Civil
Liberties Union’s work and one of its primary activities.

13.  Plaintiff American Civil Liberties Union Foundation is a separate §
501(c)(3) organization that educates the public about civil liberties and employs
lawyers who provide legal representation free of charge in cases involving civil
liberties.

14.  Plaintiff ACLU of Montana Foundation, Inc. (“ACLU-MT”) is a
Montana non-profit corporation, established under the laws of the state of Montana
with its primary office in Missoula, Montana. ACLU-MT is an organization that
promotes and safeguards civil rights and civil liberties. As part of its mission, it is
seeking public records from the Defendants that are relevant to its work, and will

be disseminated to the general public.
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15. Defendants Department of Defense (“DOD”), Department of
Homeland Security (“DHS”), Department of the Interior (“DOI”), and Department
of Justice (“D0OJ”) are departments of the executive branch of the U.S. government
and are agencies within the meaning of 5 U.S.C. § 552(f)(1). The U.S. Army Corps
of Engineers (“USACE”) is a component of the Department of the Army (“Army”)
and a subcomponent of DOD. The Federal Emergency Management Agency
(“FEMA”), the Office of Intelligence and Analysis (“I&A”), and the
Transportation Security Administration (“TSA”) are components of DHS. The
Bureau of Land Management (“BLM”) is a component of DOI. The Federal
Bureau of Investigation (“FBI”’) and the Office of Legal Counsel (“OLC”) are

components of DOJ.

Facts

The Requested Records

16.  On January 23, 2018, Plaintiffs submitted identical FOIA requests
(the “Request”) to the FBI, OLC, OSD/JS, DHS, USACE, and BLM. On March 8,
2018, Plaintiffs submitted the Request, modified to remove DOD-specific requests,
to TSA. On April 2, 2018, upon notice from the FBI that the January 23
submission had been unsuccessful due to a defunct online portal for FBI FOIA
requests, Plaintiffs submitted the Request, modified to remove DOD-specific

requests, to the FBI.
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17.  With respect to all agencies listed above, the Request seeks “records
created since January 27, 2017, concerning (1) Legal and policy analyses and
recommendations related to law enforcement funding for and staffing around oil
pipeline protests. Such recommendations may include, but are not limited to,
declarations of a state of emergency by state and local entities in order to marshal
additional funds, and requests by state or local entities for federal agencies to
provide funding or personnel for counter-protest operations; (2) Travel of federal
employees to speaking engagements, private and public meetings, panels, and
conferences on the subject of preparation for oil pipeline protests and/or
cooperation with private corporations in furtherance thereof; (3) Meeting agendas,
pamphlets, and other distributed matter at speaking engagements, private and
public meetings, panels, and conferences where federal employees are present to
discuss preparation for oil pipeline protests and/or cooperation with private
corporations in furtherance thereof; and (4) Communications between federal
employees and state or local law enforcement entities or employees thereof, and
between federal employees and private security companies or employees thereof,
discussing cooperation in preparation for oil pipeline protests.”

18.  Plaintiffs sought a waiver of search, review, and duplication fees on
the ground that disclosure of the requested records is “in the public interest” and

because it is “likely to contribute significantly to public understanding of the
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operations or activities of the government and is not primarily in the commercial
interest of the requester.” 5 U.S.C. § 552(a)(4)(A)(iii).

19. Plaintiffs also sought a limitation of fees on the ground that Plaintiffs
qualify as “representative[s] of the news media” and the records are not sought for
commercial use. 5 U.S.C. § 552(a)(4)(A)(11)(II).

20. Plaintiffs requested expedited processing of the Request on the basis
of a “compelling need” for the requested records as defined in 5 U.S.C. §
552(a)(6)(E)(v)(ID).

Agency Responses

USACE

21. By email dated February 12, 2018, USACE acknowledged receipt of
the Request and assigned it reference number FP-18-009115.

22.  OnJuly 17, 2018, Plaintiffs received a final response from USACE,
disclosing seven pages of redacted emails, Ex. A, and withholding “one email
consisting of five pages” in its entirety. Ex. B at 1. USACE claims Exemption 6 of
the FOIA for the redacted emails, and Exemptions 5, 6, and 7(A) for the withheld
email.

23.  On August 3, 2018, Plaintiffs appealed USACE’s Final Response on
the grounds of inadequate search, improper withholding, and improper redaction.

Plaintiffs have received no further correspondence from USACE.

10

Page 178



Case 9:18-cv-00154-DWM Document 1 Filed 09/04/18 Page 11 of 18

24.  Plaintiffs have exhausted all administrative remedies because USACE
failed to respond to Plaintiffs’ appeal within the time required by statute.
DHS
25. By letter dated January 25, 2018, DHS acknowledged receipt of the
Request and assigned it reference number 2018-HQFQ-00539. DHS noted that it
had forwarded the Request to component agencies FEMA, I&A, and the Federal
Law Enforcement Training Centers (FLETC) to determine whether those offices
had any equity in the request.
26. By email dated February 16, 2018, DHS confirmed that “I & A
advised that they will be searching for records for your request (FEMA too0).”
FEMA
27. By letter dated January 26, 2018, FEMA acknowledged receipt of the
Request and assigned it reference number 2018-FEFO-00405. FEMA denied
Plaintiffs’ request for expedited processing, and conditionally granted Plaintiffs’
request for a fee waiver. FEMA noted it had queried the appropriate FEMA
subcomponent organizations for responsive records.
28. By letter dated March 23, 2018, FEMA stated that it had conducted a
comprehensive search of files within FEMA’s Region VIII for responsive records,

and was unable to identify any responsive records.

11
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29.  On June 14, 2018, Plaintiffs timely filed an administrative appeal of
FEMA'’s determination that it has no records responsive to the Request. Plaintiffs
alleged that FEMA had not engaged in an adequate search for these records.
FEMA acknowledged Plaintiffs’ appeal by letter on June 21, 2018, and denied it
by letter on August 31, 2018.

30. Plamtiffs have exhausted all administrative remedies because FEMA
failed to respond to Plaintiffs’ appeal relating to the adequacy of FEMA’s search
within the time required by statute.

1&A

31. By letter dated February 16, 2018, I&A acknowledged receipt of the
Request and assigned it reference number 2018-IAFO-00149. I1&A stated it would
search for items two, three, and four of the Request. I&A granted expedited
processing and did not communicate any decision regarding Plaintiffs’ requests for
a fee waiver and a limitation of fees.

32. By email dated March 27, 2018, Plaintiffs contacted I&A inquiring
about the status of the Request. Plaintiffs also provided I&A with a May 2017
Field Analysis Report, on which I&A collaborated, as an example of the type of
record Plaintiffs were seeking in the Request. Ex. C & Ex. D.

33. By email dated June 22, 2018, I&A issued a final response to

Plaintiffs’ Request, providing no documents other than a redacted version of the

12
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same, unclassified document Requesters had offered to I&A on March 27—nearly
three months prior—as an example of the type of document that Requesters were
seeking. Ex. E.

34.  On June 28, 2018, Plaintiffs appealed the adequacy of I&A’s search,
as well as its redactions of an already unclassified, unredacted letter which
Plaintiffs themselves had first provided to I&A. I&A acknowledged Plaintiffs’
appeal by letter on July 2, 2018. Plaintiffs have received no further correspondence
from [&A.

35.  Plaintiffs have exhausted all administrative remedies because [&A
failed to respond to Plaintiffs’ appeal relating to the adequacy of I&A’s search
within the time required by statute.

TSA

36. By letter dated March 12, 2018, TSA acknowledged receipt of the
Request and assigned it reference number 2018-TSFO-00198. TSA did not
communicate any decision regarding Plaintiffs’ requests for expedited processing,
a fee waiver, and a limitation of fees.

37. By letter dated May 24, 2018, TSA stated that it had conducted a
search and no records responsive to Plaintiffs’ request were located.

38.  On June 14, 2018, Plaintiffs timely filed an administrative appeal of

TSA’s determination that it has no records responsive to the Request. Plaintiffs

13
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alleged that TSA had not engaged in an adequate search for these records.
Plaintiffs have received no further correspondence from TSA.

39. Plaintiffs have exhausted all administrative remedies because TSA
failed to respond to Plaintiffs’ appeal relating to the adequacy of TSA’s search
within the time required by statute.

BLM

40. By letter dated January 29, 2018, BLM acknowledged receipt of the
Request and assigned it reference number 2018-00388. BLM granted Plaintiffs’ fee
waiver request, and did not communicate a decision regarding Plaintiffs’ request
for expedited processing. BLM did, however, note that it had placed the Request
into its “Exceptional/Voluminous” track, which it noted would require more than
sixty workdays for processing.

41. Plaintiffs have received no further correspondence from BLM. No
records responsive to the Request have been released by BLM.

42. Plaintiffs have exhausted all administrative remedies because BLM
has failed to comply with the time limit for responding to FOIA requests.

FBI

43. By letter dated April 6, 2018, the FBI acknowledged receipt of the

Request and assigned it reference number 1401682-000. The FBI classified

Plaintiffs as an “educational institution, noncommercial scientific institution or

14
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representative of the news media,” and stated that Plaintiff” request for public
interest fee waiver was under consideration. The FBI did not communicate a
decision regarding Plaintiffs’ request for expedited processing. However, by
separate letter also dated April 6, 2018, the FBI stated that “unusual
circumstances” applied to the Request. The FBI informed Plaintiffs it could reduce
the scope of its request in order to seek a determination on the request within 20
days.

44. By letter dated April 24, 2018, the FBI denied Plaintiffs’ request for
expedited processing, stating that Plaintiffs had not articulated an urgency to
inform the public as it relates to this subject matter.

45. Plaintiffs have received no further correspondence from the FBI. No
records responsive to the Request have been released by the FBI.

46. Plaintiffs have exhausted all administrative remedies because the FBI
has failed to comply with the time limit for responding to FOIA requests.

OLC

47. By letter dated January 31, 2018, OLC acknowledged receipt of the
Request and assigned it reference number FY 18-058. OLC denied Plaintiffs’
request for expedited processing, and noted it would make a determination
concerning Plaintiffs’ request for a fee waiver after determining whether fees

would be assessed for the request.
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48.  Plaintiffs contacted OLC by phone on April 10, 2018, requesting an
update on the status of the Request. An OLC representative responded that the
agency was “extremely behind.”

49.  On April 25, 2018, Plaintiffs timely filed an administrative appeal
from OLC’s denial of the request for expedited processing. By letter dated May 11,
2018, OLC affirmed its denial of Plaintiffs’ request for expedited processing.

50. Plaintiffs contacted OLC by phone on May 11, 2018, requesting an
update on the status of the Request. An OLC representative responded that the
Request had been placed in “final review” and that the agency would have a
decision on the Request by the end of the following week.

51.  Plaintiffs have received no further correspondence from OLC. No
records responsive to the Request have been released by OLC.

52.  Plaintiffs have exhausted all administrative remedies because OLC
has failed to comply with the time limit for responding to FOIA request, and
because OLC has affirmed the denial of Plaintiffs’ request for expedited
processing.

Causes of Action

53. Defendants’ failure to promptly make available the records sought by
the Request violates FOIA, 5 U.S.C. § 552(a)(3)(A), and Defendants’

corresponding regulations.
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54. Defendants’ failure to make an adequate search for records responsive
to the Request violates FOIA, 5 U.S.C. § 552(a)(3)(C), (D), and Defendants’
corresponding regulations.

55. Defendants’ denials of Plaintiffs’ requests for expedited processing
violate FOIA, 5 U.S.C. § 552(a)(6)(E), and Defendants’ corresponding regulations.

56. Defendants’ denials of Plaintiffs’ requests for fee waivers violate

FOIA, 5 U.S.C. § 552(a)(4)(A)(ii1), and Defendants’ corresponding regulations.

Praver for Relief

WHEREFORE, Plaintiffs respectfully request that this Court:

1. Order Defendants immediately to release to Plaintiffs the records sought
in the Request;

2. Enjoin Defendants from charging Plaintiffs search, review, or duplication
fees for the processing of the Request;

3. Award Plaintiffs their costs and reasonable attorneys’ fees incurred in
this action; and

4. Grant such other relief as the Court may deem just and proper.

Respectfully submitted,

/s! Alex Rate

Alex Rate
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AMERICAN CIVIL LIBERTIES
UNION OF MONTANA
FOUNDATION, Inc.

P.O. Box 9138

Missoula, MT 59807

Counsel for plaintiffs

September 4, 2018
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Ryan Sklar
Attorney-Advisor
Office of the Solicitor

U.S. Department of the Interior
202-208-3039

addressed. It may contain information that is privileged, confidential, or otherwise protected by applicable law. If
you are not the intended recipient, you are hereby notified that any dissemination, distribution, copying, or use of
this e-mail or its contents is strictly prohibited. If you receive this e-mail in error, please notify the sender
immediately and destroy all copies.

Ryan Sklar
Attorney-Advisor
Office of the Solicitor

U.S. Department of the Interior
202-208-3039

ddressed It may contain information that is privileged, confidential, or otherwise protected by applicable law. If
you are not the intended recipient, you are hereby notified that any dissemination, distribution, copying, or use of
this e-mail or its contents is strictly prohibited. If you receive this e-mail in error, please notify the sender
immediately and destroy all copies.
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From: Jacob Hutt
To: Nicola Morrow
Subject: Fw: Acknowledgment of request 2018-IAFO-00149
Date: Thursday, August 30, 2018 12:25:51 PM
Attachments: image004.png

image005.png

May-2017-Field-Analysis-Report.pdf

image006.png

From: Jacob Hutt

Sent: Tuesday, March 27, 2018 2:35 PM

To: Henry, Brendan

Cc: I&AFOIA

Subject: RE: Acknowledgment of request 2018-IAFO-00149

Dear Mr. Henry,
| hope you're well. I'm writing for two reasons.

First, | would like to inquire on the status of the ACLU’s request 2018-IAFO-00149. Three
weeks ago, on March 6, you wrote that our request had been bumped to the front of the line
for processing. If you could provide an update, I'd appreciate it.

Second, | thought | would pass along a document connected to I&A to show you one type of
document we are seeking. It is an May 2017 Field Analysis Report entitled, “TTPs Used in
Recent US Pipeline Attacks by Suspected Environmental Rights Extremists.” Of course, our
requests encompass more than field analysis reports, but | thought this may give your
researchers a better sense of what records we’d like. The report is attached.

| look forward to hearing from you soon.
Thank you,

Jacob Hutt

Brennan Fellow | Speech, Privacy & Technology Project
American Civil Liberties Union

125 Broad St,, 18th Floor, New York, NY 10004

(212) 519-7809

aclu.org _D
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From: Jacob Hutt

Sent: Thursday, March 08, 2018 2:12 PM

To: 'Henry, Brendan'

Cc: I&AFOIA

Subject: RE: Acknowledgment of request 2018-IAFO-00149

Dear Mr. Henry,
Thank you for confirming I&A’s search for the first four records in our request.
Warmly,

Jacob Hutt
Brennan Fellow | Speech, Privacy & Technology Project
American Civil Liberties Union

125 Broad St,, 18th Floor, New York, NY 10004
(212) 519-7809
aclu.org K _EJ

From: Henry, Brendan [mailto:brendan.henry@hqg.dhs.gov]
Sent: Thursday, March 08, 2018 2:08 PM

To: Jacob Hutt
Cc: I&AFOIA
Subject: RE: Acknowledgment of request 2018-IAFO-00149

Good morning Mr. Hutt,
Thank you for your email. | reviewed the request file and discussed it with staff. It appears
that the portion of your request that is relevant to I&A is found on page 6 and states as

follows:

With respect to all agencies listed above, the ACLU seeks the release of all records19 created
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since January 27, 2017, concerning:

(1) Legal and policy analyses and recommendations related to law enforcement funding for
and staffing around oil pipeline protests. Such recommendations may include, but are not
limited to, declarations of a state of emergency by state and local entities in order to marshal
additional funds, and requests by state or local entities for federal agencies to provide
funding or personnel for counter-protest operations; and

(2) Travel of federal employees to speaking engagements, private and public meetings, panels,
and conferences on the subject of preparation for oil pipeline protests and/or cooperation
with private corporations in furtherance thereof; and

(3) Meeting agendas, pamphlets, and other distributed matter at speaking engagements,
private and public meetings, panels, and conferences where federal employees are present to
discuss preparation for oil pipeline protests and/or cooperation with private corporations in
furtherance thereof; and

(4) Communications between federal employees and state or local law enforcement entities
or employees thereof, and between federal employees and private security companies or
employees thereof, discussing cooperation in preparation for oil pipeline protests.

Our search is based on the above four items, as written in your request. | apologize if the
paraphrasing used in the acknowledgment letters confused matters.

Sincerely,

Brendan Henry

Deputy Privacy Officer/FOIA Officer
Office of Intelligence & Analysis
Department of Homeland Security
(202) 447-3783

Brendan.henry@hg.dhs.gov

From: Jacob Hutt [mailto:jhutt@aclu.org]

Sent: Wednesday, March 7, 2018 11:13 AM

To: Henry, Brendan <brendan.henry@hq.dhs.gov>

Cc: IRAFOIA <I&AFOIA@HQ.DHS.GOV>

Subject: RE: Acknowledgment of request 2018-IAFO-00149

Mr. Henry,
Thanks for your message. | have two questions in response to your acknowledgment letter:

1. Was our first record request denied? It requests “all records created since 1/27/2017
concerning legal and policy analyses and recommendations related to law
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enforcement funding for and staffing around oil pipeline protests. Such
recommendations may include, but are not limited to, declarations of a state of
emergency by state and local entities in order to marshal additional funds, and
requests by state or local entities for federal agencies to provide funding or personnel
for counter-protest operations.” You do not acknowledge this request in your letter.
Please confirm if you will be searching for these records.

2. ljust want to confirm that you will be using the original language of our records
request, rather than the paraphrased version in your letter, as you conduct these
searches.

Thank you for granting expedited processing and | hope to hear from you soon.

Jacob Hutt
Brennan Fellow | Speech, Privacy & Technology Project
American Civil Liberties Union

125 Broad St., 18t" Floor, New York, NY 10004
(212) 519-7809
aclu.org 8 [

From: Henry, Brendan [mailto:brendan.henry@hg.dhs.gov]
Sent: Tuesday, March 06, 2018 5:30 PM

To: Jacob Hutt

Cc: IRAFOIA

Subject: FW: Acknowledgment of request 2018-IAFO-00149

Dear Mr. Hutt:

Thank you for your call earlier today inquiring about your FOIA request concerning speaking
engagements, meetings, etc. concerning preparation for oil pipeline protests.. HDS HQ did
transfer it to the Office of Intelligence & Analysis s for processing. DHS has a decentralized
FOIA process, and each component/office assigns its own tracking number. Your tracking
number for I&A is 2018-IAFO-00149. Reviewing our files, | see that we sent you an
acknowledgment letter on February 16, 2018, which granted your expedited processing
request. Please see attached.
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Accordingly, at that time, your request was bumped to the front of the line for processing.

We have tasked the search and are awaiting responses.

Please let me know if you have any questions or concerns.

Brendan Henry

Deputy Privacy Officer/FOIA Officer
Office of Intelligence & Analysis
Department of Homeland Security
(202) 447-3783
Brendan.henry@hq.dhs.gov

From: I&AFOIA

Sent: Friday, February 16, 2018 3:42 PM

To: jhutt@aclu.org

Cc: I&AFOIA <I&AFOIA@HQ.DHS.GOV>

Subject: Acknowledgment of request 2018-IAFO-00149

Good afternoon Mr. Hutt:

Please find attached an acknowledgment of your request 2018-IAFO-00149.

FOIA Officer
Department of Homeland Security Office of Intelligence and Analysis (1&A)

IRAFOIA@hqg.dhs.gov
(202) 447-3783
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2 May 2017

(U//FOUQ) TTPs Used in Recent US Pipeline Attacks by Suspected
Environmental Rights Extremists -

(U/FOUQ) Prepared by the Montana Analysis and Technical Information Center (MATIC), Minnesota Fusion Center
(MNFC), North Dakota State and Local Intelligence Center (NDSLIC), South Dakota Fusion Center (SDFC), Washington
State Fusion Center (WSFC), the llinois Statewide Terrorism & Intelligence Center (STIC), and the lowa Division of
Intelligence and Fusion Center (DOI/FC) jointly with the DHS Office of Intelligence and Analysis (I1&A) and coordinated with
Transportation Security Administration (TSA).

(U) Scope: This Field Analysis Report (FAR) highlights recent criminal disruptions and violent incidents against pipeline
projects in the Midwestern and Western United States in 2016, and shows how activities at these events compare with
larger environmental rights extremist strategic trends—including those related to targeting, tactics and procedures (TTPs). 1
This product is intended to assist government and law enforcement security partners in identifying, deterring, preventing,
and responding to potential threats against pipelines and related entities. It includes a discussion of drivers possibly
affecting the future threat of pipeline-related violence from environmental rights extremist violence.

(U) Key Judgments

. (U//FOUO) We assess the October 2016 valve shutoff attacks against five pipelinés along the US—

Canada border by suspected environmental rights extremists showed a high level of pre-operational
planning.

» (U//LES) We assess suspected environmental rights extremists exploited Native American causes in
furtherance of their own violent agenda during a campaign to halt construction of the Dakota Access
Pipeline (DAPL) in the Midwest and Western United States in 2016.% :

» (U//FOUO) We assess that while some characteristics of a series of arsons against lowa pipeline
construction sites in 2016 could be indicative of an environmental rights extremist attack, other factors
could reasonably suggest a possible non-ideological motive. This assessment is subject to change if
new information emerges. Additionally, environmental rights extremism is a plausible motivation behind
multiple attacks against construction equipment in North Dakota during the same period.

* (U/ILES) The TTPs observed during the 2016 incidents included but were not limited to: destroying
property; using small teams for attacks; choosing remote and lightly guarded targets; wearing disguises;
starting simple fires to create barricades; “doxing” government officials; using drones; using small
improvised explosive devices (IEDs); and throwing projectiles and Molotov cocktalls at officers:$

" (U/IFOUQ) DHS defines environmental rights extremists as groups or individuals who facllitate or engage in acts
of unlawful violence against people, businesses, or government entities percelved to be destroying, degrading, or
exploiting the natural environment.
T (U//FOUO) DHS defines terrorism as any activity that involves an act that is dangerous to human life or potentially
destructive to critical infrastructure or key resources, and is a violation of the criminal laws of the United States or of
any state or other subdivision of the United States and appears to be intended to intimidate or coerce a civilian
population to influence the policy of a government by intimidation or coercion, or to affect the conduct of a
government by mass destruction, assassination, or kidnapping.

*¥(U) For background information on DAPL, see Appendix A.
§(U) Doxing attacks often include posting on websites targeting individuals’ personal background, associates or
family, place of employment, home address, or contact information.

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
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UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE .

¢ (U//[FOUQ) We assess environmental rights extremists are likely to use some of these same criminal
and violent tactics in attempts to disrupt other energy projects elsewhere in the United States—
including those related to pipeline construction—in the coming year.

(U) Significant Incidents in 2016

(U//FOUQ) Pipelines and associated
construction projects in the Midwestern and
Western United States in 2016 were targeted
with multiple criminal and violent acts designed
to disrupt fossil fuel transportation infrastructure
and impede or injure law enforcement. These
include valve shutoffs along the northern border,
destruction of construction equipment, and
arson attacks against lowa pipeline construction
sites.

(U) Valve Shutoffs along Northern
Border

(U//FOUQ) We assess the October 2016 valve
shutoff attacks against five pipelines along the
US—Canada border by suspected environmental
rights extremists showed a high level of pre-
operational planning. Multiple teams—
comprised of individuals who traveled from
across the United States—conducted

simultaneous attacks against remote valve sites,

wore disguises, and executed contingency -
plans.” 12 The apparent ease with which'these
valve shutoff attacks were carried out and the
heavy media coverage they attract}gd‘lead us to
be concerned that other environméntal rights
extremists could also pursue coordinated
attacks against the energy sector. Although
these valve attacks did n__pt"result in any loss of
life, manually shutting pipeline valves carries an
inherent risk of death or serious injury if a
pipeline ruptures, ‘

5'(U,[/LES)—Eﬁyironmehtélrig’lﬁts éx'trémjs'té' h,fév,e a lvlon.g‘ S
history-of committing violent acts across.the United States
-against entities'they perceive are damaging the

1980s, adherents have been responsib
Zcriminal acts and threats of violence,'s
+well as hundreds of other criminal acts

5 (U) Ehﬂ(iranﬁentai, nghtsExtremlsts

environment. Since the movement's inception in th

* (U//LES) On 11 October 2016, suspected environmental rights extremists shut down five pipelines along
the US-Canadian border in Minnesota, Montana, North Dakota, and Washington for over seven hours,
resulting in estimated financial losses in the hundreds of thousands of dollars, according to DHS, court
documents, law enforcement information, and press reporting.3- 18 Nine individuals were subsequently
arrested on charges related to tampering with pipeline valves and preventing the transportation of
petroleum. The subjects claimed to have targeted the pipelines to show solidarity with actions against
DAPL. They also called on the President to use emergency powers to keep the pipelines closed and
requested a total ban on new fossil fuel extractions and an immediate end to use of tar sands and

" (U/[FOUO) DHS recognizes that individuals associated with various groups and movements participated in criminal
and violent acts against pipelines In 2016. For the purposes of this paper, these individuals are referred to as
environmental rights extremists, as these campaigns were fundamentally about protecting the environment—whether
that is opposing oil pipeline construction projects or protecting the indigenous water supply from pollution,

T(U) For other examples of environmental rights extremists attacks against the energy sector, see Appendix B.

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
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UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
coal, according to DHS reporting and an online press release from a group representing the:
individuals, 1920

(U) OBSERVATIONS/TTPS

(U/LES) Small Teams Used for Attacks: In each of the valve shutoff incidents, there were at
least three participants—one initiating the shutdown and the other two filming the event,
according to US Department of Energy and law enforcement reporting.222.23,24

(U//LES) Many Attackers Traveled
from Outside of State: Many of the
attackers were from outside the area—
some from as far away as Vermont and
New York, according to court documents
and law enforcement reporting.2%:27:28
One female participants arrested for

_filming the shutdown of one of the
pipelines in North Dakota claimed to
have little knowledge of the other
attackers’ plans to commit simultaneous
pipeline attacks in the region. She,
however, later admitted to law
enforcement she had traveled by train
from New York City with one of the
individuals who planned to disrupt
pipelines in Minnesota and stayed in the
same motel with the two other '
individuals who disrupted another
pipeline in North Dakota.?®

(U/ILES) Lightly Guarded Targets
Selected: Pipeline valve sites—such as those targeted in the attack—are typically located every
10 to 15 miles along a pipeline and have minimal security, according to law enforcement
reporting.*° e

'
rd

(U/ILES) Attackers é;ve Advance Notice to Pipeline Companies: Attackers made phone

calls to pipeline opeérators in North Dakota and Minnesota to give advanced notice that a valve
closure was imniinent, according to media reporting.3':32

(U//LES) Disguises Worn During Attacks: Pictures posted to websites supportive of the valve
attackers indicate they disguised themselves as pipeline employees to carry out their attacks,
donning hard hats and reflective safety vests.?® According to law enforcement reporting, the

hard hats and reflective vests had a red “X” on them—a known symbol of their campaign to halt
fossil fuel production.* :

(U//LES) Unsophisticated, Easily Acquired Tools Used During Attacks: The subjects used
bolt cutters to gain access to the aboveground maintenance facilities and removed chains
protecting the valves from being turned off, according to websites supportive of the valve shutoff

"(U) For background information on tar sands, see Appendix C.

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
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law enforcement and DHS reporting.®” From 3 to 5 December, individuals, including suspected
environmental rights extremists, plotted, but did not execute, a coordinated attack on a DAPL
drill site from all directions. The individuals claimed they would stop the pipeline at all costs and
were not opposed to using firearms,8:59.60

(U//LES) Suspicious Drone Use: On 07 September 2016, three suspected environmental
rights extremists in Bismarck approached the front gate of the Fraine Barracks—which houses
several emergency services agencies, the National Guard, and the NDSLIC—stating they had
crashed a drone on the property, according to law enforcement. After being informed they could
not access the site, they asked questions about the barracks before leaving the area.t’ On 23
October 2016, according to law enforcement, a suspected environmental rights extremist used
an 18-inch-by-18 inch drone to disrupt law enforcement air operations by flying it within 50 feet
of a law enforcement helicopter. The same drone was later encountered by law enforcement
when it flew towards officers approximately 20-30 yards off the ground and then started
hovering above them. Law enforcement, which attempted to disable the drone with nonlethal
and lethal munitions due to officer safety concerns, believed the drone was. surveilling them,
according to DHS reporting. We judge this was likely an effort designed to provide advanced
notice of enforcement operations protecting DAPL construction.6263

(U//LES) Surveillance and Doxing: Since the beginning of the, antl DAPL campaign in August
2016, there have been several incidents of suspected environmental rights extremists surveilling
law enforcement facilities in cities near encampments. Wejudge these incidents—including
reports of individuals being photographed entering and exiting a law enforcement facility in
Mandan and officers being surveilled at their residences and followed by suspicious vehicles—
were likely an attempt to intimidate officers for their, role in protecting DAPL construction
efforts.% Personal contact information for a seniof North Dakota Emergency Services (NDDES)
official accused of removing water from encampments was posted online on 24 August 20186,
resulting in a sharp increase in harassing phone calls to the NDSLIC against the NDDES
employee, according to law enforcement.®s A private security guard for DAPL had her personal
phone number and e-mail address posted on social media by supporters of the anti-DAPL
campaign, apparently in reaction to.a prevnous incident in which she used dogs against an -
aggressive crowd, according to Iaw enforcement sources. Another security guard’s children
were identified on social media; ‘and law enforcement officers reported their home addresses
had also been posted onI|ne 66

(U//LES) Travel from Outs:de the State: On 08 September 2016, members of Canadian
indigenous tribes took multiple buses from three reservations/territories to participate in the US
campaign to stop DAPL construction. Suspected violent extremists on these buses reportedly
carried weapons and riot gear, according to law enforcement, indicating likely intent to commit
violent acts.®”% Indigenous travel from Canada has been confirmed by Canadian law
enforcement.®® As of 24 March 2017, only 51 of the 761 persons arrested for politically
motivated criminal acts in opposition to DAPL were from North Dakota, according to law
enforcement.”

(U/ILES) Call to Arms from Hacking Movements: An individual associating himself or herself
with the hacking collective Anonymous posted a call for support online, listing the North Dakota
Highway Patrol and National Guard as possible targets. However, there has been no evidence
of unusual activity on their networks, according to law enforcement.” Additionally, a movement
called the “Anon Resistance Movement” posted a video on social media advocating for violence

in solidarity with the anti-DAPL campaign, including further sabotage of pipelines and
railroads.”

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
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(U//LES) Possible Pre-Operational Surveillance: On 14 November 2016, law enforcement
received information regarding two suspicious subjects who were encountered twice by law
enforcement on 11 November 2016 near DAPL drill sites in Patoka and Meredosia, lllinois. The
individuals claimed to be birdwatchers looking for a local wildlife refuge, and stated they would
either find a hotel or camp, although officers said they had no camping equipment and appeared
to be surveilling the drill site. The individuals also appeared to be recording the encounter with

the officer, and one of them had a mapping application open on a cellphone, possibly pinning
their locations on the map.™

(U//FOUQ) Vandalism against DAPL Financiers and Vague Online Threats: On 18
November 2016, a suspected environmental rights extremist indicated the movement's intent to
disrupt the financial operations of DAPL by posting a communiqué on an anarchist website
claiming credit for vandalizing and "smashing" all the windows of a US bank in Chicago because
it was "a key investor in'the Dakota Access Pipeline." The individual warned other financiers
with the threat that "it will remain open season on [their] offices, homes, and prOJects" unless
they withdraw financial support for DAPL.™ On 23 November, a suspected-énvironmental rights
extremist posted a statement to an anarchist website claiming credit for vandalism against a
second branch of the Chicago bank in retaliation for "atrocities committed against" protestors in
North Dakota, and blamed the bank for the loss of their "comrade' s-arm." The individual called
for vandalism of the bank’s branch offices, ATMs, security cameras, and signs, and then
demanded that the bank and other DAPL supporters withdraw: their support immediately,
"otherwise you may expect a long night before the dawn."” 7%

(U//LES) Disruption to Rail Transportation: On 15 -
November, suspected environmental rights extremlsts
placed debris and abandoned a vehicle with an .~
accelerant-soaked rag hanging out of its gas ’;ank on
rail tracks near Mandan. Twenty-six individuals were
arrested in relation to the incident. Delays from this
attack cost the rail company $2,071.94:” On 09 January
2017, rail employees found j jumper cables connected to
tracks that were painted white and hidden under snow.
The cables created a signal interruption to the
conductor, causing delays that cost the business
$3,544.52. There have been no arrests. The affected
rail line is one of two non passenger lines that transport
Bakken Oil out of North Dakota.”® Environmental
rights extremist attacks against railways are typically
designed to cause disruption rather than inflict mass
casualties. However, such activity does introduce
safety hazards that create the risk of injuries on the
affected line.

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
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(U//LES) Directed-Energy Weapon: In early to mid-November, suspected environmental
rights extremists attempted to construct at least one directed- energy device

designed to disrupt or shut down radio frequencies EE— ,

used by law enforcement, according to law
enforcement sources. If properly configured and
pointed at a communication network's antenna or
repeater, such a device could disrupt transmissions
or cause the system to reset itself, temporarily
disrupting communications. If aimed at a
communication network long enough, it could destroy
internal components or cause them to catch fire. In
addition to posing a threat to a communication
network's antenna or repeater, handheld radio and
vehicular units are also susceptible to
electromagnetic interference from such a device.®

i UNCLASSIFIED :

(U) Use of Fire to Create Barricades: As law

enforcement was breaking up encampments on 27 October, |nd|V|duals lit debris and tires on
fire to create barricades, according to media reporting.®?

s
e

(U) Construction Equipment and Pipelines Targeted in Idwa and the Dakotas

(U//FOUO) We assess that a series of arsons against.lowa pipeline construction sites in 2016
could be indicative of an environmental rights extremlst attack—due to the targets’ proximity and
relationship with DAPL and because the use of arson attacks targeting construction sites is an
established tactic of the movement. However,.cther factors—including a lack of graffiti at the
crime scene, no claims of responsibility, a Iack of historical activity in the region, and public
controversy over the project's use of eminent domain—suggest a non- -ideological motive.8® This
assessment is subject to change if new information emerges. Additionally, environmental rights
extremism is a plausible motivation behlnd multiple attacks against construction equipment in
North Dakota during the same perlod as well as a series of attacks puncturing pipelines in lowa
and South Dakota in late February and March 2017,

(U/ILES) On 14 September, employees of a construction company reported an unknown
individual(s) used flrearms to shoot several rounds of ammunition into a portable toilet and a
backhoe at a pipeline’ construction site near Alexander, North Dakota. According to law

- enforcement, two of the rounds were fired at, but did not penetrate, the backhoe's fuel tank, which
could have sparked a fire. There were no injuries, and there have been no arrests or claims
of responS|b|I1ty for the attacks*

(U//LES) On 13 September, law enforcement arrested individuals for criminal mischief and
trespassing after they allegedly sabotaged an under-construction pipeline at a site near New
Salem, North Dakota by placing a crate of miscellaneous items in the pipe. According to the
pipeline’s lead safety inspector, had the crate gone undetected, it could have made the pipeline
into a “pipe bomb” capable of kiIIing bystanders once a “pig” is run through the pipeline.* The
individuals also broke the keys off in the ignition of machinery and spray-painted the messages
‘“WATER IS LIFE,” “NO DAPL,” and “RISE UP!!l ILLINOIS + IOWA NO DAPL.”8 The individuals
are awaiting trial.

*(U) A "pig”Is a device used to check for pipeline leaks.

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
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(U//LES) On 6 September, an unknown number of individuals damaged electrical wires of
construction equipment at an oil pipeline construction site near St. Anthony, North Dakota, creating
a threat to worker safety. Additionally, the attackers cut hoses, punctured a tire, filled a radiator
with fire extinguisher suppressant, and filled fuel tanks with dirt. There have been no arrests or
claims of responsibility.for the attacks.®

(U//LES) During the early morning hours of 31 July, 1 August, and 15 October, an unknown
individual(s) set fires targeting heavy machinery at three construction sites associated with DAPL
in Mahaska and Jasper Counties, lowa, resulting in over $3 million in damage.®” There have been
no arrests or claims of responsibility for the attacks.88:89.90,91

(U//LES) On 09 November, an unknown number of individuals set fire to four pieces of heavy
construction equipment in Buena Vista County, lowa. According to law enforcement, two

additional pieces of equipment were prepped for burning but not set on fire. There have been no
claims of responsibility for the attack.%? :

(U/ILES) Between 24 and 25 September, unidentified environmental extremists sabotaged five
pieces of heavy equipment at DAPL site near Winfred, South Dakota. The sabotage included
cutting brakes and electrical wiring, causing a potential threat to worker safety. Additionally, dirt
was found in the motor, and rocks and gravel were found in swing boxes. Estimated damages are
over $50,000. Two individuals were identified as suspects and provisionally charged with first
degree vandalism pending arrest.”

(U) OBSERVATIONS/TTPS:

(U//LES) Sabotaging Heavy Equipment: The attackers targeted construction equipment at
multiple sites—including bulldozers, a track hoe, excavators, and side-booms; according to law
enforcement reporting.* Some of the fires originated in the vehicles’ cab compartments.%

(U//LES) Use of Simple Fires: In all cases, the arsons committed against construction equipment
did not involve use of complex improvised incendiary devices, such as those that employ a time-
delay mechanism to initiate a fire, according to law enforcement.®7:98

(U/ILES) Possible Pre-Operational Surveillance: A few days prior to the Mahaska County
attack, construction workers reported seeing an individual in a vehicle slowly driving past one of
the construction sites and taking photographs, according to law enforcement.®

(U//FOUO) Puncturing Pipelines: Between 28 February and 17 March 2017, an unknown
number of individuals at multiple DAPL-related aboveground valve stations in lowa and South
Dakota used a welding torch or similar tool to pierce segments of pipeline filled with nitrogen gas,
which is pumped into pipelines to test for leaks. While nitrogen gas is non-flammable and poses
no physical danger to the public, the hissing sound of gas escaping through puncture holes could
lead to panic.'® 101102 Additionally, at an lowa site that received a similar puncture attack, graffiti
spray-painted on the control building declared “UR Children Need Water,” “Oil is Death,” and “Mni
Wiconi"—a phrase that has recently become popular among opponents of DAPL campaign that
means “water is life” in the Lakota Indian tribe language. '
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(U//FOUQ) Outlook: Tactics and Drivers of Pipeline-Related Violence in Near Term

(U//FOUO) | We assess environmental rights extremists are likely to use some of these same
criminal and violent tactics in attempts to disrupt other US energy projects for the remainder of
2017. Most of these tactics, which are available online for all to see, are relatively easy to carry

out have perceived utility among environmental rights extremists in the larger effort to halt DAPL
construction.

(U/IFOUO) We further assess the following developments, if observed, could lead to an increased
threat of violence in the coming months from environmental rights extremists against pipeline-
related entities in the Midwest and Western United States:

e (U//IFOUO) High-profile instances or allegations of excessive use of force during law
enforcement actions related to pipeline construction;

» (U//FOUO) Death or serious injury to occupiers at the hands of law enforcement, making
“martyrs” for the cause; and

e (U//FOUO) New Canadian pipelines are constructed—such as the Canadian Trané Mountain
pipeline—potentially creating new grievances and resulting in enhanced sharing of violent
TTPs between US and Canadian environmental rights extremists.

(U//FOUO) We assess the following developments, if observed, could lead to a decreased threat
of violence:

* (U//FOUO) Law enforcement blockades prevent resupply of remaining occupiers; and

¢ (U//FOUQ) Indigenous leaders involved in anti-pipeline campaigns ask remaining occupiers to
leave out of concerns about the impending spring floods along the Missouri River and
tributaries. '

(U) Intelligence Gaps

e (U//FOUO) Which camps house individuals who have an interest in using lethal weapons such
as |EDs against law enforcement or pipeline entities in the.future?

» (U//FOUO) Were training camps established to teach violent tactics to environmental rights
‘ extremists prior to their arrival in the region? :

¢ (U/FOUO) Why are individuals conducting surveillance on law enforcement personnel and
member of their family?

» (U//FOUO) What coordinated resourcing and funding is available to environmental rights
extremists?
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(U//IFOUQ) Comments, requests, or shareable intelligence may be directed to: STIC at 877-455-7842 or
STIC@isp.state.il.us; DOI/FC at 516-725-6310 or intca@dps.state.ia.us; MNFC at 651-793-3730 or
mn.fc@state,mn.us; MATIC at 406-444-1330 or dojintel@mt.gov; NDSLIC at 701-328-8172 or ndslic@nd. gov;
SDFC at 866-466-5263 or sdfuswncenter@state sd.us; WSFC at 877-843-9522 or intake@wsfc.wa.gov.

U ";:Source Summary Statement

V) To report suspicious actlwty”law enforcement, Fire- -EMS,; prlvate securlty personnel, and emergency managers
should follow established protocols; all other personnel should call 911 or contact local law enforcement. Suspicious
activity reports (SARs) will be forwarded to the appropriate fusion ‘center and FB! Joint Terrorisim Task Force for further action.
For more information.on the NatlonWIde SAR Initiative, visit hitp: //nS| ncirc. gov/resources aspx.

(U//LES) Tracked by: PIR-IA-CVE.2.2.2; PIR-IA-CVE.2.2.3 DHS-NFCA-2016/17-KIQ-24 HSEC-8.1, HSEC 8.2; HSEC-8.3:
HSEC-8.5; HSEC-8.6; HSEC-8.8; HSEC-8.10' HSEC-10.1; HSEC-10.2' HSEC-10.5' HSEC-10.6; HSEC-10.8; HSEC 10.10;
IADOIFC-17-IRT1; IADOIFC-17-IRK1; IADOIFC~ 17—IRV6 MATIC-05.5.2015; MN01.3; MNO7.1; ND- HSECB‘l ND- HSEC
8.2; ND-HSEC 8.3; ND-HSEC 8.5; ND- HSEC 8.6, ND-HSEC 8.8; ND-HSEC 8.10; ND- HSEC 10. 1 ND-HSEC10. 2 ND-
HSEC 10.5; ND-HSEC 10.6; ND-HSEC 10.8; ND-HSEC 10.10; HSEC-02-02000-P1-SD-2010; HSEC-02-03000- P1 -SD-
2010; STIC-SIN-8.1; STIC-SIN-12.1; STIC-SIN-12.7; STIC-SIN-12.11; WSFC-1.1l WSFC-1.3.1; WSFC-1.5; WSFC-1.6;
WSFC-1.8.1; WSFC-1.8.2; WSFC-1.8.3; WSFC-1.9.5; WSFC-1.10.1.
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(U) Appendix A: The Dakota Access Pipeline

(U//LES) The Dakota Access Pipeline project is an underway $3.78 billion construction project
to build a 1,172-mile, 30-inch diameter pipeline for transporting US light sweet crude oil from
the Bakken and Three Forks production areas of North Dakota to existing pipelines in Patoka;
Illinois for further distribution to refining markets.” DAPL construction attracted controversy
as a result of a North Dakota-based indigenous tribe's claims that pipeline leaks would
contaminate the water supply of their reservation.' In July 2016, the tribe filed a lawsuit
against the US Army Corps of Engineers for its role in granting permits to build the pipeline. 16
The lawsuit spurred a series of protests and demonstrations near the reservation.™” Members
of other Indian tribes—as well as environmental rights extremists who share the tribes’
underlying goal of halting construction of the pipeline—have traveled from across the United
States and Canada to join the occupation.'%%° Since August 2016, there have been
hundreds of arrests for criminal and violent incidents at encampments set up by anti-pipeline
groups and nearby DAPL-related sites in an effort to stymie construction efforts.110:111

Minngsota

Nebraska

(U) Map of DAPL project.i1 "
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(U) Appendlx B: Prior Energy Sector Attacks by Environmental Rights
Extremists

(U//FOUQ) The pipeline attacks in the Midwest and Western United States in the latter half
of 2016 were the first significant environmental rights extremist attacks targeting the
transportation and energy sectors since September 2015. The last known attack specifically
targetlng a pipeline occurred in Texas in 2012.

e (U//LES) On 16 September 2015, environmental rights extremist Rory Lynn
Gunderman exchanged gunfire with South Dakota law enforcement officers and then -
fatally shot himself. Subsequently, law enforcement officers located Gunderman’s
-remote campsite in Custer County, South Dakota, where they discovered a stolen
weapon, digital media,-and the components necessary to manufacture numerous
IEDs.""® According to recovered evidence, Gunderman purchased numerous IED
components in Spearfish, South Dakota on 8 September 2015."* Analysis of digital
media in Gunderman’s possession revealed recently accessed copies of al-Qa‘ida in
the Arabian Peninsula’s Inspire magazine, including editions 1, 10, and 12.11 Though
the exact targets and timing of Gunderman'’s plot remain unknown, his behavior and
statements indicated a fixation on the energy sector.® Gunderman additionally
claimed membership in the Crescent City, California-based Deep Green
ResistanceSPER, Though the group maintains it only engages in nonviolent activities,
the organization promotes the belief that a separate “underground” is needed to
conduct violent “direct action” in order to save humanity and other life on earth from
environmental disaster. This violent direct ation would include attacks against critical
infrastructure “to disrupt and dismantle industrial civilization.”''?

e (U//LES) In September 2014, a suspected environmental rights extremist(s) in
Washington stole a bulldozer and drove it into the base of a US Department of Energy
500-kilovolt powerline tower in an apparent attempt to knock the tower down. The
incident did not result in any significant damage. Graffiti associated with anti-capitalism
and environmental rights extremism was spray-painted at the scene and on nearby
structures. Graffiti included the phrase “#killcap” (“Kill Capitalism”), “Corrupt Society,”
and “ELF,” the acronym for the environmental rights extremist movement Earth
Liberation Front. The case is currently under investigation.118.119

e (U) From 17 to 18 June 2012, environmental rights extremist Anson ChiUSPER set off g

” series of explosive devices on top of an AtmosYSFER gas pipeline in Plano, Texas. Chi.
intended to damage the pipeline and disrupt natural gas flow. He was sentenced to 20
years in prison without parole on 30 June 2014.12%2' Chi pled guilty to a charge of
attempting to destroy a natural gas pipeline used in interstate commerce, and to a
charge of possessing an explosive device not registered with the National Firearms
Registration and Transfer Record.'? Chi also contacted well known convicted bomber
Theodore KaczynskiSPER to be a mentor; Kaczynski eventually broke off contact and
told Chi to seek professional help.!2?
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(U) Appendix C: Tar Sands

(U) Several pipelines along the US—Canadian border carry crude oil into the United States for : 1
refinement and distribution.’* Alberta, Canada has one of the world’s largest deposits of a
particularly thick and heavy form of crude oil known as tar sands oil. Tar sands oil is
controversial because of perceived negative impacts to the environment that occur during
mining, processing, and transporting the oil—such as large CO, emissions contributing to
climate change, contamination of groundwater during extraction, and destruction of natural
resources used by indigenous tribes.’® In October 2016, US environmental rights extremists
engaged in coordinated attacks to disrupt five border pipelines perceived to be transporting
tar sands oil from Canada into the United States. %
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(U//FOUO) Appendix D: Behavioral Indicators of Planned Criminal
or Violent Activities Targeting Pipelines

(U/[FOUQ) There are a number of potential béhaviors and indicators of planned criminal or
violent activities targeting pipelines and associated entities. Some of these behavioral

indicators may be constitutionally protected activities and should be supported by additional
facts to justify increased suspicions.

(U/I[FOUO) Planning of violent activities related to major protests on message boards, social
networking sites, or in Internet chat rooms: :

(U//FOUO) Reports of rhetoric indicating a desire to manually close pipeline valves or engage in
violence targeting pipelines and associated entitities;

(U/[FOUO) Possession of bolt cutters to cut security fencing or locks and homemade devices to
chain oneself to pipeline valves or construction equipment;

(U/IFOUO) Reports of graffiti threatening violence related to a pipeline;

(U//FOUO) Threatening phone calls or e-mails to corportate executives, businesses, or
contractors associated with pipeline construction efforts; .

~(U//FOUO) Signs of trespassing or suspicious persons in construction areas—possibly

indicating pre-incident surveillance;

(U//FOUO) Reports of individuals wearing all dark or black clothing and masks or bandanas .
without a reasonable explanation;

(U//FOUQ) Possession of sha'rp or blunt objects (knives, axes, machetes, dowels; tire irons) or
illegal firearms during protests;

(U/IFOUO) Reports of attacks on opposition vehicles, possibly involving lighting them on fire or
using them as roadblocks; ‘ :

(U/IFOUO) Reports of individuals acquiring materials that could be used to build improvised
incendiary devices (e.g., propane gas canisters) or IEDs without a reasonable explanation:

(U//IFOUO) Reports of individuals moving heavy materials (e.g., fences, tires, trashcans, or
dumpsters) to make barricades during protests, possibly with the intention to light them on fire;

(U//IFOUO) Reports of individuals pilfering bricks, rebar, or pipes from construction sites for use
as potential projectiles;

(U/[FOUO) Pre-staging of bricks, rocks, or debris near protest sites for possible use as

‘weapons;

(U//IFOUO) Reports of individuals carpooling from other locations to engage in planned criminal
or violent acts during protests; and

(U//FOUO) Reports of drivers not obeying law enforcement directions at traffic control
checkpoints.
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I. INTRODUCTION

The right to information is a powerful counterweight to government
secrecy, vital to protecting the public from government overreach,
waste, and abuse. For over 50 years, the federal law that has secured
this right in the United States is the Freedom of Information Act
(FOIA) — used by journalists, advocates, and the public to shine light
on government actions carried out in our name, but without our
knowledge. FOIA is a pivotal gateway to government transparency
and is used extensively by organizations in the Open the Government
(OTG) coalition to fuel advocacy campaigns and advance openness

policies.

As new secrecy challenges have emerged with the advent of the Trump Administration," public interest
groups are increasingly looking to FOIA as an avenue to access government information.? FOIA
requesters, however, face constant obstacles that include long delays, abused FOIA exemptions, and
heavily censored documents. There are myriad ways agencies impede access to information, and
understanding the contours of the law can help overcome these hurdles. FOIA works best when
requesters are not only armed with knowledge of the inner-workings of FOIA, but also look towards

collaboration as an avenue to overcoming the many challenges to access.

The growth in FOIA use provides new opportunities for cross-sector coordination on openness initiatives.
Collaboration helps maximize the power of the law by linking experts doing FOIA work across policy
areas to facilitate more strategic and effective requesting, resulting in stronger demands for information
and greater overall transparency. Coordination is also critical to reduce redundancy and excess requests
that bog down FOIA offices, and to ensure requesters exhaust all avenues to obtain the desired

information and choose strategically when bringing FOIA lawsuits.

OTG brings together groups to facilitate coordination between advocates and open government experts
on ways to increase access to information and best utilize FOIA.3 This guide highlights successful
collaborative approaches to FOIA identified during coalition strategy meetings and roundtable

discussions and provides recommendations to help plan productive FOIA efforts.

The Guide

The guide presents a collection of case studies of FOIA initiatives that have led to important information
disclosures. The examples identify best practices in collaborative FOIA efforts and investigative work

involving openness advocates, journalists, litigators and grassroots organizations working on a range of
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policy issues. Recommendations based on the lessons learned from the collection of successful FOIA

efforts follow the case studies.4

This study emphasizes the need for additional examples of successful FOIA cases to help guide FOIA
work. The project is being coordinated with the Reporters Committee for Freedom of the Press, and the
guide will be published on RCFP’s EOIA Wiki site, which receives contributions from the FOIA Project,
MuckRock, National Security Archive, FOIA Mapper, and the general public. By adding the guide to the
FOIA Wiki, the goal is to provide a resource for the public to add additional coordinated FOIA efforts

that stand out as notable successes, identify trends and share lessons learned.
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Il. FOIA SUCCESS STORIES

1. Collaborating on FOIA investigations to uncover secret lobbying

Coordinated FOIA work between transparency advocates and experienced
journalists can expose documents that increase public awareness and help
advance transparency reforms. The Freedom of the Press Foundation (FPF) and
journalist Jason Leopold joined forces in 2016 to file targeted FOIAs and
litigate to obtain Justice Department records that revealed the Obama
Administration’s secret efforts to block FOIA legislation. The case provides
lessons on ways transparency groups can benefit from working closely with

FOIA journalists to identify and obtain records that enhance advocacy goals.

In 2015, FPF filed a FOIA for evidence of secret lobbying after receiving a tip that the Obama
administration had opposed a FOIA reform bill that was on the verge of passing but died in December

of 2014. After receiving no records from the Justice Department, the group filed a lawsuit in to force the

Department to process the request.5

As a result of the lawsuit, FPF received a six-page memo and email correspondence confirming

suspicions of the Justice Department’s efforts to undermine the reforms.¢ FPF's Executive Director Trevor
Timm worked with Leopold, whose own FOIA requests yielded documents demonstrating that the SEC
and FTC also meddled in reform efforts. The documents received widespread attention after Leopold

published a piece for VICE News in March 2016, as Congress was again debating a new FOIA reform
bill, the FOIA Improvement Act of 2016.7

The publication of the records, timed to correspond to that year's Sunshine Week events, raised public

awareness of the urgent need for FOIA reforms and helped in the final push for the passage and signing

of the FOIA bill. The reforms were a major transparency victory, enshrining provisions that advocates had

been promoting for a decade and significantly advancing the public’s right to know.®

FOIA Tip: Collaborate with investigative
journalists on FOIA efforts to break stories

that raise public awareness and fuel
advocacy campaigns.
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2. Partnering with FOIA litigators to unveil government monitoring of protests

FOIA planning between groups with the capacity to litigate and subject
matter experts with grassroots reach can lead to positive transparency gains.
Color Of Change (COC) is a grassroots organization that works directly with
communities impacted by government surveillance practices, and the Center
for Constitutional Rights (CCR) has years of experience with FOIA litigation.
Together, they were able to identify relevant records and sustain litigation to

secure the release of evidence of secret government monitoring of protests.

The case began in July 2016, when COC and CCR filed a set of FOIA requests with the Department of
Homeland Security (DHS) and the Federal Bureau of Investigation (FBI) for records related to
government monitoring of Black Lives Matter (BLM) protests and organizers.” The groups prepared for
litigation early on in the process, under the assumption that the DHS and FBI would deny access or
heavily redact the records sought. After receiving no documents from either agency, the groups filed a
lawsuit in October 2016, arguing that the information requested

was of vital public importance.™©

FOIA Tip: Coordinate with

The lawsuit was cited widely in the press, and led to the release of groups that litigate
before filing a request for

documents on government monitoring of Black Lives Matter
sensitive information if

the case is likely to
require a challenge in
records provide important primary source documentation that court.

protests, including internal emails and field reports that were

circulated among law enforcement agencies in 2016.11 The

have helped increase public awareness about the civil rights and
privacy threats stemming from government monitoring of

organizing and dissent.

3. Planning FOIA litigation to expose secret influence of private contractors

Another case involving the Center for Constitutional Rights shows how early

planning between subject matter experts and attorneys on FOIA litigation

can bring about important court decisions and lay bare the influence of

private companies in policymaking. In this case, Detention Watch Network

(DWN) worked with CCR to prepare for litigation early, predicting that they
would need to challenge the government’s use of the “trade secrets” exemption to block information
from release. The early planning helped prepare for the unusual intervention of private contractors in the
case, and contributed to a landmark court decision opening up avenues to push for greater overall

transparency in government contracting.
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In November 2013, DWN and CCR filed a joint FOIA request with

DHS and Immigration and Customs Enforcement (ICE) for

documents relating to the “detention bed mandate,” a quota set

by Congress that requires ICE to maintain 34,000 beds in

immigration detention centers at any given time.'? The request

asked for internal documents to better understand the impact of the quota on detention policy,
including agreements with contractors and communications between private companies and

government officials.

After receiving no documents in response to the request, the groups filed a lawsuit.’3 The court ruled
that the details of all government contracts with private detention companies were subject to public
release under the FOIA, and the government decided not to appeal the decision. However, the private

prison companies CCA and GEO Group then intervened to block the release of the responsive records.

The Supreme Court denied hearing the case in October 2017, rejecting the private contractors’ unusual
attempt to keep the records secret after the government had acceded to the lower court’s ruling.14 The
case led to the release of documents revealing how companies such as CCA and GEO Group reap
enormous benefits from the bed quota, and influence policies that result in higher numbers of arrests
and detentions of immigrants. The final decision marked an important gain for groups advocating
against the privatization of immigration detention, and a major advancement for broader transparency

efforts related to private government contracting.
4. Working with subject matter experts and journalists to reveal conflicts of interests

American Oversight coordinates on FOIA initiatives with subject matter experts and journalists in ways
that exemplify good FOIA practice. As part of their investigations into harmful chemicals used by the
EPA across the country, for example, the group collaborates with the Environmental Working Group
(EWG), bringing together its FOIA and litigation skills with the subject matter expertise of EWG. The
groups are currently pursuing a FOIA lawsuit for documents regarding EPA Administrator Scott Pruitt’s

decision to overrule agency scientists and continue the use of neurotoxic pesticides.15

American Oversight has also worked with New York Times journalists on efforts to raise public awareness
about Pruitt’s relationships to industry representatives. The group sued the EPA in June 2017 to force the
agency to comply with FOIA requests for copies of Pruitt’s calendars from February through May 2017,
and then worked with NYT journalist Eric Lipton to analyze and draw out conclusions from the released
documents. The effort sparked a front-page story that exposed how Pruitt’s meeting schedule

significantly favored energy and chemical industry executives and lobbyists.1¢
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5. Targeting multiple agencies to uncover military involvement in domestic surveillance

Researching the various agencies that could be in possession of desired
information is an important step in the FOIA process. Targeting multiple agencies
with the same FOIA can help the requester get the information they are looking
for, sometimes unearthing records that shed light on previously unknown

government monitoring practices.

Human Rights Watch researcher Sarah St. Vincent found through FOIA work that the
Air Force had documents in its archives on domestic surveillance of Americans by the military. The
revelations came after St. Vincent filed FOIA requests with twenty-two federal agencies, including with
other Pentagon components and the Department of Homeland Security (DHS), seeking records related
to the government’s use of intelligence surveillance laws for counter-narcotics or immigration
enforcement purposes. The requests asked for legal, policy, and other documents relating to Section 702
of the Foreign Intelligence Surveillance Act (FISA), and Executive Order 12333, laws the government
uses as the basis for large-scale U.S. surveillance programs that affect people in the United States as well
as Americans abroad.1?

FOIA Tip: Do background

research to find out what
revealing for the first time a Defense Department policy that agencies could be in possession

The FOIAs led to the disclosure of records from the Air Force

apparently authorizes warrantless monitoring of U.S. citizens of the desired records, and to
and green-card holders.’8 HRW featured the documents in its determine if other organizations
or individuals are filing similar

reporting, and the revelations have played a central role in
requests.

raising public awareness, and fueling public advocacy
campaigns aimed at enhancing oversight and accountability for

warrantless surveillance programs.1?

6. Designing collaborative FOIA platforms to enhance transparency at the community level

The Electronic Frontier Foundation (EFF) and MuckRock have
spearheaded vanguard initiatives that foster greater information access
throughout the country. The groups provide innovative platforms for
the pubilic to file their own information requests, and obtain records
needed to better understand how law enforcement policies are being
implemented in local communities. The efforts exemplify ways groups
with national reach can promote widespread use of state and local open records laws to access

information that is not available through other channels.
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EFF's “Street-Level Surveillance” documentation project is enhancing transparency relating to

surveillance technologies increasingly used by law enforcement.20 As part of the project, EFF and
MuckRock created a crowd sourcing site that provides a template for anyone to file requests to get
information about local law enforcement surveillance practices, such as biometrics data collection
programs.?! The information released through this project has been pivotal in community efforts to hold

local law enforcement accountable for public expenses and incidents of police abuse.

MuckRock has also partnered directly with local groups, such

FOIA Tip: Use FOIA platforms as the Lucy Parson Labs - a Chicago-based collaboration

that provide samples of FOIAs between data scientists, transparency activists and
already filed to shape your own

technologies - to use FOIA to investigate the use of

petitions for records from federal
and state agencies.

surveillance equipment by the Chicago Police Department.22

This collaboration has also fueled transparency and
accountability efforts related to the use of new surveillance
devices by law enforcement, particularly in cases where these devices have been used to target social

organizing and protests.

7. Lobbying in coalitions to obtain records on government dissent

FOIA success sometimes requires working in coalitions to advocate for changes to the law. The National
Security Archive (the Archive) did this successfully, joining forces with a coalition of open government
advocates pushing for FOIA reforms in 2016 to limit use of certain exemptions by agencies keeping
important historical records under seal. It was only after the reforms passed into law that the Archive was

able to get the documents it had sought under FOIA for two decades.

The Archive first submitted a request in 1997 to the Department of State for records on the “Dissent
Channel,” an informal means of communication established during the Vietnam War for State
Department employees to express their dissent over certain policies. The State Department denied
access under Exemption 5 of the FOIA, which allows agencies to withhold certain categories of
privileged information, including deliberative records. The Archive submitted the request again in 2016,
this time taking advantage of the new provision that advocates fought to include in the FOIA
Improvement Act that prohibited the use of Exemption 5 to claim the deliberative process privilege for
records more than 25 years old. The Archive filed suit in April 2017 to compel the agency to process and

finally release the requested records.23

The judge ruled in the Archive's favor, leading to the disclosure of files that document a long trend of
formal critiques of U.S. policy by State Department Foreign Service Officers. The records provide

important insight into the historical significance of the Dissent Channel, which made headlines when it
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was reactivated in January 2017, when over 1,000 diplomats signed a memo opposing the White House

“Travel Ban,” that suspended immigration from seven majority-Muslim countries. 24

8. Using open records laws at the state level to strengthen accountability

State and local transparency laws can be effective tools
when federal agencies keep information under wraps.
Journalists with E&E News rely on state public records
laws to break stories about EPA nominees?5 and on media
access restrictions imposed by the EPA when
Administrator Scott Pruitt announces controversial policy
changes.26 Washington Post journalists have also used
state-based laws to develop a database on police
accountability, documenting cases of systematic police

rehiring after being fired for misconduct.?’

Organizations that focus on federal FOIA action are also using local open records laws as part of their
investigative work. In one case, Citizens for Responsibility and Ethics in Washington (CREW) filed a
request with the Secret Service in October 2017 for information on how much Vice President Mike

Pence’s trip to Indianapolis cost taxpayers, when he traveled there to

watch and then leave a football game in protest. While waiting for the

Secret Service to respond, CREW's Chief FOIA Counsel Anne Weismann FOIA Tip: Use state
and local open

filed an open records request with the Indianapolis Metropolitan Police
records laws to pry

_ ‘ open information
attend the football game. In response, CREW quickly received records that the federal

Department for documentation on the cost of Pence’s visit to the city to

from the Indianapolis MPD, which showed that the trip cost more than government does

$14,000 in local police expenses. The records generated media not possess or

attention and demonstrated how local and state open records laws can shields from public

o . iew.
be powerful tools to obtain information that the federal government View

often withholds from the public.

9. Long term FOIA investigations divulge government waste & abuse

Long-term investigative work and institutional knowledge of government policy fosters positive FOIA
results. Because of their decades of experience, POGO investigators know how to target records with
information on potential conflicts of interest that can be relevant years down the road. POGO's long-
term investigative prowess has led to FOIA disclosures exposing waste and abuse, such as army
contractors hiding deadly chemical risks, abuses by contractors providing services at torture prisons, and

more.
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In 2017, POGO's FOIA work helped thwart the confirmation of a nominee with a questionable past. As
part of its investigations into FEMA housing contracts after Hurricane Katrina, POGO initially filed a FOIA
in 2006 for records relating to the former head of FEMA's Recovery Division, Daniel Craig, including
communication between Craig and companies that received $500 million in non-competitive contracts.
Years later, POGO received a partial response from DHS and other records were sent to the DHS Office
of the Inspector General (IG), which denied access to certain records, citing personal privacy and law

enforcement exemptions.28

POGO appealed the decision, and 11 years after the initial request, the DHS IG finally released an
investigative report to POGO, providing insight into Craig’s employment negotiations with two of the
four FEMA housing contractors, one of which was a client of Craig’s post-FEMA employer. Around the
same time as the IG release of that report, Craig’s name also re-surfaced as President Trump’s nominee
for FEMA Deputy Administrator. Craig quickly withdrew his nomination in September 2017, however,
after POGO and NBC started asking questions based on findings from the FOIA records and

government officials became aware of Craig's questionable past.??

10. Using foreign information laws to access files on human rights abuses

International collaboration with open government groups and journalists can lead to
the release of information on U.S. diplomacy and national security policies. Partnering
with groups in other countries that have strong freedom of information laws opens up
avenues to access information blocked by U.S. agencies. The result can lead to
greater access to files relevant to better understanding the impact of U.S. assistance

to governments responsible for human rights abuses, in some cases, in violation of

U.S. laws.30

The National Security Archive regularly partners with open government
organizations in other countries to coordinate use of information laws
to gain access to information about issues relevant to advocacy efforts FOIA Tip: Partner with

across borders. The Archive has worked with groups in Mexico, for groups in other countries

using access laws to get
information that U.S.
agencies keep secret.

example, to request records relating to U.S. security assistance and

human rights cases.31 The coordinated requests in both countries have

led to the disclosure of records leading to press attention in the U.S.

and Mexico, and supporting the advocacy efforts of human rights

defenders and reform advocates in both countries.32
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Ill. CONCLUSION & RECOMMENDATIONS

Conclusion

Successful FOIA initiatives take place in an ecosystem encompassing an array of actors working to raise
public awareness and promote government accountability. While the outcome of every FOIA case

depends on multiple factors, and there is no magic template for filing requests that guarantees success,
there are notable patterns that emerge when examining success stories that can help guide a requester

in their approach to FOIA.

One of the primary lessons that emerge out of this study is that successful FOIA work is greatly
enhanced through collaboration, which includes: coordinating with journalists to share documents and
break stories; connecting subject matter experts with FOIA specialists; consulting with FOIA litigators;
planning joint advocacy strategies around FOIA requests, and; working with a coalition to change the
law. As the public and advocacy community relies more on FOIA, collaboration can lead to new
relationships between openness advocates working on various issue areas and amplify collective
demands for transparency and accountability. Increasing coordination is also important to help

consolidate requests to reduce FOIA redundancy and agency backlogs.?3

The cases examined in this guide represent a tiny fraction of the broad universe of successful FOIA
initiatives, and understanding new lessons requires a much larger sample size and regular updates with
new cases. By hosting this guide on the Reporters Committee for Freedom of the Press FOIA Wiki site,
the goal is to encourage FOIA experts and the public to add new and emerging cases that document

additional lessons to help requesters map out effective strategies in their FOIA work.

Recommendations

FOIA Fundamentals34
1. Do the background research

Before filing a FOIA, it is critical to do thorough background research to be able to
develop a well-crafted request and to prepare to respond to FOIA offices if asked to
provide additional information or narrow a request. Reaching out to other researchers,
investigators, and FOIA specialists working on the same issue is an important step in
the FOIA process, in order to understand what information is already available and to

prepare for an administrative appeal when it is time to challenge agency denials.
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2. Locate the right agency

Search the agency website for the FOIA office contact. Agencies accept requests by email, fax or
mail. The Justice Department’s FOIA.gov website provides directions on how to file a request,
includes a portal to file directly with certain agencies, and directs users to FOIA systems of agencies
that are not yet linked to the site.3> FOlAonline is another government site run by the EPA that gives
the public the ability to file requests directly with a number of agencies, including DHS and DOJ

components.
3. Describe the specific records

Provide enough details about the specific records sought in FOIA requests so that the records can be
located with a reasonable amount of effort. This includes information on the type of document, title,
subject area, date of creation if known, original source of the record, or other relevant details. If you
do not have details about specific records, provide enough event-related information, such as the
date and circumstance surrounding the event the record covers, to facilitate the conduct of an

organized, non-random search for your requested records.36
4. Request a fee waiver

Requesters can ask the agency to waive or reduce search and copy fees if they think the fees are too

high, or if the fees are fair but the total charges make the request prohibitively expensive. The law

|II

provides that the agency “shall” waive or reduce fees if the requester meets the public interest test.
Requesters may also be entitled to fee benefits if they fall within a certain category of requester.3’
Apart from the fee waiver request, it is important to identify yourself for fee categorization purposes,

and indicate that you are a “non- commercial” requester, in order to avoid paying excessive fees.38
5. Expedite the requests

In some circumstances, agencies will grant a request for FOIA Tip: Use cloud
expedited processing for reporters, organizations or individuals sharing software to share

who demonstrate they are “primarily engaged in disseminating requests and responsive

information,” and if the request concerns a matter of documents with the
. . . lic. The shari

“compelling need.” The Justice Department also provides for pub fc © sharing
provides updated

expedited processing to public interest groups for requests

examples for new and
that concern a matter of “widespread and exceptional media experienced requesters

interest in which there exist possible questions about the of FOIA best practices.

government'’s integrity which affect public confidence.”3? There
are additional ways to avoid long processing delays, including keeping the request targeted and

specific, and offering to speak with the FOIA officer to help them locate the responsive documents.
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6. Target various agencies

Requesting information from multiple agencies can often yield positive results. Additionally, filing the
same request with multiple agencies can also help reduce inter-agency referrals, which can add extra

time to the processing of the request.

7. Appeal the denial

Federal agencies often fail to adhere to FOIA's disclosure requirements either procedurally or
substantively. When this occurs, requesters can appeal adverse decisions to higher authorities within

an agency.40

FOIA Collaboration

1. Approach FOIA with a philosophy of openness

FOIA users who consistently share their requests, appeals, and documents with the public play an
essential role in advancing FOIA best practices.*! While there is often a need to initially keep
documents internal while conducting investigations or planning media strategies, the open
availability of the documents ultimately leads to more efficient FOIA requesting. Through an open
approach, the public can see how FOIAs are crafted, identify language that works, and avoid

receiving the same FOIA denials seen in other cases.
2. Learn the landscape

Before filing requests, it is best practice to learn about other groups that are engaged in similar FOIA
work, and coordinate with organizations and individuals seeking the same information. This helps
build collective knowledge between groups working towards similar advocacy goals and provides
opportunities for collaboration that helps reduce FOIA redundancies. By learning the landscape,

requesters with subject matter expertise can benefit from connecting with FOIA experts and lawyers.
3. Plan litigation strategies early and litigate strategically

The cases highlighted in this study demonstrate that early FOIA litigation planning can help prepare
for agency denials and court challenges. Preparing for a FOIA case that is expected to require
litigation by working with lawyers early in the process can help lay the groundwork for success.
Talking with experts who know FOIA case law is increasingly important to ensure groups are

choosing litigation carefully.
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5 Trevor Timm, Freedom of the Press Foundation sues the Justice Department for details about its push to block
transparency reform, Freedom of the Press Foundation, December 15, 2015: http://bit.ly/2FGPmet.

6 Trevor Timm, New documents show the Obama admin aggressively lobbied to kill transparency reform in
Congress, Freedom of the Press Foundation, March 8, 2016: http://bit.ly/2G{K2g6.

7 Jason Leopold, It Took a FOIA Lawsuit to Uncover How the Obama Administration Killed FOIA Reform, Vice News,
March 9, 2016: http://bit.ly/1TLiNgz.

8 Among other advancements, the bill codified the presumption of openness - requiring records be released unless
there is a foreseeable harm or legal requirement to withhold them. Implementation of the new provisions, however,
has been inconsistent across agencies and it is difficult to determine the effectiveness of the reforms, or the impact
of the codification of the foreseeable harm standard. Lawsuits involving the foreseeable harm standard are still
underway, at the time of the writing of this report. See Lauren Harper, Foreseeable Harm Standard Tested in Court,
The National Security Archive, Unredacted, December 7, 2017: http://bit.ly/2D6OydI.

? The requests coincided with the 50t anniversary of the passage of the FOIA, and the groups released an
accompanying press statement highlighting the importance of FOIA in obtaining information on government
surveillance of constitutionally protected First Amendment activity. See, Civil rights groups mark 50th Anniversary of
Freedom of Information Act by filing requests to expose government surveillance of activists of color, Center for
Constitutional Rights, July 6, 2016: http://bit.ly/2D9m17a.

10 Human Rights Attorneys Sue FBI, DHS for Docs about Surveillance of the Movement for Black Lives, Center for
Constitutional Rights, October 20, 2016: http://bit.ly/2hUjJUO.

11 Sweta Vohra, Documents show US monitoring of Black Lives Matter, Al Jazeera, November 7, 2017: http://bit.ly/
20YOOXA.

12 Freedom of Information Act Request filed with the Department of Homeland Security, Detention Watch Network
and the Center for Constitutional Rights, November 25, 2013: http://bit.ly/2DgpDUY.
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13 CCR and DWN argued in February 2014 that there was an urgent need for the information due to upcoming
budget appropriations, and the judge in the case ordered the agencies to begin a monthly production of responsive
documents. As DHS and ICE started disclosing documents, DWN and CCR published a report on immigration
detention, providing advocacy groups and the public access to previously secret records with information on the
private companies benefiting from the quota. See New Report: Financial Market for Immigrant Detention Exposed,
Center for Constitutional Rights, June 11, 2015: http://bit.ly/2HjA2BL.

14 Supreme Court Rules in Favor of Government Transparency Against Private Prison Corporations, Center for
Constitutional Rights, October 10, 2017: http://bit.ly/2xw5QTlI.

15 American Oversight and Environmental Working Group Challenge EPA over Failure to Release Pesticide Records,
American Oversight, June 22, 2017: http://bit.ly/2tEgKyh.

16 Eric Lipton, E.PA. Chief’s Calendar: A Stream of Industry Meetings and Trips Home, The New York Times, October
3, 2017: http://nyti.ms/2xOWbEh.

17 Human Rights Watch Asks US about Use of Secret Surveillance for Drug, Immigration Purposes, Human Rights
Watch, January 23, 2017: http://bit.ly/2pbyfY7.

18 US: New Evidence Suggests Monitoring of Americans, Human Rights Watch, October 25, 2017: http://bit.ly/
2tBwuZA.

19 Dustin Volz, Exclusive: U.S. widens surveillance to include 'homegrown violent extremists' — documents, Reuters,
October 25, 2017: http://reut.rs/2zL Us2y.

20 The project is a collaborative effort that involves attorneys, technologists, and activists, working to get information
on privacy-invasive police technology, advocate for limits on how the technologies are used, and hold agencies
accountable for their abuse. The project has generated important resources for members of the public, advocacy
organizations, journalists, defense attorneys and policymakers. See, A Guide to Law Enforcement Spying
Technology, Electronic Frontier Foundation: http://bit.ly/20TIKzH.

21 Street Level Surveillance: Biometrics FOIA Campaign, MuckRock: http://bit.ly/21j3MQv. EFF and MuckRock also
launched a collaboration in February 2018 in which they filed more than a thousand public records requests for
information on how much data local police are collecting through automated license plate readers (ALPRs). David
Mass, EFF and MuckRock Are Filing a Thousand Public Records Requests About ALPR Data Sharing, Electronic
Frontier Foundation, February 16, 2018: http://bit.ly/2FB10UP.

22 Opening the Chicago Surveillance Fund, MuckRock: http://bit.ly/2FLCm7e.

23 See, National Security Archive v. U.S. Department of State, filed April 26, 2017: http://bit.ly/2p0EsGU.

24 Carol Morello, Dissent memo circulating in the state Department over Trump’s policy on refugees and immigrants,
January 30, 2017: http://wapo.st/2FtKvOi.

25 Corbin Hiar, Behind the doomed effort to defend, promote Dourson, E&E News, December 14, 2017: http://bit.ly/
2CQHilsv.

26 Ariel Wittenberg and Kevin Bogardus, Barnstorming the states: 'Pruitt does not want open press', E&E News:
http://bit.ly/2taGdpy.

27 Kimbriell Kelly, Wesley Lowery, and Steven Rich, Fired/Rehired: Police chiefs are often forced to put officers fired
for misconduct back on the streets, The Washington Post, Aug. 3, 2017: http://wapo.st/2FgfSft.

28 Scott Amey, Previous Ethics Investigations Cause FEMA Nominee to Withdraw, Project On Government
Oversight, September 14, 2017: http://bit.ly/2Fzs6Me.
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29 Suzy Khimm, Trump FEMA Nominee Withdraws After NBC Questions on Falsified Records, NBC News,
September 13, 2017: http://nbcnews.to/2wZp3t5.

30 Freedom of information laws in other countries often have strong disclosures provisions, such as provisions
mandating release of files on human rights violations and public interest balancing tests, leading to the release of
information that the U.S. FOIA might restrict from disclosure. For more on using information laws in other countries,
see John Ciorciari & Jesse Franzblau, Hidden Files, Columbia Human Rights Law Review, November 2014: http://

bit.ly/2tutNc3.

31 Michael Evans and Jesse Franzblau, Mexico's San Fernando Massacres: A Declassified History, National Security
Archive, November 6, 2013: http://bit.ly/2twC4MK.

32 Jesse Franzblau, New Document Throws More Light on Mexico’s San Fernando Killings, Open Society Justice
Initiative, December 22, 2014: https://osf.to/2p3SzKW.

33 Collaboration is also important to ensure that the surge in FOIA cases that are going to court does not lead to
bad case law. For more on the rise in FOIA litigation, see, FOIA Lawsuits Surge in Trump Administration’s First Year,
The FOIA Project, January 16, 2018: http://bit.ly/2FyaWyB.

34 For more on how to file a FOIA from a media perspective, see Libby Casey, Everything you need to know about
FOIA - How to be a journalist, The Washington Post, December 14, 2017: http://bit.ly/2HnLlén.

35 FOIA.gov was first created in response to the 2016 FOIA reforms, which directed the DOJ and Office of
Management and Budget (OMB) to build a consolidated online request portal. The DOJ released the first iteration
of the new version of the website on March 8, 2018. See DOJ Announces the First Iteration of the New National
FOIA Portal on FOIA.gov, U.S. Department of Justice, Office of Information Policy, March 8, 2018: http://bit.ly/

2FB4Yga.

36 American Oversight provides model templates for targeted and well-crafted requests, identifying keywords and
specific records. See American Oversight, FOIA Request to EPA Calendar Entries and Phone Logs for Senior
Officials, April 5, 2017: http://bit.ly/2FB3XYN.

37 For a description of the categories of requesters, see Reporters Committee for Freedom of the Press, Fee Waivers:
http://bit.ly/2FmrvBp.

38 All non-commercial requesters, including nonprofit organizations, pay for document-search time in excess of two
hour and duplication in excess of 100 pages. Ibid.

39 CREW regularly request and are granted expedited processing on the grounds the subject matter requested is of
widespread and exceptional media interest or, in some cases, based on the argument that the requested
information involves possible questions about the government’s integrity that affects public confidence. See, FOIA
Request — Department of Justice, Sessions Recusal, Citizens for Responsibility and Ethics in Washington, January 29,
2018: http://bit.ly/2DdbDLt.

40 See sample appeal from Open the Government & POGO, here: http://bit.ly/2FsGRAgG. The RCFP FOIA Wiki also
provides samples of appeals, here: http://bit.ly/2HirScK.

41 Groups highlighted in this study, such as American Oversight, use Document Cloud to publish everything they
request and receive through FOIA, along with analysis explaining the records. See DocumentCloud.org: http://bit.ly/
2dU93iM.
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